
Tracer FIRE 11 Agenda 
                 ACSAC CST | December 4-5, 2023 

 

 

Monday, December 4, 2023 (All Times CST) 

08:30 AM – 08:45 AM Tracer FIRE Introductions & Account Setup 

08:45AM – 09:15 AM Introduction to Sysmon & Windows Event Logs 

09:15 AM – 09:45 AM Introduction to Elastic Stack 

09:45 AM – 10:00 AM Introduction to Disk Forensics with Autopsy 

10:00 AM – 10:30 AM Break 

10:30 AM – 11:00 AM Introduction to Disk Forensics with Velociraptor 

11:00 AM – 11:15 AM Introduction to PCAP Analysis with Arkime 

11:15 AM – 12:00 PM Introduction to RE with Ghidra 

12:00 PM – 01:30 PM Lunch 

01:30 PM – 01:35 PM Tracer FIRE 11 Story Overview 

01:35 PM – 03:00 PM Tracer FIRE 11 Exercise 

03:00 PM – 03:30 PM Break 

03:30 PM – 05:00 PM Tracer FIRE 11 Exercise 

05:00 PM - Tracer FIRE 11 Exercise Will Remain Open 

 

Tuesday, December 5, 2023 (All Times CST) 

08:30 AM – 10:00 AM Tracer FIRE 11 Exercise 

10:00 AM – 10:30 AM Break 

10:30 AM – 12:00 PM Tracer FIRE 11 Exercise 

12:00 PM – 01:30 PM Lunch 

01:30 PM – 03:00 PM Tracer FIRE 11 Exercise 

03:00 PM – 03:30 PM Preparations - Team Debriefs (Scoring Paused) 

03:30 PM – 04:15 PM Private Top Team Debriefs (Optional ~10min per Team) 

 04:15 PM – 05:00 PM Scenario Overview & Closing 

 


