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Industrial Control Systems (ICS)

Human Machine Interface e L L | 2 Remote Monitoring and Control
(HMI)

set points, parameter, control algorithms, constraints,
process data l

--------4

Programmable Logic Controller
(PLC)

manipulated variable controlled variables

Actuators Sensors

Controlled Process — process outputs
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Background: PL.C and their Security Vulnerabilities

I Programmable Logic Controllers
O Rockwell Compact Logix
I Engineering Framework: Studio 5000
L Communication Protocol: Common Industrial Protocol (CIP)
O Siemens S7-1500
I Engineering Framework: Totally Integrated Automation (TTA) portal

I Communication Protocol: S7-P3

I Recent Vulnerabilities
O CVE-2021-1392: Obtain a CIP password and add an authorized admin user
O CVE-2021-22681: Bypass authentication to impersonate Studio 5000
O CVE-2016-9342 and CVE -2021-37185: Crafted TCP packets to the PL.C
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Background: NIST NGAC for PLC

LI Attribute-Based Access Control for PLC: Gowdanakatte et al. [1]

Attributes
& 0 (PLC)
U-1
v
Access Level=ADMIN ~ p------- [Update]-------==--=---- Module = FIRMWARE € Status =Running  [€ Port
''''''' Module = SOFTWARE [« Status = Stopped <
U-2 e et
_[Download]
A |=EN pag i
ccess Level = ENG [ChangeMode]....____
***1 Module = ON/OFF | Status = EmergencyStop |
1 v
U-3 souaanie g .| Module=MEMORY |e
Access Level = OPERATOR | ™=w.. Read]™"==-nsoore: .
[CommSetup, CommTerm]
........ Module
=COMMUNICATION |

[1] Shwetha Gowdanakatte, Indrakshi Ray, and Siv Hilde Houmb. 2022. Attribute Based Access Control Model for Protecting Programmable Logic Controllers. In Proceedings
of the ACM Workshop on Secure and Trustworthy Cyber-Physical Systems (CODASPY). ACM, Baltimore, MD, USA, 47-56.



Background: Policy Formalization

Each policy is expressed as a tuple
<{User Attribute}, {Resource Attribute},{Envitonmental Attribute},{operation}>

User Attributes

Access Level = {Operator, Engineer, Administrator}
Device ID

Resource (PLC) Attributes

Module = {Software, Firmware, Communication, Memory}
Status= {Stopped, Running, Emergency Stop Active}
Operating Mode = {Program, Test, Error, Remote}

Port

Environmental Attributes

User Access Time

O  User Access Location

Example Policy: Communication Setup

<{(User.AccessLevel € {Operator, Engineer, Administrator), (User.Device = “Equip 21L OrgABC”)},
{(PLC.OperatingMode = Remote)}, {(Env. Access Time = 700 — 16 : 00EST),
(Env. Access Loc = OrgABClocal”)}, {CommSetup}>
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Attack Model

LI Phase-1: Man-in-the-Middle (MI'TM) Attack

Establish communication

Engineering I
Workstation Process c!>mmunication

|
|
|
|
I Intercept and capture packets
1

Extract firmware Create Crafted TCP
version packets

Attacketr



Attack Model

1 Phase-2: Denial of Service (DoS) Attack

Network

1
1
1
1
1
1
m
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
U
1
1
1
1
1
U
I
1
1
1
1
1
{
I

Attacketr

Init Comm.: PLC IP+Port 102 Init Comm.: PLC IP+ port 102

Challenge question
Challenge question

Challenge response
Challenge response

Session OK
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Session OK

Crafted TCP Packets Crafted TCP Packets




Attack Demonstration

I Attack Setup

Internet
Rockwell PLC

Engineering Workstation

I Phase 1: Man-in-the-Middle Attack

Timeocut: 1€
> Item Count: 2
Response In: 2378
> Common Industrial Protocol
v CIP Connection Manager
Vv Service: Unconnected Send (Request)
©... .... = Request/Response: Request (©x®©)
.11 eele = Service: Unconnected Send (©x52)
v Command Specific Data
con® asse = Priority: ®
ceee 1010 = Tick time: 10
Time-out ticks: S
Actual Time Out: 512@ms
Message Request Size: 8
v Message Request
v Common Industrial Protocol
> Serv:i.ce:l Get Attribute Single (Reguest)l
Request Path Size: 3 (words)
~ Request Path: Identity, Instance: @x@1, |[Attribute: ©x85 (Status) |
> Path Segment: ©x20@ (8-Bit Class Segment)
> Path Segment: ©x24 (8-Bit Instance Segment)
> Path Segment: ©x3@ (8-Bit Attribute Segment)
Get Attribute Single (Request)

2020 b8 27 eb ab 9f 2c b8 27 eb c6 86 fa ©38 2@ 45 ee TS LT R E.

22012 ©e 72 cb e2 40 20 40 ©6 dS d9 c© a8 ©b 9¢c c© a8 eFec@-@-: ccceccecea-

2020 ©b dd de 24 af 12 49 @1 ©6 39 62 65 97 4b 3@ 18 eSS iT o s0besiCs s

2030 ©1 f6 f1l ec 20 @0 ©1 @1 ©8 @a 6¢c 13 f1 e3 ©9 b9 SanEaTTd cralle siaia s

2042 65 3b 6f @0 26 20 ©1 9@ ©9 ©0 90 90 00 00 ST 7@ EEOEE Ll e 2P

2050 79 63 6f 6d 6d ST 00 20 ©© ©0 90 90 00 00 ©a 0 NCOMNE . - b oo

2060 ©2 00 2 20 20 20 b2 0 16 €0 S52 92 20 06 24 01 ccccceces «-REEH

29272 @a ©5 es ee @3 20 o1 24 o1 3o|eS}eree ei o2 | - » Code for requesting status

Get Aftribute Single




Attack Demonstration

1 Phase 2: DoS Attack

(0000) 6f 00 26 00 da 03 03 0000000000 5f 707963 oOe&eeeesssee pycC

(0010) 6f 6d 6d 5000000 000000000002 000200 QMM_eeeeecesesee
(0020) 00 00 00 00 b2 00 16 0052 02200624 01 03 05 eesessesRe esSeee

(0030) 08 00 0e 032001 2401 30 000101 seee eSe(eceee

| Result
O Recoverable major fault on the PLC

O Stopping the running process
O Unavailability of PLC for further online requests
O Caused DoS attack

| Resolution

O Manual restarting of the PLC through a power cycle

O Clear major fault
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Test Bed

Wi-Fi LAN

. . .. D ABAC Gateway

Engineering Workstation g Raspberry Pis Rockwell PL.C
1 NGAC-ABAC Implementation on Raspberry Pi3

O Python Vakt library
O Example Policy

actions=[Eq('CommSetup')],

subjects=[{'User.AccessLevel’ : In('Operator', 'Engineer', 'Administrator'),

'User.Device' : Eq("Equip21LOrgABC")}],
context={"'Env.AccessTime' : And(GreaterOreEqual(7.00), LessOrequal(16.00)),
"Env.AccessLoc' : Eq("OrgABC.local"),
'"PLC.OperatingMode’ : Eq('Remote')},
resources=[Eq('PLC")],
effect=vakt.ALLOW ACCESS



! Crafted TCP Packet

(0000) 6f 0026 00 da 03 03 0000000000 5f 707963 oe&eesesssee pyc
(0010) 6f 6d 6d 5f00 0000 000000000002 000200 QmMIM_eeeeessessee
(0020) 00 00 00 00 b2 00 16 0052 02 200624 01 0a 05 eeeessesRe eSeee
(0030) 08 00 Oe 03 20 01 24 01 30{90jofL 00 01 01 seee eSe(eeene

O Device ID of Engineering Workstation: ‘velpi’

O Allowed device ID for establishing the communication with Compact Logix:
‘Equip21LOrgABC’

I Communication Request Packet

e4 90 69 a4 3f 16 b8 27 eb ab 9f 2c @3 @@ 45 @@  ..i.?..' ...,..E.
@0 44 79 Sc 40 @0 40 @6 28 f7 c@ a8 @b dd c@ a8  .Dy\@.@. (.......

@b 33 82 40 af 12 82 38 12 9@ 32 9b 69 6¢c 50 18 .3.@...8 ..2.ilP.
@1 f6 98 97 o0 oo |EJE |04 00 00 00 00 0 @0 00  ...... M........
5f 70 79 63 6T 6d_ 6d 5T 00 00 00 @0 01 00 _pycom m_......



Policy Verification for ‘Register Session’ Request

DoS attack prevented based on invalid device ID
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Verification: PLC Operates without ABAC Gateway

e CPN Block Dlagram } USER } Network : ;' PLC \:

i e S - N - NI

e Th CPNs: M it Communication } Sending Init. } | Receive Init. |

ree S: ; L o ) : L Communication ) | 1'\ Communication )

| |

* User, Network, and PLC | 1 k | L |

] |

: (Receive Challenge ) : (Replying Challenge\ : : ( ) :

‘ . - —— == . 4~ ————+— Challenge Question ||

NIRT \ Question \ Question | \ |

1. User sends a request packet to initialize | |\ . J N J -\ Al

|

communication with PLC 11 ~ s N Wz N

. : Challenge Response [ .| Sending Challenge | | | | Receive Challenge |

2. The PLC receives the request and \ \, g P ) ; '\ Response ) : i Response y }

. . . ‘ ‘ \ L \

replies with a Chaﬂenge question | =‘=‘$ |

‘ ‘ . \ ! |

3. The user sends the challenge response. || geceive Session OK 1 - — - — - - SI::sriloynmgK e -———+1  SessionOK i
. . \ | |

4. 'The PLC confirms that the session is s o - J JAN N

|

OK to be established. T N ~ | ~ N i

: Send Crafted : | Sending Crafted B ] 1 .| Receive Crafted }

5. 'The user sends a command to PLC to | | TCPPackets | | '\ TCP Packets | }'\ TCPPackets ]|

be executed. i > S : = - ‘ : = = |

| P | 3 ‘ | ‘

6. 'The PLC executes the command and | Receive PLC I Sending PLC #____L_ Execute Command :

. } Response : Response ) | : and Respond |

confirms the user with PL.C status IS ) N ! LN “|
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Verification: PLC Operates without ABAC Gateway

CPN Demo: TCP Packets
traveling between User and

PLC through Network

O ﬁ-"‘f
.Eﬁ!!'

User

-

None |

Sim | View | Aux | Ss §
=, (@ ¢ 2.
6|% WM [ pm| QO[] 2 o | | 2]
‘o’ | @ o4 |§»
Binder 0 NetworkInitComm | Binder pLcChallengeResponse | Binder 0 “B ""! @
{ B | Mo

. ot et R .30.2.11% port=" hallengeRespanse

1°{IPAddr = "14.30.2.11", part = "102"}++ f‘(‘“““ 14.30.2.11" port="102" <l -

g = i | Binder 0

:f:::::- 1°{IPAddr="14.30.2.11" port="103" PLCInitComm |

1 {1PAddr = Y4hitComm.
~ InitComm

InitComm initamm
3" {IPAddr="14.30.2.11"port="1
1 {IPAddr="14.30.2.11",port="1
inite mm
In tC
challengefuestion InitComm |
Challenge

T ChallengeRespanse IntComm

Challenge Questian
InitComm
Processed
{In]

challengeQuestion

Receive Challenge

ChallengeRespo

challengeRedponse

Respond to
Challenge Question

sessign OK
Question Response

Sentand Wait
Session OK

SessianOK

Receive Session OK

sendCraftTCPPa gket(se ssionOK)

P Crafted TCP
Packets

——
PLCStatus @
T———

Send InitComm
to PLC
Premgtemm]
challengeQuestion

llengeQuestion
challengeRuestion

Receive Challenge Question
From PLC and Send it
to Warkstation

challeng ¢ Question

Challenge Questian

Response
Receive

challengeResponse

{ SessionOK

] None |

(( TeP Packets

craftedTEPPacket

Challenge
Response SessionOK
Sent

sessipnOK

eceive Session OK

Ri
From PLC and Send it
to W orkstation

sessipnOK

SessionOK

None |

TCP Packets
Received

TCPPACKET

craftedT¢PPacket

PLCStatus

Send PLC Status
to User
Status

ple

PLCStatus

Send Challenge
Question to W orkstation

sendChallengeQuestion (in tComm)

Challenge Question

None ‘

PLCTCPPackets | Binder 0

TCPPACKET

Receive TCP Packets

PPacket

TCP Packets
Received

craftedTEPPacket

Execute the Command

reportPLCStatuls(crafted TCPPa cket)

crafted

 TCPPACKET

PLCStatus
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Verification: PLC Operates without ABAC Gateway

Testcases: CPN Tokens demonstrate legal access (first 3 tokens) and attacks (last 2 tokens)

R Expected Testcase
#
116 Description Input (Token) Ouspu Actual Output Status
: isted i p = p = 10.255.10.7" P = "129.10.1.3"
ADMIN: A legal user. l{sted in ‘{hll {srcIPAddr : 10.255.10 , dstIPAddr 129.10:1.3"}, PLC Status PLC Status
1 DAC-ACL and has privilege to | TCP = {srcPort = "5357", dstPort = "44818", CIP = {Command = 3 s Passed
S . . Running Running
setup PLC communication Comm.Setup, SessionHandle = "established"}}}
ADMIN: A legal listed i 1P = IPAddr ="10.255.10.7" tIPAddxr = "129.10.1.3"
et e e | - * !‘Tﬂ'ﬁ'tr'ld = i i PLC Status |  PLC Status
2 DAC-ACL privilege to stop PLC | TCP = {srcPort = " , dstPort = "44818", CIP = {Command = St d St d Passed
TReT ; . oppe oppe
communication Comm.Stop, SessionHandle = "established"}}} PP PP
USER: A legal user listed in DAC- | {IP = {srcIPAddr = "10.255.10.23", dstIPAddr = "129.10.1.3"}, PLC Status TCP Packet
3 ACL but does not have privilege | TCP = {srcPort = "5357", dstPort = "44818", CIP = {Command = R Reiected Failed
to stop PLC communication Comm.Stop, SessionHandle = "established"}}} PP J
“‘KER-1- H - D = =3 = MN]R 7 ‘ " > = WI7 an
AT'I'A(,KE‘R 1: An attacker imper ‘{hll {srclPAddr ; 13:255:255.1%; ‘dstIPAddxr: 1295101 3%} PLC Status TCP Packet .
4 sonates USER to stop PLC commu- | TCP = {srcPort = "5357", dstPort = "44818", CIP = {Command = Stobnel Réiceted Failed
nication Comm.Stop, SessionHandle = "established"}}} PP )
ATTACKER-2: An attacker imper- {IP = {srclPAddr :|"13.255.255.3",I dstIPAddr = "129.10.1.3"}, PLC Status PLC Status
5 sonates ADMIN to setupPLC com- | TCP = {srcPort = "5357", dstPort = "44818", CIP = {Command = St ad St ad Passed
SRS i . oppe oppe
munication Comm.Stop, SessionHandle = "established"}}} PP PP

* TC#4: ATTACKER-1 impersonates USER and obtained the same access discretion, but DAC
blocked its TCP request packet. (Testcase failed)

© TC#5: ATTACKER-2 impersonates ADMIN,; gained its discretion, and stopped the PLC.

(Testcase passed)
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Verification: PLC Operates with ABAC Gateway

ABAC Gateway

‘
|
|
| N / N
/ \\ // Nl // N \\ ¢ Y
| [ | \
USER | Netwrok | : | Authentication : Communication : NGAC | PLC
| b Module | Handler I |
| [ - |
! P! Receive Init. } Receive | (PEP) (PDP) : Receive Request
| T Communication ! Packet Request + Access Request : PLC Status
! Pt } UserID + DeviceID ! Request Policy/ |
| b | | Packet PLC Status | |
I N I
| L v | 1 ﬁ, l |
! . I | I v
Receive Prompt i_ N Replying Prompt _I_U ______ Prompt } Sending Access | - (RAP) !
Authentication : Authentication : : : Authentication | Request Packet } ISPL‘ ) Request PLC Status
| P | \ ouey PLC Status | |
| R | I J \
| [ | : |
1
| i | : |
User Credentials + 1 Sending } : : Receive } | :
serD re‘ enIBa s ‘ User Credentials + ‘ ; ‘ User Credentials + | . } |
evice | DevicelD P DevicelD } (Decision = Deny) | :
| | : | | Disconnect : |
I 1 | |
| 1l | ~ |
I
| oy ! | (PEP) (EPP) |
‘ Lt (Authenticated) | ! | Decision Record |
! I || (Unauthenticated) I } Events |
I L ; Disconnect Packet Request + | I
: L UserID + DevicelD | | |
| [ | (Decision = Grant) |
]
| Lo | Forward Packets to (RAP) ‘
| P ! PLC |
I 1 | |
I 1 | I
I P | |
N ] | |
. . |
Receive PLC L= Sending PLC —Lbb——m- PLC Response  [€————— ———— PLC Response
Response : Response : | : | :
Y I P | |
I [N e N
I | |

N / \

* CPN Block Diagram: Four CPNs (User, Network, ABAC Gateway, and PLC)

* ABAC Gateway: contains three sub CPN blocks: Authentication Module, Comm. Handler, and
Access Control Module NGAC)

* Any TCP Packet sent from User to PLC must go through the ABAC Gateway
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Verification: PLC Operates with ABAC Gateway

CPN Demo: TCP Packets

!
&,

Java

%

traveling between User and PLC through Network and ABAC Gateway

ﬁ,,_ﬂ

=< |
[e)

| USER |

=
k'{hud;n

srclPAddr = "10.10.

1
length = 20, dataPacket = {op
model = Communication, data =

srelPAddr =

model = Communication, data
checksum = "123CH123°}+ +
3'{heade

srclPAddr =

model = Communication, data =
checksum = "123CH123"}

[N v

deviceID = "**"
e

srcPort = "5357", dstPart =
10.10.10.35", dstIPAddr = “14.30.2.
length = 20, dataPacket = {operation = CemmSetup,

= "h123", srcPort = "5357",
10.10.10.35", dstIPAddr = "14.30.2.1
length = 20, dataPacket = {operation = CommSetup,

"h123", srcPort = "5357", dstPort = "5358",
0.35", dstIPAddr = "14.30.2.11",

1
ration = CemmSetup,
“Some data'},

5358",
1

‘Some data”}.

dstPort = "5358"

"Some data”},

Process

Authentication

pud Smaew

deviceID
3'{u

| ped mmmew

devicelD =

' None |

b 1N

=@
AuthenticationModuleInitComm | Binder 0
Binder 0 RAPPLCStatus |
N\ ntCamm
NetworkInitComm | ] Binder 0]
| PDPaint |/ PLC Status ) requ

initCamm

Authentication
Prompt Received

Request

RequestPLCStatus

Requ

USER

CommunicationHandler |

AuthenticationModuleCredentials |
Prol
then'

D } 7 User \‘ (CredentialReq
(Credential[Reqe stPacket) | \C'fd'",“?ls. .
lentication | =~  Bindero,
Process
Authentication
Tanaal Al
respansqPacket Recei
User Credential+
. Device 1D
ResponsePacket d
Rl (CredentialReqe stPacket) |
AL«REQUESTPACKET
respansdPacket
Process o~
. d
S0 CREDENTIALREQUESTPACKET(  C'gdentials+
responsePacket LRI
(CredentialReqestPacket)
Response Packet
Process
Authentication
respansdPacket
respansfPacket
ResponsePacket
responsePacket Report
Response
ons

“UserlDs
DevicelD

CREDENTIAL<RE QUESTPACKET

USERDEVICE*ACCESSREQUEST

sRequestPacket PR
ResponsePacket ( P3Ckets o PLC
e stPLCStatus pfél;(‘"“ Binder 0
requestALCStatus ]
PLC Status
estPLCStatus| Request et

requestl

DedisionPacket!

IsDeny(d ecisianPa cket)

accessReguestPacket

Process Access
Request Packet
[EEEp int]

Decisien
Received

decisio pPacket

decisio f\Packet

Verify

BOOL

ResponsePacket

Decision

IsGrant(decisipnPacket)

AccessRequestPacket

ResponsePacket

respansePacket

Response
Received

pachets

Forward
P, s ta PLC
[RAPPLCF ackets]

respanspPacket

responsqPacket

Received

Send PLC Status
tto PLC

PLCStatus | PLCPackets | Binder 0
packets Process

SEREAELY > USERDEVICE*ACCESSREQUEST

et i
PolicyRequest

Policy
Request

palicyRe quest

policy Request

Policy

PLC Status
Request

] createRequestPLCStatus(policy)

RequestPLCStatus

requestPLEStatus

PLCStatus

Request
PLC Status

getEvent(decisionData)

l None
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Verification: PLC Operates with ABAC Gateway

Testcases: CPN Tokens demonstrate legal access (first 3 tokens) and attacks (last 3 tokens)

Expected Testcase
TC# Description Input (Token Actual Output
P PIE( ) Output P Status
{IP = {srcIPAddr = "10.255.10.7", dstIPAddr = "129.10.1.3"},
1 ADMIN: a legal user assigned | TCP = {srcPort = "5357", dstPort = "44818", UserID = "ADMIN-01", | PLC Status PLC Status Beaaci
in NGAC Comm.Setup policy | EncPWD = "PWD123", DeviceID = "SR123", AccessTime = "13:10EST", Running Running
CIP = {Command = Comm.Setup, SessionHandle = "established"}}}
{IP = {srcIPAddr -] "10.255.10.7" ] dstIPAddr = "129.10.1.3"},
2 ADMIN: a legal user assigned | TCP = {srcPort = "5357", dstPort = "44818", UserID = "ADMIN-01", | PLC Status PLC Status i
in NGAC Comm.Stop policy EncPWD = "PWD123", DeviceID = "SR123", AccessTime = "13:15EST", Stopped Stopped
CIP = {Command = Comm.Stop, SessionHandle = "established"}}}
USER A e sl viss Kae nstiaes {IP = {srcIPAddr = "10.255.10.23", dstIPAddr = "129.10.1.3"}, ooy
3 e d b[l’GACC Set TCP = {srcPort = "5357", dstPort = "44818", UserID = "USER-01", PLC Status &U Failed
Slfl!:: g omm-S¢WP | EncPWD = "PWD567", DeviceID = "SR567", AccessTime = "13:25EST", Stopped Discon:::tcd &
R CIP = {Command = Comm.Stop, SessionHandle = "established"}}}
ATTACKER-1: an attacker im {IP = {srcIPAddr = "13.255.255.1", dstIPAddr = "129.10.1.3"}, Ailbsiaation
4 crsonatchS:ER &6 &5 PLC TCP = {srcPort = "5357", dstPort = "44818", UserID = "USER-01", PLC Status fails & User Failed
?0$"mn¥aﬁ;n — EncPWD = "PWD567", DeviceID = "SR999", AccessTime = "13:35EST", Stopped Pl o
i CIP = {Command = Comm.Stop, SessionHandle = "established"}}} i
. . — . {IP {srcIPAddr %13.255.255.1"; dstIPAddr #129-10.1:3%}; .
ArTA(jKER l,'dndu“kt”m, TCP = {srcPort = "5357", dstPort = "44818", UserID = "USER-01", PLC Status TR et g
5 personates USER to stop PLC e o i g = e : s . % ; & User Failed
R EncPWD PWD567", DevicelD SR567", AccessTime 13:40EST", Stopped Disconnected
CIP = {Command = Comm.Stop, SessionHandle = "established"}}}
ATTACKER-2: an attacker im- {IP = {srcIPAddr *I"l3.2bb.2£>b.3"l dstIPAddr = "129.10.1.3"}, Y PUtE I
6 . AD ¢ . TCP = {srcPort = "5357/%, dstPort = "44818", UserID = "ADMIN-O01", PLC Status &U Failed
giﬁ:ﬁiﬁ:mﬁéng O SeWP | phcPWD = "PWD123", DeviceID = "SR123", AccessTime = "13:45EST", Stopped [Hymn;Z;cd =
CIP = {Command = Comm.Stop, SessionHandle = "established"}}}
°

TC#6: ATTACKER-2 impersonates ADMIN, sends setup command, but it is denied by the

ABAC Gateway. (Testcase failed)

20
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Formal Analysis

State Space SCC Graph S State Space SCC Graph Status
#State | #Transition | #State #Transition
#State | #Transition | #State | #Transition Full 4876 18057 4876 18057 Full
u
1820 5733 1820 5733 Dead State
Home Stat 722,723,3156,3157,3158,3159, | #Dead Transiti
Home State Dead State #Dead Transitions ome vae [ e Tramsions

[683] 3160,3161,3162,3163,3164,3165, 27

[1653] [1378,1745] 2 3166,3167]
State-Space Analysis for Use Case 1 State-Space Analysis for Use Case 2

* State Space- Total number of states and transitions during the communication between the user and the PLC
* Strongly Connected Graphs (SCC)- Verities the correctness of the model

* Dead State — Represent the state at which the communication is terminated between the user and the PLC

21
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Conclusion

* It may be impossible to patch all the vulnerabilities of ICS.
*  The solution is to protect against authentication vulnerabilities in PL.C
*  We developed NIST NGAC Attribute-Based Access Control for PLC protection.
*  We built a testbed to demonstrate the ABAC Gateway
* TFormal Verification is executed to verify the PLC system in Use Cases
1) PLC operates without ABAC Gateway
2) PLC operates with ABAC Gateway
*  Result shows ABAC Gateway effectively hardens the PLC security

22
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Future Work

*  Currently, we are investigating the use of NIST NGAC for the security hardening
of other devices in an ICS environment.

*  Next, we will analyze the latency, performance, and throughput of the ICS due to
the incorporation of the ABAC module

23
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