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Observability with Cloud Computing

• Control Plane API Logs
• Network flow logs
• DNS logs
• Data Plane Logs
• Runtime Logs
• …



Lots of Data, No Labels

• Especially true for security use cases
• Need domain expertise for manual labeling
• Data drifts quickly
• Supervised learning often not viable

Self-supervised Learning Anomaly Detection



Closer Look at Data
• API Call Activity
• Network Activity
• Database Access Activity
• Compute Runtime Activity
• Container Cluster Activity
• etc.
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Closer Look at Data
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Conditional Autoencoder Model
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Evaluation

• Curate labeled test dataset
• Measure TPR and FPR
• P(alert|bad)~99% and P (alert|good)~0.1%
• Almost guaranteed not to work in production!



Evaluation

• Labeling is hard
• Test data distribution != production data distribution
• Production models score tens of billions of events per minute
• Searching for 1 in billions
• Need hundreds of billions of data points for accurate estimation



Security Value

Security Value

<latexit sha1_base64="xQ8UGz8b4L3wT5LxDpkHQalwH5c=">AAACEXicbVDLSsNAFJ34rPUVdelmsAjppiTiayMU3biMYB/QhjKZTNqhk0mYmQgl9hfc+CtuXCji1p07/8ZJG0FbD1zu4Zx7mbnHTxiVyra/jIXFpeWV1dJaeX1jc2vb3NltyjgVmDRwzGLR9pEkjHLSUFQx0k4EQZHPSMsfXuV+644ISWN+q0YJ8SLU5zSkGCkt9UzrAnZDgXDmWogRoeA99FFQha6Vt/GPXB33zIpdsyeA88QpSAUUcHvmZzeIcRoRrjBDUnYcO1FehoSimJFxuZtKkiA8RH3S0ZSjiEgvm1w0hodaCWAYC11cwYn6eyNDkZSjyNeTEVIDOevl4n9eJ1XhuZdRnqSKcDx9KEwZVDHM44EBFQQrNtIEYUH1XyEeIB2Q0iGWdQjO7MnzpHlUc05rJzfHlfplEUcJ7IMDYAEHnIE6uAYuaAAMHsATeAGvxqPxbLwZ79PRBaPY2QN/YHx8A9Csm8c=</latexit>

=
P (alert|bad)P (bad)

P (alert)

<latexit sha1_base64="rD2MFqqBYFLLpU08XKxzO+S7mos=">AAAB+HicbVDLSsNAFJ3UV62PRl26GSxC3ZREfC2LblxWsA9oQ5lMJu3QySTM3Ag19kvcuFDErZ/izr9x2mahrQcuHM65l3vv8RPBNTjOt1VYWV1b3yhulra2d3bL9t5+S8epoqxJYxGrjk80E1yyJnAQrJMoRiJfsLY/upn67QemNI/lPYwT5kVkIHnIKQEj9e1yo+qTAD9hIpiCE9y3K07NmQEvEzcnFZSj0be/ekFM04hJoIJo3XWdBLyMKOBUsEmpl2qWEDoiA9Y1VJKIaS+bHT7Bx0YJcBgrUxLwTP09kZFI63Hkm86IwFAvelPxP6+bQnjlZVwmKTBJ54vCVGCI8TQFHHDFKIixIYQqbm7FdEgUoWCyKpkQ3MWXl0nrtOZe1M7vzir16zyOIjpER6iKXHSJ6ugWNVATUZSiZ/SK3qxH68V6tz7mrQUrnzlAf2B9/gD/Q5IH</latexit>

P (bad|alert)

Very low constant



Reducing Alert Rate

• Run at production scale to estimate P(alert)
• Tune model hyperparameters
• Tune threshold
• Post-processing
• Filtering
• Aggregation

<latexit sha1_base64="LKsDEUl4SUbnWjtjFLdKU5491lQ=">AAACIHicbVDLSsNAFJ3UV62vqEs3g0VoNiURtW6EohuXEewD2lAmk0k7dPJgZiKUmE9x46+4caGI7vRrnKYRtPXAwOGcc7lzjxszKqRpfmqlpeWV1bXyemVjc2t7R9/da4so4Zi0cMQi3nWRIIyGpCWpZKQbc4ICl5GOO76a+p07wgWNwls5iYkToGFIfYqRVNJAb9g1F3nwHiJGuDTgBez7HOHUruWCMpRtwDxlZD+ykQ30qlk3c8BFYhWkCgrYA/2j70U4CUgoMUNC9Cwzlk6KuKSYkazSTwSJER6jIekpGqKACCfND8zgkVI86EdcvVDCXP09kaJAiEngqmSA5EjMe1PxP6+XSP/cSWkYJ5KEeLbITxiUEZy2BT3KCZZsogjCnKq/QjxCqiCpOq2oEqz5kxdJ+7hundVPb06qzcuijjI4AIegBizQAE1wDWzQAhg8gCfwAl61R+1Ze9PeZ9GSVszsgz/Qvr4BDYKhGQ==</latexit>

P (bad|alert) = P (alert|bad)P (bad)

P (alert)



Keep Detection Rate High

• Inject known attack traffic
• Inject synthetic attack
• Look for signs of TP on actual detections
• Eyeballing
• Automation

<latexit sha1_base64="LKsDEUl4SUbnWjtjFLdKU5491lQ=">AAACIHicbVDLSsNAFJ3UV62vqEs3g0VoNiURtW6EohuXEewD2lAmk0k7dPJgZiKUmE9x46+4caGI7vRrnKYRtPXAwOGcc7lzjxszKqRpfmqlpeWV1bXyemVjc2t7R9/da4so4Zi0cMQi3nWRIIyGpCWpZKQbc4ICl5GOO76a+p07wgWNwls5iYkToGFIfYqRVNJAb9g1F3nwHiJGuDTgBez7HOHUruWCMpRtwDxlZD+ykQ30qlk3c8BFYhWkCgrYA/2j70U4CUgoMUNC9Cwzlk6KuKSYkazSTwSJER6jIekpGqKACCfND8zgkVI86EdcvVDCXP09kaJAiEngqmSA5EjMe1PxP6+XSP/cSWkYJ5KEeLbITxiUEZy2BT3KCZZsogjCnKq/QjxCqiCpOq2oEqz5kxdJ+7hundVPb06qzcuijjI4AIegBizQAE1wDWzQAhg8gCfwAl61R+1Ze9PeZ9GSVszsgz/Qvr4BDYKhGQ==</latexit>

P (bad|alert) = P (alert|bad)P (bad)

P (alert)



If all goes well, launch!



If all goes well, launch!



If all goes well, launch!



Takeaways

• Security has become a data problem
• Lack of labels leads to self-supervised appraches
• Evaluation is as important as modeling
• Evaluation is as hard as modeling
• Need to rethink evaluation



Thank You!


