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[1] Šrndic, N. et al. "Detection of Malicious PDF Files Based on Hierarchical Document Structure.“ NDSS. 2013
[2] Smutz, C. et al. "Malicious PDF detection using metadata and structural features.“ CCS. 2012.
[3] Simoiu, C. et al. "Who is targeted by email-based phishing and malware? measuring factors that differentiate risk." IMC. 2020.
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• PDF document
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• Sample included ~500 PDFs over 2 months

− Characterization of phenomenon needs lots of data

• Collected PDFs daily from two industrial partners

− 176,208 PDFs with unique SHA265

− InQuest joined later, selected as had available PDFs
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Research Question 1:

• Identify and characterize PDFs 
linked to malicious activity

− Find representative samples 
and their distribution

• Identify key features for meaningful 
PDF characterization
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NLP-based techniques are ineffective
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Text-only NLP: image 
context lost

Visually-similar PDFs 
have different text

Multiple languages 
together

Images contain text
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First pages show visual similarities
• Images tricking user into 

clicking: visual baits

Challenges:
• Unknown number of unique 

baits
• Unknown distribution across 

dataset
➢ DeepCluster [8]: CNN with k-

means clustering

[8] Caron, Mathilde, et al. "Deep clustering for unsupervised 
learning of visual features." ECCV 2018.
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• Verify maliciousness of first-page URL

− Extract first-page clickable URLs

Develop a crawler to visit URLs and determine maliciousness!

Hmm. We’re having 
trouble finding that site.

We can’t connect to the server 
at evil.com.

If you entered the right 
address, …                         

                     

                     
                     

Multiple
attacks

Evasion Attack page
offline
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Selenium-based crawler to navigate the redirection chain

http://entry_point.xyz/param

http://cloaking.ru/param

http://redirection.biz/param

Your document is 
being safely 
downloaded.
Thank you!

http://evil.com/param
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• Challenges:

− Blocked IP

− User-agent filtering

− JavaScript redirection

− Web Push Notification

− Fake Web Push Notification

− ”Click Here”

Cat and mouse game

… Chrome/119.0.0.0 …
window.location.href = "evil.com";

window.location.replace(”evil.com");
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• Verify maliciousness of first-page URL

− Extract first-page clickable URLs

Hybrid approach to URL analysis:

• Third-party URL analysis service w/ 
historical records

• Manual analysis

Hmm. We’re having 
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If you entered the right 
address, …

                         
                     

                     
                     

Multiple
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• Verify maliciousness of first-page URL

− Extract first-page clickable URLs
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44 clusters lead to Web attacks

Malware, 5

Phishing, 4

VirusTotal, 6

Various, 3
Google SafeBrowsing, 10

Mal. 
Advertiseme

nt, 16
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Phishing attacks

Malicious file 
download
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Phishing attacks
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download
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PDF Structures
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Redirection link

“Gibberish” text

Links to similar PDFs

It seems very strange for an e-
mail phishing attachment.
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Finding Clues
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Discovery of the "PDF Method" in 
underground forums.

Method involves uploading many
interconnected PDFs.

• It seems the attack we are
studying

Goal: Manipulate search engine
results and increase visibility.
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Automated creation and 
upload of linked PDFs to skew

search results



SEO Hypothesis
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Hypothesis: Clickbait PDFs are distributed via Search Engines.

Search on Google

Results: 0 

Hash match

Extract 
keywords

Giada Stivala, Andrea Mengascini | CISPA Helmholtz Center For Information Security

PDFs



Relaxed Experiments
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Extract 
keywords Search on SE

Cross-link 
heuristic
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PDFs

Hash
match

Hypothesis: Clickbait PDFs are distributed via Search Engines.
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Extract 
keywords Search on SE

Cross-link 
heuristic
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PDFs

Hash
match

Hypothesis: Clickbait PDFs are distributed via Search Engines.
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Search on SE

Check for open directory

Monitor open directories
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PDFs
Extract 

keywords

Hash match

Check cross-
links



Fresh PDF Pipeline: Results
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Search on SE

Check for open directory

Monitor open directories
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PDFs
Extract 

keywords

Hash match
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• Not a 
company

• VirusTotal is 
expensive

• Cisco, 
InQuest
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Kaggle: Screenshots, Metadata, Notebooks
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https://www.kaggle.com/datasets/emerald101/from-attachments-to-seo

Giada Stivala, Andrea Mengascini | CISPA Helmholtz Center For Information Security

https://www.kaggle.com/datasets/emerald101/from-attachments-to-seo


Kaggle: Screenshots, Metadata, Notebooks

84

https://www.kaggle.com/datasets/emerald101/from-attachments-to-seo

Giada Stivala, Andrea Mengascini | CISPA Helmholtz Center For Information Security

https://www.kaggle.com/datasets/emerald101/from-attachments-to-seo


Kaggle: Screenshots, Metadata, Notebooks

85

https://www.kaggle.com/datasets/emerald101/from-attachments-to-seo

Giada Stivala, Andrea Mengascini | CISPA Helmholtz Center For Information Security

https://www.kaggle.com/datasets/emerald101/from-attachments-to-seo


GitHub: DeepCluster Implementation
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https://github.com/emerald1010/from_attachments_to_seo
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https://github.com/emerald1010/from_attachments_to_seo
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Entire “Promotion” First Page
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Content in Pages After the First
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Email-Like Visual Baits
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Document Sharing Platform Baits
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