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- Preliminary Study

TR\

Inspection of small sample of PDFs from industrial partner

- Malware [1-3]

[1] Srndic, N. et al. "Detection of Malicious PDF Files Based on Hierarchical Document Structure.” NDSS. 2013
[2] Smutz, C. et al. "Malicious PDF detection using metadata and structural features.” CCS. 2012.
[3] Simoiu, C. et al. "Who is targeted by email-based phishing and malware? measuring factors that differentiate risk." IMC. 2020.

5 Giada Stivala, Andrea Mengascini | CISPA Helmholtz Center For Information Security



\Uire,,

- Preliminary Study

TR\
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- Malware [1-3]
— Js—embedded, exploit, cve-xxxx, file-embedded, launch-action
— 99% PDFs do not embed malware
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- Preliminary Study

TR\

Inspection of small sample of PDFs from industrial partner

x Malware [1-3]

— Js—embedded, exploit, cve-xxxx, file-embedded, launch-action
— 99% PDFs do not embed malware

- Social engineering phrases [3]

[3] Simoiu, C. et al. "Who is targeted by email-based phishing and malware? measuring factors that differentiate risk." IMC. 2020.
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- Preliminary Study

TR\

Inspection of small sample of PDFs from industrial partner

x Malware [1-3]

— Js—embedded, exploit, cve-xxxx, file-embedded, launch-action
— 99% PDFs do not embed malware

- Socilal engineering phrases [3]
— NLP extraction of relevant terms (TF-IDF)
— Keywords: click, free, robux, download, pdf

[3] Simoiu, C. et al. "Who is targeted by email-based phishing and malware? measuring factors that differentiate risk." IMC. 2020.
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x Malware [1-3]

— Js—embedded, exploit, cve-xxxx, file-embedded, launch-action
— 99% PDFs do not embed malware

Social engineering phrases [3]
— NLP extraction of relevant terms (TF-IDF)
— Keywords: click, free, robux, download, pdf
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- Preliminary Study

TR\

Inspection of small sample of PDFs from industrial partner

x Malware [1-3]

— Js—embedded, exploit, cve-xxxx, file-embedded, launch-action
— 99% PDFs do not embed malware

Social engineering phrases [3]
— NLP extraction of relevant terms (TF-IDF)
— Keywords: click, free, robux, download, pdf

- Visual content: visual baits [4, 5]

[4] Blythe, M. et al. "F for fake: four studies on how we fall for phish." CHI. 2011.
[5] Dhamija, R. et al. "Why phishing works." CHI. 2006.
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- Preliminary Study
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Inspection of small sample of PDFs from industrial partner
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[4] Blythe, M. et al. "F for fake: four studies on how we fall for phish." CHI. 2011.
[5] Dhamija, R. et al. "Why phishing works." CHI. 2006.
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Inspection of small sample of PDFs from industrial partner

x Malware [1-3]

— Js—embedded, exploit, cve-xxxx, file-embedded, launch-action
— 99% PDFs do not embed malware

Social engineering phrases [3]
— NLP extraction of relevant terms (TF-IDF)
— Keywords: click, free, robux, download, pdf

\/Visual content: visual baits [4, 5]

[4] Blythe, M. et al. "F for fake: four studies on how we fall for phish." CHI. 2011.
[5] Dhamija, R. et al. "Why phishing works." CHI. 2006.
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-, . Preliminary Study

Inspection of small sample of PDFs from industrial partner

- Clicking on suspicious links
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- Preliminary Study

TN\
Inspection of small sample of PDFs from industrial partner

- Clicking on suspicious links
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- _ Properties of Clickbait PDFs

TR\

Breakdown of a Clickbait PDF;:
- PDF document

Google Drive Q

ju adobe cad free download photoshop cs6 full version

Captcha Protection:
Click on white box; when green tick appears click
on Continue button

I'm not a robot

| Continue |
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Properties of Clickbait PDFs

TR\

Breakdown of a Clickbait PDF;:

- PDF document
- Does not embed malware
- Uses social engineering to trick victims into clicking

Google Drive Q Search Drive -

} adobe cad free download photoshop cs6 full version

Captcha Protection:

Click on white box; when green tick appears click
! on Continue button
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- _ Properties of Clickbait PDFs
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Breakdown of a Clickbait PDF;:

- PDF document

- Does not embed malware

- Uses social engineering to trick victims into clicking
- |Leadsto attack web pages
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S

- Data Collection

TR\

- Sample included ~500 PDFs over 2 months

— Characterization of phenomenon needs lots of data
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- Data Collection

TR\

- Sample included ~500 PDFs over 2 months

— Characterization of phenomenon needs lots of data

- Collected PDFs daily from two industrial partners
— 176,208 PDFs with uniqgue SHA265

—~ InQuest joined later, selected as had available PDFs

CISCO
INQUEST LABS
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Characterizing Clickbait PDFs at Scale

Research Question T:

- |dentify and characterize PDFs

linked to malicious activity

—~ Find representative samples
and their distribution
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Research Question T:

- |dentify and characterize PDFs
linked to malicious activity
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- |dentify key features for meaningful
PDF characterization
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- _ Identify PDF Features: Text
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.’ Identify PDF Features: PDF Structure

%/, 1\

PDF document structure similar to HTML Document Object Model|

- Structural Features:
— Nodes in the PDF DOM (& their metadata)

— Connections between nodes in the DOM
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- _ Identify PDF Features: PDF Structure
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PDF document structure similar to HTML Document Object Model|

!
|
Ly~ /
)] =
e —— -
e ———

DI —

e —

:W""' N e ‘ Q'_ﬁ;; o

27 Giada Stivala, Andrea Mengascini | CISPA Helmholtz Center For Information Security



I

. Identify PDF Features: PDF Structure
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PDF document structure similar to HTML Document Object Model|

- Structural Features:
— Nodes in the PDF DOM (& their metadata)

— Connections between nodes in the DOM

« Structural features of malicious PDFs not in
benign PDFs [6, 7]

[6] Srndic, N. et al. "Detection of Malicious PDF Files Based on Hierarchical Document Structure.” NDSS 2013.
[7]1 Chen, Yizheng, et al. "On training robust PDF malware classifiers." USENIX 2020.
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PDF document structure similar to HTML Document Object Model|

- Structural Features:
— Nodes in the PDF DOM (& their metadata)

— Connections between nodes in the DOM

« Structural features of malicious PDFs not in
benign PDFs [6, 7]

[6] Srndic, N. et al. "Detection of Malicious PDF Files Based on Hierarchical Document Structure.” NDSS 2013.
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. Identify PDF Features: PDF Structure

%/, 1\

PDF document structure similar to HTML Document Object Model|

- Structural Features:
— Nodes in the PDF DOM (& their metadata)

— Connections between nodes in the DOM

« Structural features of malicious PDFs not in
benign PDFs [6, 7]

— Distinguishing structural features of
clickbait PDFs?

[6] Srndic, N. et al. "Detection of Malicious PDF Files Based on Hierarchical Document Structure.” NDSS 2013.
[7]1 Chen, Yizheng, et al. "On training robust PDF malware classifiers." USENIX 2020.
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., . Identify PDF Features: PDF Structure

- State-of-the-art algorithms [6, 7] select structures shared by input PDFs
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. Identify PDF Features: PDF Structure

%/, 1\

- State-of-the-art algorithms [6, 7] select structures shared by input PDFs

CASEBNEEAE
L

(toy example)
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.’ Identify PDF Features: Visual Baits

%/, 1\

First pages show visual similarities
- Images tricking user into
clicking: visual baits

Click here

[ nvkomn

iy 50%
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.’ Identify PDF Features: Visual Baits

%/, 1\

First pages show visual similarities
- Images tricking user into
clicking: visual baits

Challenges:

— . Unknown number of unique
baits
— - Unknown distribution across
dataset
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.’ Identify PDF Features: Visual Baits

%/, 1\

First pages show visual similarities
- Images tricking user into
clicking: visual baits

Challenges:

e — | — . Unknown number of unique
baits
— - Unknown distribution across
dataset

» DeepCluster [8]: CNN with k-
means clustering

[8] Caron, Mathilde, et al. "Deep clustering for unsupervised
learning of visual features." ECCV 2018.
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Overview of Clustering Procedure

Duplicates 15 Clusters 29 Clusters 35 Clusters
155K 18K 979 590
176K
|\ 20K 2K : 1K i 389 'O
P-hash DeepCluster DBSCAN Manual Outliers

80 clusters, including Outliers
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- Overview of Clustering Procedure
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Google Drive ~ Q -

123 malayalam new film songs free download old hit

spicha Protection:
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Continue to file

80 clusters, including Outliers
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Eisen aan leveranciers op het Standaard Platform

Op deze pagina is baschreven aan welke eisen een leversncier moet voldoen om een applicatie Le bouwen op bet
Stondaord Platiorm (SP). of gebruik ta maken van het Centroal Asnsiuitpunt (CA]. Ean brokar von hat SP kan deze sisen
gebruiken bij het doen van een marktuitvraag vaor een applicatieleverancier.

Versiegegevens

Publicatiedatu
Versie: 1.1

9 januari 2021

Paf wan dese pagin.
Standaard Platform

Om een applicatie te kunnen ontwikkelen die op het 57 maet drasien, ziin de valgende competenties vereist:

- Laversaclar haett kannis van “Gloud Haties” app icatieontmkkeiing
Leverancler heet ervaring sis nemikatasr e Kb

Ceverancier heeh ervaring met net moaken von Docker images, waar|

Kubernetes vallen.

Lewerancier heeft kennis van en ervaring met het gebruik van taols it e "CNCF Landscape”.

Lawaranciar heef i van an ervaring et hat ontwikialen van Open Source Soktwars

Lewerancier heeft kennis van en ervaring met Ci

Lawergncer heeft conmis van an ervaring met NOR, de 810 a1 da X

Lovershear W voRgens 08 GrincIoes van Secury by Design en Sacurty by D8fault

Ceverancier heelt kennis van n orvaring mat PRI (Puble Key ifrastractore

de Decker containers ender de orkestratie van

Centraal aansluitpunt

Om een agplicatie te kunnen oatwikkslen die gebruik maskt van kappelingen, die aangeboden worden door het CA, Ziin de
volgende competenties nedig:

+ Laveraacler heef kennis vary en arvaring met et ontmikislen van &n werken met (RESTIul) APr'san de bllbehorende
eiligingsmastregelen (QAULh, PRI, e1c.).
« Lewerancier s in staat WSDL's &n X50's te lezen en interprat
+ Leverancler heeft kemnis van Dighoppelin eandantden (LS en ebMS),

r heeft Kennis van en Loegang b
© Loverancier heeh kennis en Ervaring met het injezen van PRI (PuBlic Key nfastruceire Overneid cerchicaten

Wensen

Naast de eisen die Standaard PlatformiCloud Services stolt aan leveranciers, is sok een aantal wensen geformuleerd. Deze
wensen ziin geen knock out criteria,

+ Laweroncier heeft kennis van en ervaring mat het werken volgens aen sgile werkwiize (Scrum, SAFe. .} an Devops

» Een certificering woor Docker (DCA: Docker Certified Assotiate) strekt tot aanbeveling

o caruficering voor Kubantes (CKAD: G/t Kuberels AppICaton Davaloper St tot aanbeveling.

& Lewerancier heeft kennis van en ervari 502 producten. specifick Identity Server (15) en 4| manager (indien
deze componenten gebruikt gaan worden in de applicatie)

Website url: hitp:
imt datum: 05/04/2021 17:28:51
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- Recap: Properties of Clickbait PDFs

TR\

Breakdown of a Clickbait PDF;:

- PDF document

- |Does not embed malware

- Uses social engineering to trick victims into clicking
- |Leadsto attack web pages

Google Drive Q  Search Drive . 3}
H ooe

}E adobe cad free download photoshop cs6 full version
Captcha Protection:
y Click on white box; when green tick appears click
! on Continue button

™

I'm not a robot
COV
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\Uire,,

- _ Determining Maliciousness: Methodology

TR\

» Verify maliciousness of first-page URL

— Extract first-page clickable URLs
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- _ Determining Maliciousness: Methodology

TR\

» Verify maliciousness of first-page URL

— Extract first-page clickable URLs

o 000 o 000 o oco0O
LN 1 2
<@> «(40)~ X o ; Hmm. We're having
\ |/ L ° trouble finding that site.
S
£
u =
ol 0
Multiple Evasion Attack page
attacks offline
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- _ Determining Maliciousness: Methodology

TR\

» Verify maliciousness of first-page URL
— Extract first-page clickable URLs

o 000 o 000 o oco0O
LN 1 2
<@> «(40)~ X o ; Hmm. We're having
\ |/ L ° trouble finding that site.
S
£
u =
ol 0
Multiple Evasion Attack page
attacks offline

Develop a crawler to visit URLs and determine maliciousness!
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- _ Approach: Browser-based Crawler

TR\

o 000

m not robot

Selenium-based crawler to navigate the redirection chain
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- _ Approach: Browser-based Crawler

TR\

o 000

I'm not robot

http://entry point.xyz/param

Selenium-based crawler to navigate the redirection chain
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- _ Approach: Browser-based Crawler

TR\

o 000

I'm not robot

http://redirection.biz/param

http://entry point.xyz/param

Selenium-based crawler to navigate the redirection chain
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- _ Approach: Browser-based Crawler

TR\

o 000

http://cloaking.ru/param

I'm not robot

http://redirection.biz/param

http://entry point.xyz/param

Selenium-based crawler to navigate the redirection chain
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- _ Approach: Browser-based Crawler

TR\

o 000

http://cloaking.ru/param

I'm not robot m

\

http://redirection.biz/param

http://entry point.xyz/param

Selenium-based crawler to navigate the redirection chain
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- _ Approach: Browser-based Crawler

TR\

o 000 (o) 00O

Your document is
being safely
downloaded.

Thankyou! (=

I'm not robot

Selenium-based crawler to navigate the redirection chain
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Approach: Browser-based Crawler (Didn’t work)

TR\

- Challenges:

— Blocked IP
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- Approach: Browser-based Crawler (Didn’t work)

TR\

- Challenges:
— Blocked IP

— User-agent filtering
window.location.href = "evil.com";

window.location.replace("evil.com");
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\Uire,,

- Approach: Browser-based Crawler (Didn’t work)

TR\

- Challenges:
— Blocked IP

— User-agent filtering
window.location.href = "evil.com";

— JavaScript redirection : : .
window.location.replace("evil.com");

52 Giada Stivala, Andrea Mengascini | CISPA Helmholtz Center For Information Security



\Uire,,

- Approach: Browser-based Crawler (Didn’t work)

TR\

- Challenges:

https://robotornotchd

— Blocked IP =2

6 httpsZ/robotornotcheckor x -

& C (A Notsecure robotornotcheckonline.club/2p=myytmzby

—~ User-agent filtering

X
Chrome is bet _..otornotcheckonline.club wants to

- JavaScrlpt red|rect|on & show notffications

— Web Push Notification
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Approach: Browser-based Crawler (Didn’t work)

TR\

- Challenges:

Blocked lp QP 2 https://robotornotchs
< = (C 8 0Orobotcheckion.online/?p=mjtdkyjxmus
—~ User-agent filterin
9 9 ... chiede il permesso di: x
— JavaScript redirection & Mostra notifiche
o . p BI

— Web Push Notification e e
_ Fake Web Push Notification -]
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Approach: Browser-based Crawler (Didn’t work)

L)

\

%00\

- Challenges:

- Blocked IP File:

. ] Size: NAN
—~ User-agent filtering

— JavaScript redirection

To start the download file, click

— Web Push Notification

— Fake Web Push Notification ‘ DOWN LOAD

— "Click Here”

55 Giada Stivala, Andrea Mengascini | CISPA Helmholtz Center For Information Security



Q ‘\' "'/

‘l l'/
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Approach: Browser-based Crawler (Didn’t work)

N

%00\

« Challenges:

~ Blocked IP File:

— User-agent filtering SIEEE
— JavaScript redirection
— Web Push Notification To start the download file, click

— Fake Web Push Notification ‘ DOWN LOAD

— "Click Here”

Cat and mouse game
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Hmm. We're having
trouble finding that site.

Multiple
attacks

Evasion

Attack page
offline

Determining Maliciousness: Methodology

» Verify maliciousness of first-page URL

— Extract first-page clickable URLs

Hybrid approach to URL analysis:

 Third-party URL analysis service w/
historical records

« Manual analysis
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Hmm. We're having
trouble finding that site.

Multiple
attacks

Evasion

Attack page
offline

Determining Maliciousness: Methodology

» Verify maliciousness of first-page URL

— Extract first-page clickable URLs

Hybrid approach to URL analysis:

 Third-party URL analysis service w/
historical records

— VirusTotal Premium: 20K URL
analysis reports

« Manual analysis
— 722 URLs validated

Giada Stivala, Andrea Mengascini | CISPA Helmholtz Center For Information Security



Determining Maliciousness: Methodology

44 clusters lead to Web attacks
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- Observed Attacks: Phishing, Malware

TR\

P

Adobe Document Cloud
To read the document, please enter with the valid

email credentials that this file was sent to. M a | I C I O u S fl | e
Sign in with Outlook d OW n | O a d

Sign in with Office365 Victoria Landing Assisted Living & ... Q Search e @ Notion

-— Sign in with Other Mail

Select your email provider to view Document

CopyRight© 2021 Adobe.

Victoria Landing Assisted Living &
Memory Care

SECURE DOCUMENT

Victoria‘Landing

WATERFRONT ASSISTED LIVING AND MEMORY CARE

Phishing attacks

) CLICK HERE TO VIEW DOCUMENT.html 0 3x2

This is a secure message from Victoria Landing Assisted Living & Memory Care.

Type: Attached in pdf
Reference: #adn_did3-4938483483-3848574954-1638
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Observed Attacks: Phishing, Malware

TR\

To read the dd Help About Premium

email cred " Ma | iCiOUS fi |e
download

Q Search e @ Notion

Ready when you are

Files deleted in 7 days

Please kindly view the documents and
revert back to us via email ASAP

st ol scover the

purchase list.xls
521 KB - XLS

- -
Specifications.pdf It h I n

364 KB - PDF

Download All

Phishing attacks

ver the beauty of makeup with
Piscover Forever" product. Let
peauty be discovered.

Powered by

Type: Attached in pdf
Reference: #adn_did3-4938483483-3848574954-1638
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Observed Attacks: Data Harvesting

TR\

‘L) Firefox-Suchwettbewerb 2021
o

]

LIA PIAZZA
thanl
swh

Sie haben die milliardste Suche getatigt RECENT ACTIVITY
N | ] IVKAPPASUN
1 B WRARCESEPASR
_ @Eéo.nnonoaux
B 3= o
/ Gl @qEO:J.&l;l‘]DHUBUX
ROBUX HACK ON
@ 600,000 AOBUX
ROBUX
. e @ 200000 B
Iy RN
Die letzten Gewinner 5 G E N E HATE -
2 @ ‘
]
@ R Q' RoR—— LATEST COMMENTS LIVE CHAT
@ s A TR T 0 : GENERATOR CHATROOM (336)

JONATHAN

thanks . thank you admin
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bserved Attacks: Data Harvesting

Safe and Secure

Q.
visA @ o

| visa
SSL Secure Connection =

Why do we need your billing information?

Because we are only licensed to distribute our content to certain

coun we ask that you verify your mailing address by providing us
with a valid credit card number. We GUARANTEE that NO CHARGES will
be applied for validating your account. No charges will appear on
credit card statement unless you upgrade to a Premium Membership or
make a purchase.

Sign up today, here's why:

& Click and Read it! - No Waiting!
& Read eBooks, it's instant!

& Read eBooks of high quality!

&  Guaranteed to save time!

& Itworks on your TV, PC or MAC!

Never any Hidden Fees

We make sure to provide our members with a detailed transaction
history so that they know what they are paying for. Credit card
information is required to facilitate future purchases only. No charges
will appear on credit card statement, unless you upgrade to
Premium Membership or make a purchase. By creating an account,
ditions.

you agree to our Terms &

Questions? Comments?

Give us a call at: 1-925-298-8693

Account Verification

° One Membership (1,255,676 Reviews) €0.00 *
‘Your credit card will NOT be charged for validating your account

First Name First Name @
Please enter your first name.
Last Name Last Name
Zip / Postal Zip / Postal
Country Germany 7

Card Number

Expiry Date

cw

Where is my CVW?

Card Number

Exp. Month v} Exp. Year M)

cw

VERIFY YOUR ACCOUNT >

All users are protected by muzicliy.com Guarantee. Your informations is safe and secure as we protect our
member's information by using the best security measures possible. muziclily.
private information to third parties, we value your privacy

om will not sell or rent your

Giada Stivala, Andrea Mengascini | CISPA Helmholtz Center For Information Security
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Fortnite mods

§ DowNLOAD

One ofthe most thrilling strategies inFortnite is the aimbot, which ensures thatevery shot is
takenwith exact precision. When theaimbot is activated, you can besurethat youwill hit the
opponentand killthem. You can activate our Fortniteaimbot by pressing theaimkey that
itcomes with, but it'scrucialto knowthat you can easily changethisaimkey to suit your needs.
Astandout feature ofthe Fortniteaimbot is theauto-lock feature. This featureensures that your
target is locked on and that they have no chance of evading your shots. The pressure of
getting thecrosshairsexactlywhere youwant themto be on theenemy is reduced by using a
Fortniteaimbot. If youwant to indulgein somefantasy shooting and hit your opponent whereit
will hurt themthe most, you can also usetheaimbone,another function ofthe Fortniteaimbot, to
choose outcertain body parts to shootat, such as theleg,chest, pelvis,arm, torso, neck, or
head ofan opponent. Aiming for headshots will beespecially beneficialin terms oftherewards
they offer when itcomes to putting an end to thezombie onslaught in the“Savethe
world"mode ofthe game.

bucks fortnite free v bucks generator

2019 fortnite free v bucks glitch

fortnite free v bucks without human verify

fortnite free v bucks with no human verification
fortnite free v bucks without human verification
fortnite free v bucks season 9 fortnite free v bucks
nintendo switch fortnite free v bucks website fortnite

how to get fortnite free v bucks fortnite
free v bucks ad game-reward/fortnite
free v bucks fortnite free v bucks generator nintendo switch

— " Redirection link

—— “Gibberish” text

fortnite free v bucks hack no human verification fortnite
free v bucks for nintendo switch fortnite free v bucks
hack xbox one fortnite free v bucks

xbox one is fortnite giving free v bucks fortnite

battle royale free v bucks hack fortnite free

bucks fortnite free v bucks generator

2019 fortnite free v bucks glitch

fortnite free v bucks without human verify

fortnite free v bucks with no human verification

fortnite free v bucks without human verification

fortnite free v bucks season 9 fortnite free v bucks
i

> Links to similar PDFs

It seems very strange for an e-
mail phishing attachment.

Giada Stivala, Andrea Mengascini | CISPA Helmholtz Center For Information Security
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Finding Clues

pdf index method

How to index the pdf files ? and if possible someone give me the full method explained at beginners
level...Any help is much appreciated

volk - Thread - Jun 29, 2023 - Replies: 10 - Forum: Black Hat SEO

Blackhat SEO - PDF method Upload and index

How i can upload pdf on edu sites 7?7 i see many of threads like this :
https://www.blackhatworld.com/seo/guide-the-pdf-method. 1258917/ But the method does not work ,
anyone have idea how i can upload and index pdf on edu sites ??

0x7d3 - Thread - Apr 1, 2023 - Replies: 9 - Forum: Black Hat SEO

Need help for this pdf method

Hi, I need help to find this pdf upload method. (Old method not working)
https://www.bioflorida.com/global_engine/download_custom.aspx?fileid=a0199cde-352d-455b-b9d7-
bb729ed7928d.pdf&filename=avatar-2-the-way-of-water-full-online-on-
free.pdf&binisPublic=2&code=blog&sub=add Thanks in advance...

AzizPro - Thread - Jan 23, 2023 - Replies: 5 - Forum: Black Hat SEO

[Yourmembership sites] PDF upload method (How to upload PDF files on these sites?)

Hi guys! In this niche i'm untill 2018', but | take a pause for a year, because was engaged in other things.

;) Recently | decided to check, how is the pdf doorways in Google now. | was surprised to see a lot of it
on the sites like...

BStealer - Thread - Jan 21, 2023 - pdf doorways pdffiles pdfindex pdf method - Replies: 33 -
Forum: Black Hat SEO

Blackhat SEO - PDF method Upload and index

Giada Stivala, Andrea Mengascini | CISPA Helmholtz Center For Information Security

Discovery of the "PDF Method" in
underground forums.

Method involves uploading many
Interconnected PDFs.

« |t seems the attack we are
studying

Goal: Manipulate search engine
results and increase visibility.
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"’ The “PDF Method”

[GUIDE] THE PDF METHOD

(= Not open for further replies.

13 Next»
Regular Member
Hello guys @

First, sorry for my bad English I'm not a native speaker @

So since | tried this method and failed hard, | will share it because a lot of people ask for it.

For the people that use this method and are gonna be SO MAAAAAAD, sorry from now but SHARING IS CARING BABY @

The method is easy.

First, you wanna go to google & type this ( This is to find websites that allow you to upload PDF ):

site:edu "allowed file types"

67

Burp Suite Professional v2020.12.1 - Temporary Project - licensed te Uncia -
Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options
Intercept HTTP history ‘WebSockets history Options
Filter: Hiding CS5, image and general binary content
& Host Method URL Params Edited Status Length MIMEtype Extension Tit | Listener port
341 hitps://www.google-anal.. POST  /g/collect?v=2atid=G-DGPX92. v 204 576 text (r— 8080
342 PO b v 200 4773 JSON 8080
| 1
P
Request Response ¥

BB v Adions v Raw \n Adions v

1 HTTR/1.1 200 oK
2 Connsction: close

Contenc-Length: 3896
4 Cache-Control: must-revalidate, no
S Concenc-Languags: en
¢ Content-Type: application/json =
7 Expires: Sun, 19 Now 1978 05:00:00 e
Server: nginx |
#-Content-Type-Options: nosniff
H-Drupal-Ajax-Token: 1
H-Frame-Options: SAMEORIGIN
s-Cemerator: Drupal B (hteps://www
H-Pantheon-Styx-Hostname: styx-fe?
H-Styx-Req-Id: bOe7dahl-bebl-lleh-
H-Ua-Compatible: IE=adge

1 POST /forms/puppy-buyer-complaint-formlelement_parents=
field_upload supporting_document /widget/0&ajax_form=1&
_wrapper_format=drupal_ajax HTTR/1. 1

2 Host: www.humanesocisty.orq
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; xE4; rv:88.0)
Gecko/2010010L Firefox/88.0

4 Accept: application/isom, teXt/Javascript,

= iccept-Language: ru-RU,ru;q=0.8,en-US;:

¢ Accept-Encoding: gzip, deflate

7 K-Requested-With: XMLHttpRequest
Contenc-Type: multipare/ferm-data;

4128388124

Content-Length: 181567
10 Origin: https:// . BUBARSSSeiSty. OXg
11 Comnection: close

12 Referer: 1€ Age: 0 |
https: / fwa ety org/forns/puppy-buy pL 17 P : bytes
13 Coolrie: Lock-as dden; _gel_au= 15 Via: 1.1 varnish, L.l varnish, 1.1
87 ga_DEPHSZWL 15 Sericc-Transport-Security: max-age
SE8: 2

18

i 2.1527130888. LED1BTSERE:
88£11310beblllebgBbld7eTes

2. o1 17:01:23 G
uetvid=

g Date: Mon, o

omatehes  (2)£03 (€[] [ == 0 matches

Lead Payment

Automated creation and
upload of linked PDFs to skew
search results

@
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[GUIDE] THE PDF METHOD
() Not open for further replies. o () ® coin pmann
13 Next» 2
ELE-TSHITE o
Regular Member =
 nege
B nspzarison

Hello guys @
First, sorry for my bad English I'm not a native speaker @
So since | tried this method and failed hard, | will share it because a lot of people ask for it.

For the people that use this method and are gonna be SO MAAAAAAD, sorry from now but SHARING IS CARING BABY @

The method is easy.

First, you wanna go to google & type this ( This is to find websites that allow you to upload PDF ):

| site:edu "allowed file types"

68
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Burp Suite Professional v2020.12.1 - Temporary Project - licensed to Uncia - X
Burp Project Intruder Repeater Window  Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options User options
Intercept HTTP history WebSackets history Options
Filter: Hiding €55, image and general binary content @
# Host Method URL Params Edited Status Length MIMEtype Extension Title Comment TS P Cookies Time Listener port.
341  hitps://www.google-anal.. POST  /g/collect?v=_2&tid=G-DGPX92. v 204 576 text v 21658214238 20:01:30 24... 8080
342 POST b 200 4773 JSON + 199.232.18.133 20:01:32 24... 8080
(= Not open for further replies.
13 Next» a-: -
= INSPECTOR
Request Response @ x
BB v Adions v Raw \n Adions v Query Parameters (3) ~
L BOST fforms/puppy-buysr-conplaint-1ora?elenent parentss L HTIB/1.1 200 oK
field upload supporting_document/widget /0&ajax_form=1g 2 Connection: close Body Parameters 62) ~
_wrapper_format=drupal_ajax HTTE/L.1 Content-Lengeh: 3896
2 Host: wew.mmanssoeist Cache-Control: must-revalidate, me-cache, privace o
Regular Member UacrAgent: Hozillars 0 (Windows NT 10.0; Winéd; xéd; rv:08.0) Contenc-Language: on e
0100101 Firefox/88.0  Content-Type: application/isen
4 Accept: application/jsen, text/javascript, */*; g=0.01 7 Expires: Sun, 15 Nov l978 05:00:00 GNT Request Headers (12) v
5 Recept-Language: ru-RU,ru;q=0.8,en-US;q=0.5,en; 3 Server: nginx
¢ Accepc-Encoding: gzip, deflace ¥-Contenc-Type-Options: mosniff
. F o S e Response Headers (24) v

H-Requested-With: MMLHttpRequest 10 -Drupal-Ajax-Token: L
H-Frame-Options: SAMEORIGIN

v M-Cemerator: Drupal B (heeps://www.drupal org)
Content-Length: 181587 13 H-Pantheon-Styx-Hostname: styx-fel-a-576dd85754-ddscp

Contenc-Type: multipare/ferm-data;

10 |Grspin: Wovme: ees. mimamesocsesy. org A P
S LT I e
e
ety org/forms/puppy Ly pl. 17 P : bytes
Hello guys @ . o e g Lo |[vens 3.1 wiemiany 1.1 varmian, 1.1 vamss, 1.1 vasmisn
it e e e Tone St

8 SEB4.0; _ga: 17:01:33 GHT
B£11310beblllebosbld7eTes],

omatehes  (2)£03 (€[] [ == 0 matches

20 Date: Mon, 24 May

First, sorry for my bad English I'm not a native speaker @

So since | tried this method and failed hard, | will share it because a lot of people ask for it.

For the people that use this method and are gonna be SO MAAAAAAD, sorry from now but SHARING IS CARING BABY @

The method is easy.

Automated creation and
upload of linked PDFs to skew
search results

First, you wanna go to google & type this ( This is to find websites that allow you to upload PDF ):

site:edu "allowed file types"
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[GUIDE] THE PDF METHOD

(= Not open for further replies.

13 Next»

Regular Member

Hello guys @

First, sorry for my bad English I'm not a native speaker @

So since | tried this method and failed hard, | will share it because a lot of people ask for it.

For the people that use this method and are gonna be SO MAAAAAAD, sorry from now but SHARING IS CARING BABY @

The method is easy.

First, you wanna go to google & type this ( This is to find websites that allow you to upload PDF

site:edu "allowed file types"

70

Burp Suite Professional v2020.12.1 - Temporary Project - licensed to Uncia
Burp Project Intruder Repeater Window Help

Dashboard  Target  Proxy Intruder  Repeater  Sequencer
Intercept  HTTPhistory  WebSocketshistory  Options
Filter; Hiding €SS, image and general binary content
= Host Method URL Params
341 hitps/fwww.google-anal.. POST  /g/collect’v=26tid=G-DGPXS2. v
342 POST b

Request

BB v Adions v

POST /forms/puppy-buyer-complaint-fornlelement parents=

field_upload supporting_document /widget/0&ajax_form=1&
_wrapper_format=drupal_ajax HTTR/1. 1
2 Host: www.humanesocisty.orq

User-Agent: Mozilla/5.0 (Windows NT 10.0; Wind4; x&4; rv:88.0

100101 Firefox/88.0
application/isem, text/javascript, */%; g=0.0L
s hccept-Language: ru-RU,ru;q=0.8,en-US;q=0.5,en;q=0.3

¢ Accept-Encoding: gzip, deflate

H-Requested-With: MMLHttpRequest

Contenc-Type: multipare/ferm-data;

Content-Length: 181567
Origin: hteps://w. hamanesocisty.org
Connection: close

12 Referer:

Decoder

Edited

Comparer  Extender Project optians
Status Length MIMEtype Extension Tit
204 576 tedt
200 4773 JSON
Respense

Raw \n Adions v

1 HTTR/1.1 200 oK
2 Connsction: close
Contenc-Length: 3896
4 Cache-Control: must-revalidate, no
S Concenc-Languags: en
¢ Content-Type: application/json
7 Expires: Sun, 19 Now 1978 05:00:00
Server: nginx
#-Content-Type-Options: nosniff
10 -Drupal-Ajax-Token: L
11 M-Frame-Opricns: SAMECRIGIN
12 M-Cenerator: Drupal & (https://waw
13 H-Pantheon-Styx-Hostname: styx-fel
H-Styx-Req-Id: bOe7dahl-bebl-lleh-
H-Ua-Compatible: IE=adge
Ags: 0

https: / fwa ety org/forms/puppy

875825; _ga DGPXSIWLES
1 41,1 LETIBTSER4 0 _
uetsid=88£113L0bchllleboabldTeTesld

5; uetvid=

v pL
Lock-. dden; _gel_au=

1527130888 1671875676

0 matches

i P : bytes
15 Via: 1.1 varnish, L.l varnish, 1.1

Strict-Transport-Security: max-age
20 Date: Mon, 24 May 2021 17:01:33 GHy

OB =

Listener port

8080
8080

@



-

\

"’ The “PDF Method”

[GUIDE] THE PDF METHOD

(= Not open for further replies.

13 Next»
Regular Member
Hello guys @

First, sorry for my bad English I'm not a native speaker @

So since | tried this method and failed hard, | will share it because a lot of people ask for it.

For the people that use this method and are gonna be SO MAAAAAAD, sorry from now but SHARING IS CARING BABY @

The method is easy.

First, you wanna go to google & type this ( This is to find websites that allow you to upload PDF ):

site:edu "allowed file types"
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Burp Suite Professional v2020.12.1 - Temporary Project - licensed to Uncia

Burp Project Intruder Repeater Window Help
Dashboard  Target  Proxy Intruder  Repeater  Sequencer Decoder
Intercept  HTTPhistory  WebSocketshistory  Options

Filter: Hiding €55, image and general binary content

341
342

Host Method URL Params  Edited
https: //www.google-anal... POST  jg/collect’v=28tid=G-DGPXI2, v
POST b

Request

BB v Adions v

DOST /forms/puppy-buyer-complaint-fornlelement_parents=
field_upload supporting_document /widget/0&ajax_form=1&
_wrapper_format=drupal_ajax HTTR/1. 1

Host: wiw.humanescciety. org

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; xE4; rv:88.0)
0100101 Firefox/88.0

application/isem, text/javascript, */%; g=0.0L
Accept-Language: ru-RU,ru;q=0.8,en-US;q=0.5,en;q=0. 3

Accept-Enceding: gzip, deflate
H-Requested-With: MMLHttpRequest

Contenc-Type: multipare/ferm-data;

41283551247407254241 7340478

Content-Length: 181567
Origin: hteps://w. hamanesocisty.org
Connection: close

Comparer  Extender Project optians
Status Length MIMEtype Extension Tit
204 576 tedt
200 4773 JSON
Respense

Raw \n Adions v

1 HTTR/1.1 200 oK
2 Connsction: close

Contenc-Length: 3896
4 Cache-Control: must-revalidate, no
S Concenc-Languags: en
¢ Content-Type: application/json
Expires: Sun, 19 Nov 1978 05:00:00
Server: nginx
#-Content-Type-Options: nosniff
10 -Drupal-Ajax-Token: L
H-Frame-Options: SAMEORIGIN
s-Cemerator: Drupal B (hteps://www
H-Pantheon-Styx-Hostname: styx-fe?
H-Styx-Req-Id: bOe7dahl-bebl-lleh-
H-Ua-Compatible: IE=adge
Ags: 0

12 Referer:
hetps: /e ety ora/ forns/puppy-buy L
13 Cosirie: 2 : aden; _gel_au=
1.1.34537324.1, ga_DCPXEWLES=
GS1.1.1 5241 1 167175684 0; _ga=GAL 2. 1527130880 16711
uetsid=08£11310bebllleh9Bbld7e7e1d2925;
@i (€3] [== 0 matches

Lead

P : bytes
15 Via: 1.1 varnish, L.l varnish, 1.1
15 Scricc-Transporte
20 Date: Mon, 24 May

OB =

Payment

0 matches

Listener port

8080
8080
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[GUIDE] THE PDF METHOD

(= Not open for further replies.

13 Next»
Regular Member
Hello guys @

First, sorry for my bad English I'm not a native speaker @

So since | tried this method and failed hard, | will share it because a lot of people ask for it.

For the people that use this method and are gonna be SO MAAAAAAD, sorry from now but SHARING IS CARING BABY @

The method is easy.

First, you wanna go to google & type this ( This is to find websites that allow you to upload PDF ):

site:edu "allowed file types"
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Burp Suite Professional v2020.12.1 - Temporary Project - licensed te Uncia -
Burp Project Intruder Repeater Window Help
Dashboard Target Proxy Intruder Repeater Sequencer Decoder Comparer Extender Project options
Intercept HTTP history ‘WebSockets history Options
Filter: Hiding CS5, image and general binary content
& Host Method URL Params Edited Status Length MIMEtype Extension Tit | Listener port
341 hitps://www.google-anal.. POST  /g/collect?v=2atid=G-DGPX92. v 204 576 text (r— 8080
342 PO b v 200 4773 JSON 8080
| 1
P
Request Response ¥

BB v Adions v Raw \n Adions v

1 HTTR/1.1 200 oK
2 Connsction: close

Contenc-Length: 3896
4 Cache-Control: must-revalidate, no
S Concenc-Languags: en
¢ Content-Type: application/json =
7 Expires: Sun, 19 Now 1978 05:00:00 e
Server: nginx |
#-Content-Type-Options: nosniff
H-Drupal-Ajax-Token: 1
H-Frame-Options: SAMEORIGIN
s-Cemerator: Drupal B (hteps://www
H-Pantheon-Styx-Hostname: styx-fe?
H-Styx-Req-Id: bOe7dahl-bebl-lleh-
H-Ua-Compatible: IE=adge

1 POST /forms/puppy-buyer-complaint-formlelement_parents=
field_upload supporting_document /widget/0&ajax_form=1&
_wrapper_format=drupal_ajax HTTR/1. 1

2 Host: www.humanesocisty.orq
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winéd; xE4; rv:88.0)
Gecko/2010010L Firefox/88.0

4 Accept: application/isom, teXt/Javascript,

= iccept-Language: ru-RU,ru;q=0.8,en-US;:

¢ Accept-Encoding: gzip, deflate

7 K-Requested-With: XMLHttpRequest
Contenc-Type: multipare/ferm-data;

4128388124

Content-Length: 181567
10 Origin: https:// . BUBARSSSeiSty. OXg
11 Comnection: close

12 Referer: 1€ Age: 0 |
https: / fwa ety org/forns/puppy-buy pL 17 P : bytes
13 Coolrie: Lock-as dden; _gel_au= 15 Via: 1.1 varnish, L.l varnish, 1.1
87 ga_DEPHSZWL 15 Sericc-Transport-Security: max-age
SE8: 2

18

i 2.1527130888. LED1BTSERE:
88£11310beblllebgBbld7eTes

2. o1 17:01:23 G
uetvid=

g Date: Mon, o

omatehes  (2)£03 (€[] [ == 0 matches

Lead Payment
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" SEO Hypothesis

TR\

Hypothesis: Clickbait PDFs are distributed via Search Engines.

> Search on Google

>

e ——

— . Extract Q, free roblux

PDFs keywords
v 9 Edn.ym?ws.:om y
ttps:/fcdn.ymaws.com : blogs PDF
T FREE ROBUX GENERATOR FOR ROBLOX

|—| as h m atC h Jan 5, 2021 — free robux roblox - free robux generator. These
codes are really important in RBLX, as they give you free
Roblux that you can use and this in- ...

Results: O
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. Relaxed Experiments

%0/,1N
Hypothesis: Clickbait PDFs are distributed via Search Engines.
>
N —
— Extract
— — > Search on SE
PDFEs keywords
N~ Q. free roblux
H a S h Fortnite mods 9 cdn.ymaws.com
m a tC h https://cdn.ymaws.com : blogs PDF
FREE ROBUX GENERATOR FOR ROBLOX
Jan 5, 2021 — free robux roblox - free robux generator. These
_i codes are really important in RBLX, as they give you free
C rOSS. | | n k < Roblux that you can use and this in- ...
heuristic

\E=EE
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. Relaxed Experiments

%/, 1N
Hypothesis: Clickbait PDFs are distributed via Search Engines.
-
—
— 0 . . .
> Index of /Uni/upload/js/1/plugin/ckeditor/
N—
A
HaSh 10212020 1217 PM.pdf 19-Sep-2023 11:57 838235
10222020 946 AM.pdf 19-Sep-2023 11:57 472843
matCh 11112020 145 PM.pdf 19-Sep-2023 11:57 13288192
11252020 1216 PM.pdf 19-Sep-2023 11:57 7960888
11262020 1025 AM.pdf 19-Sep-2023 11:57 8426495
11262020 849 AM.pdf 19-Sep-2023 11:57 6993617
201118.pdf _ o 19-Sep-2023 11:57 15992938
Cro
hel é )

[

- )
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Hash match

— Extract

PDFs keywords
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\ 4

Check cross-
links

\4

Search on SE

A

y
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Check for open directory
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Monitor ope

N directories
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" Fresh PDF Pipeline: Results

%1,

Search engine  Type of match Total Daily Avg

Google 0 0
E h

Bing Xact matc 3,469 59.81

g;;gle Cross-link heuristic 6(9)32 1(1)222
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:” What It Actually Was

%1
X Not a X Attacker evasion m) Pay extracarein
company works collecting user
X VirusTotal is v Third-party data
expensive service =) Cybercriminal
v/ Cisco, v/ Manual analysis () phenomenon =
INQuest Determine no reproducibility
Data Feed Maliciousness
) S,
Clustering Distribution
X Text only implies X Not a Vectors
iInformation loss company
X PDF structure is X VirusTotal is
inadequate expensive
v Clustering on v’ Empirical
visual baits evidence helps
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:” What It Actually Was

TR\

m) Pay extra care in

X Nota X Attacker evasion
company works collecting user
X VirusTotal is v Third-party data
expensive service =) Cybercriminal
v/ Cisco, v/ Manual analysis () phenomenon =
INnQuest Determine no reproducibility
Data Feed Maliciousness

Clustering

X Text only implies
information loss

X PDF structure is
Inadequate

v Clustering on
visual baits

Distribution
X Not a Vectors
company
X VirusTotal is o\
expensive \Eﬂo N
v/ Empirical (i\\‘b.o . Og‘ir
evidence helps Q\)’e%“
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-, . Kaggle: Screenshots, Metadata, Notebooks

https://www.kaggle.com/datasets/emerald10l/from-attachments-to-seo

Clickbait PDFs 2 [0) (" NowNotebook —

DataCard Code (5) Discussion (0)  Settings

Data Explorer

|:> 0114b35236fb9d661ef7385b3769855¢c88dd7779cd095dad176383a47bf7d0af.... & I > Version 7 (68.94 GB)

~ [3 screenshots
e > [ root
About this file 4
~ [ storage
This file does not have a description yet. ~ [ phishing_data
v [ paper_resourct
v [ ACSAC_AE_:

~ [ screensh

+ O mnt
~ [ phis
w B
I'm not robot l'! ) » O
fre ~ 0O
» ol
<D -

Summary
» O 176k files
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Kaggle: Screenshots, Metadata, Notebooks

https://www.kaggle.com/datasets/emeraldiOl/from-attachments-to-seo

sha256_clusterld_baitUrls_vt.csv (26.49 MB) & D
Detail Compact Column 4 of 4 columns v
About this file 7

The first column is the file hash, matching the SHA256 in screenshots.zip . The second column contains the cluster identifier string,
e.g., "ROBLOX Text". The third column is a comma-separated list of well-formed, clickable URLs (“bait URLs") discovered in the first
page of the PDF document. Please note that many of the URLs may still be malicious, visit them at your own risk. The last columnis a
boolean field specifying whether the URL was submitted to VirusTotal when determining which clusters are associated to malicious

activity.
A filehash = A cluster = @ uri = + submitted_to_vt =
SHA256 of PDF binary in Cluster identifier well-formed, clickable submitted to VirusTotal
the dataset (arbitrary names) URLs (“bait URLs")
. true
reCAPTCHA 43% [null] 14% 20.8k 1%
176208 false
ROBLOX Text 32% http:{/colekova.eagl.. 0% .
unique values 137k 75%
Other (45170) 25%  Other (157619) 86% [nul]
25.8k 14%
00881bdad4427986ca9932 reCAPTCHA https://xajibur.ru False
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Data Explorer
Version 7 (68.94 GB)

screenshots

EBEEEBEEBEBEEBEBH|D

Distrib_URLs_per_page.cs
Language_analysis.csv
Spamtrap_matches.csv
Tables_and_plots_Section
Visual_bait_categorizatior
bing.csv
crosslink_bing.csv
crosslink_google.csv
exact_bing.csv
exact_google.csv
google.csv
sha256_clusterld_baitUrls

s s e
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-, . Kaggle: Screenshots, Metadata, Notebooks

-
%>

https://www.kaggle.com/datasets/emerald10l/from-attachments-to-seo

Artifact code for paper From Attachments to SEO

|:>Notebook Input  Output Logs Comments (0) Settings

I:> Section 5: Characterization of Clickbait PDFs.
Artifact files

Language_analysis.csv

We extract the text from each screenshot using OCR techniques (we could otherwise miss the text in embedded images) and analyze its language via the Google
Vision API. As this is paid data, we return an aggregated version of the predictions (one language per document). We considered results as valid when the
prediction confidence was higher or equal to a threshold of 0.9. This information is reported in Table 2, observing the languages targeted by Clickbait PDFs.

Additionally, we use the data contained in Tables_and_plots_Section_4_and_5.csv to plot three cumulative distribution functions and one time series

(Figure 3).

Visual_bait_categorization.csv
We also share Visual_bait_categorization.csv to report whether a cluster's visual bait is categorized as Promotion or as Impersonation. This analysis is

limited to the 44 clusters whose files lead to malicious activity.

—

import pandas as pd
import os

import matplotlib.pyplot as plt
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. GitHub: DeepCluster Implementation
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https://github.com/emerald1010/from_attachments_to_seo

9\ S-Abdelnabi Update README.md

900clusters
Code

.gitignore

README.md

README.md

From Attachments to SEO: Click Here to Learn More
about Clickbait PDFs!

This repository contains the code and documentation for our ACSAC 2023 paper From Attachments to SEO: Click
Here to Learn More about Clickbait PDFs!. Due to file size constraints, part of the dataset and the code are uploaded

on Kaggle:
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Scripts for ACSAC Artifact Evaluation. We
publish here the scripts for the manually
aided clustering.

Releases

Packages

Contributors 2
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. Entire “Promotion” First Page

%0/,1N

CLICK ON THE IMAGE .
AN EN 50%CKUOKA
5000 BTC I!YI?R'“I! D HA 3ANPABKY f‘ums

GIVEAWAY Q
SpaseX, Future of Crypto,

\‘ investments
' ELON
click togetireeBTe ) MUSK

J1YKOI7IJ1 50%CKUAKA

HEDTAHAN KOMNAHWS HA 3AMNPABKY XMWUTE
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m not rabot Google Drive Q

adobe 2009 free download reader 10 for windows 8 pc

m not a robot

le

I'm not robot ——
reCAPTCHA
Continue Google Drive ~ Q  Sea §

adobe 2009 free download reader 10 for windows 8 pc

Captcha Protection:
Click on white box; when green tick appears click
on Continue button

I'm not a robot

Continue
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1 Million Free Robux Landon

1 Million Free Robux Landon

CLICK HERE TO ACCESS ROBLOX GENERATOR

Unlock Free Robux FAST? 1. Please enter your roblox usermame and sekect your phtform.
Free Robux Amount: How Many Free Robux You Ware? 1700 Robux 4500 Robux 10000 Robux 20000 Robus (Limited Time). Contine:

Beire we et info Robux caming methods, we need to know what Roblox and Robux are because many of us don't know. Roblox i a phitform
used by people fromall over the workd to create their own gams. You can design your own gumes using the Roblox phtform You can akso
wscthe same phitform o play games created by other users. There are several ways (0 get Robux for free, and this articke wil | g ide you all of
theseffee options and we wil | share some paid options s well. We've tested these methods ounsehves, so we mike sure ¢ safe and
kegitimute. 7fTge2Tyier Unfortunately, there are a bot of Robux scams out there, and you need 1o avoid themat allcosts. Before we of fr you
kgitimute methods 1o cam Robus for fiee, ket's deal with a scam first. The use of Robux generator can seriously affect your fn . This & because all
Robux generators are scanmmed! Robu generators can alo be named *“Robux hacks™ or “Robux cliwbacks™ It doesn't mutter; theyre all stiky
tricks. These: thing s usual ly contain mulicious aturcs, such as yinses, or a scam Roblox i foe to phay, but to meke the most of &, you need
Robux. Some suious peopl: i ke to take advantage of this request by muking of rs that are 100 @0od o be true. So as of now i's the ideal
opportunityfor a coupke of ncredible g voucher generators. Numerous sies that g arantee to get your most recer. gif vouchers. You wil 1 get
the freshest Giff cand giveaways ffom our site. You wil I as of now get charge cands and Gifl cards of one of the natural driving brands inside the
murket. Thesegenerators are \Aw\l‘, g constandly, and you wil | produce a vast scope of card codes. The al gorith mic program of these card codes
generator works beili ant and pursucs the credit and gif voucher nuks. You wi]utli 2 these crodi and gif vowher subtities wherever you wish b
ke booking any bul ding , lodging s or paying for nourishmere, in-application buys, kooking for any game on the web or discormected. You will
fisthermore buy thing s from itemet business stores any plice you dorft wish 1o share your genuine information. The entirety of your sublleties and
your charcterare solid covered up in th s mamner you dorft have o stress with respect to yourself. These generators are 100% safe and marag
ng totall fine constantly; bence you dort gt the chance to share any of your own subtktis. The a hug ¢ nu mber of created ace card nu mbers
‘and Roblox cardcodes produced through va aratuses ook ne worlt

1 million free robux .. ( Roblox ) LETS SMASH 5,000 LIKES FOR THIS ROBUX STREAM! Are e Robu giveaways allowed? Let's find
o, Landord' video = declips.net/video NCgwgriwZeAideo hemi 10 FREE.

Click Next To Chim Your Robux!

Join thousands of ROBLOX fans in earning ROBUX, Events and FREE Giveaways without entering your pword! So, you want FREE Robux?
With RBLX City, you can eam hundreds of ROBUX in just a few minutes!

Eam Free ROBUX by conpleting surveys & walching videos! Super Easy & Instant Withdrawals. So, how and why do we give away millons of
robux fo users? The reason is because we show and get paid for advers when you access our website.

Get 50,000 Roblox robux with this one simple trick. There is a limited supply, so act fast. Robux Generator. Time left: 59:57.

Anybody can do this oniine and no noed for downoading anything. Its casy to | millon free robu use and user frendly as roblox adrin seript
void well. 7 Legit Ways To Eam. Roblox ps# logi. Free Robur In 2019 Acolua.

Get Robux 1m Free Robux 1000. Robux Roblox Generator Online. How To Get 999b Robux And Obe For Free 2017. Roblox Nears 100
Million Morthly Active Users Ceo Says. Roblox Gas Station Simulator Codes List 1 Million Free.

Generate thousands of fee robux per day & All devices supported. The firs type i clic sits that require peopk: to complete various tasks to eam
Robu. This form of making money fsit anything new as hundreds of skes offer simikar rewards for the same...

Robux i the in-game currency for the online game Roblox. Roblox & a very por game with over 100 millon active wsers. The most important thing
you can use Robux for is to get access (o premium games on Roblox. Most games on Roblox are fiee to play and wil..

Eam fiee Robus by phying easy games and quizzes! Instant withdrawal. no i and o pword or regk We'll send
fioe Robus to your Roblox account for pliying games and quizzes!

1 Millon Free Robus. Home. By Jacqui Dixion Senin, 25 Mei 2020, Its one of the millions of unique wser generated 3d experiences created on
roblox. This s a rokephying game where you can phiy as any fraf...

rhxstormeom - Eam arsd Chim Free Robu with Daiy Rewards and Promocodes now. Over | Milion users and 500 Thousand Robux Chined.
Dorit £l for anymore fike scamwebsites. With our platform, you can eam ROBUX completely legitimtely, and

‘Want Lots Of Robu In 20207 No problem, we've got you covered. Sinply compk tasks, erter gi r prom codes to eam
We NEVER ask for your pword. we simply transfer the ROBUX Instantly through Group Funds. Take a Innk at some other.

Eam free robux today by phying games. We'lltake you to our games, which you can phy, cam Rubiins and exchange them for Robux. With your
newly acquired Robu, you're ready to conquer the huge universe of Roblox!

FREE Robux / Roblox Promo Codes 2020 - How it works? This FREE Robux Generator Safe? up to 56300 Robux daily. More than 3 Millon
Robux delivered. 98000+ Users have tried this service. No need toenfer your pword, only usermame required to use...

Generate fiee easy Robux today with the marber one tool for getfing free Robux With it infhox of erally millons of new players, Roblox has now
transiioned is internal What are people doing to get fiee Robux today? With this question posed due to the increase...

“This has been the only website that gve me Free Robux. I was a noob with 0 Robu, now I have over 2 Million Robux by using this website a
coupke oftimes. Thank you so much Cleanse!

Straight fom the RICHEST robloxian comes 5 key methods to buiking your own ROBLOX limited collection and becoming rich! I show you the
ery best five.

Hi, Its not casy to get 1 millon robus. Many sites such as aprewards and fiee robux generators promise ffee robux and more. However, these are
all scans and should be avoided. The only way to eam that mach & the kgal way, trading e, buying ..

Gt Robux for fiee! Step 1: Type inyour Roblox usermame to contine. Step 2: Select how many fiee Robuss do you war.

Free Robux Transferring to your account i failed. Our systerhas detected some unusual activity. Roblox is one of the most por ganes that Want
to know how you can get Free Robu. Click in here and get various ways o cam free Robu, Roblox G Card Codes...

How o get fiee robuxthe generator is made to generate fiee robux for roblox game. o once again guys today i will be sharing youa trick on how
to Get yourselfa dose of free robux to enfance your roblo experience using our fricks. Youdont even have to pay anything just be a merber of
the chib...

Free Robux Tool. Accout Information. The truth i that Robloxy getting paid for every app or survey you do. And we have a contract wih
Roblox to buy robux in bulk and giving away them to you i exchange for the time youspent to conplete the survey or app.

1 Million Free Robux Landonrb. Home. By Robux Generator 2019 Minggu, 01 Desenber 2019. Roblox Developer . Py milliors of fiee games
on your sariphone tablet computer xbox one oculks roblox pro event rift and more. Makren er skftet fa ki.

Roblox Robux Generator - Generate Free Robux Codes. Free Robux Generator 2021 (No Hurman Verification) instantly using our website
Robuxgenerator:io. Statistics and Numbers. 320. Million. Robux Generated. 725.

Start Earning FREE ROBUX for Roblox. Completing Surveys. Downloading Apps. OGRobux was the first website | used to eam free robux and
T consider it one of my fvorike. It provides a huge variety of activiies you can do in onder to earn free robusx and...
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Get free Robux wih the roblox online hack tool. The robox Generator is absolutely free to use. Generate Free ROBOX on ANY Smanphone.
Account Informmtion. Please enter your Roblox usemame and choose your device.

free 95500 robux and tix, how to hack money on roblox 2017, free robux youtube ad. roblox hack 2019 working. top ten rablox hacks, megn
‘murble roblox hack, free robux inspect hack, roblox hack script twisted musderer, hack rapido roblox, roblox: hack unlimited free robux tickets no
survey, free robux ganes an roblox 2020, free roblox c4d ighiroom how to hack in bakiez hakery roblox 2019, hack seripts for roblox free, how
o get fee robux on ipad 2016, roblox auto rob hack, hacking systemeo n roblox, money hack roblox pastebin leaderboard, roblox hacks bubble
s, hacks for rubux on roblox, bow to hack in roblox prison ke 2019, eam fiee robux by doin tasks, fiee robux codes 2019 on iphone, bow to
back other roblox accounts, roblox how to get free robus 2017 hacks no seam roblox for fiee no sigiing ancient earth back roblox, bow to et
fiee skins in counter blox roblox offensive, how to hack roblox 2020, how do you hack someones account on roblox, con hackear roblox 2016,
o0l roblox hack scripts, roblox flee the ficilty back script, fiee robu hack 2019 ios, nike roblox shirt fiee, roblox games free play online, hack
para phantom rees roblox 2018, how et fee robux easy. fiee robu 2019 no survey, get fiee wings roblox, roblox apk hack 2017, roblox mod
and hack elient, hexis roblox download fee, what happers if you go ona fiee robu website, free roblox shirts to take, hack kick off roblox. how
to hack on roblox in 3 sirple ted., how to hack hody's roblox account 2019, roblox mobilk hacks 4 free com, froe robux
cam points, how do u et fiee robux code, how to get fiee roblox codes, free robux codes forum free robux o survey no dowrload no
verification 2016, free roblox rap songs, roblox hack known gui 5, robux back 2019, how to fiee yourselfin notorious robiox, fee clothing
catabogs in roblox, ffee roblox game card, how to got free robux in | second, roblox hack apk downibad, roblox's got takent piano hack, hack de
roblox bee sinuhtor, roblox hack francas, roblox how o get fiee animation packs, best free roblox excuter thats safe, free robu gui, bty free
robu gen, pastebin ffee roblox accounts 2019, how hack inprison [ 2.0 roblox, bit skcer speed hack roblo, hacking websites roblox, roblox
e t-shit downoad, hack roblox mad painiball, how to play any roblox game fr fiee, hitbox expand hack roblox, roblox hack njector dIl, free
emmji's that work on roblox server's, fiee robux generator no survey no download no verification, roblox free robusx codes 2017 no survey, how
to hack a persor's roblox aceours, hacks para roblox 2020, roblox jaibreak free money march 2018, easy roblox hack 2017, roblox jaibreak
noclp hack download in description patched. fiee boombox roblox iem, get free robu on android, roblox rocitzens hack, 666 roblox hack,
roblo fiee player points, fiee shints roblox fl, how to hack on any game on roblox, free robux no survey no download 2016 no huran
verification. how to back gamingwithkev] 1009 in roblo. denis daly roblox shirt fiee, obe for free on roblox. hack strucid roblo aimbot, roblox
hack robux pastebin, froe robiox hacks jaibreak, how to get fee skinss in roblox, roblox star wars hack v3rmillion, fee stuff 2017 roblox, fiee
robux inpect console working youttbe, hack roblox account kali lims, how to get 750 000 robux for fiee, combo panda roblox t shint fiee, free
robux ninja, roblox hack rame and password, how to gt free robux working 2018 no human verification, he's hacking roblox phantom forces,
roblox how to get the fiee trial trial be, roblox free e inspect eleren, hack para robiox flood escape 2, roblox cheal engine bypass 2015,
roblo: 2016, fiee roblo for roblor, how to buy fiee robu using inspect, cheat engine roblox hack download free.
how to hack roblox to get free buikders chub, roblox robux hack no survey o offers, roblox mining simtor cheats, ffee robux ashar gaseem
roblox free script sir men, fiee oniine roblox play, roblox ffree accouis discord, rbl g robux generator fiee, free download roblox
siwiwwugfee D3, top fiee roblox iterrs, hack de roblox robux 2018, adds that give you fiee robux, ffee roblox pokemon g, roblox free online
game o downlbad, pasiebin free robux 100 working 2019, roblox foys codes fiee 2018, gt fiee robux without buying apps, free robux no
survey or burman verification or download, roblox ninja assassin hack script, roblox free download ps vita, how to get free robu without
dovwnkoading anything. roblox cheat codes for rocitizens, roblox. fiee sunghasses, roblox free item codes 2019, roblox account free password, baw
1o get monzy on roblox five, roblox the pizzeria rokeplay remustered how to gt fiee tokens, robux kack fiee no survey or verifization, roblox
redeem codes fiee robux. synapse roblox hack dIL roblox play for free unblocked. cheats for pizza place roblox. roblox tokye ghoul bloody
level hack. how to hack prison ife roblox, roblox ebro hack, how to free eloths roblox no robus or inspect, fiee admin no download roblox. give
your self money in games roblox hack, hack mge simukitor roblox money, roblox cheats codes 2017, roblox mmd iy free car gitch, how to get
fiee thumbrail in roblox studio, how to get free robux o hack no inspect 2017, hack jaibreak roblox 2018, hacking seripts for roblox. new
roblox bloxburg hack script free working autofirm, how to get fre robux inspect element not fike, how to advance roblox hair for free, april 12th
2012 roblox hackings, roblox fiee catalog hack, como hackear y tener robux, roblox girl shit tenplate fiee shipping. comn tener ropa en roblox
sin hacks ni robux hiack, how to hack roblox accounits passwords 2018, hack 1o get robu no humn verification, fiee roblox assassin knives, casy
robu hack com, fiee robux jewns roblox, roblox work at a pizza place money hack, roblox how to hack in blob simuitor, roblox vehick simukitor
cheat engine, can you hack roblox wih kicky pateher, how tor be a hacker in roblox 2019, prison lifé hacks roblox 2017, roblox escape school
anline fiee, roblox super power training simulator hack script pastebin, free ens roblox script, now fo change your roblox rame for free, hack
app for roblox computer, fiee robux generator mo ads or surveys, roblox fintastic Fontier hack, how fo make hawt sauce roblox hack, how to get
fiee be on roblax 2016 no hack. robux fiee roblox hack, free robux generator download 2016, roblox polyguns hack erediss, free robu reedeem.
codes, cheat mod on lumber tycoon in roblox, reblox hack downioad pe 2018, autoclicker free for roblox. roblox snow shoveling simuator back,
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Your Prime membership has been cancelled.

amazon

N 2 prime Your Amazon | Today's Deals | Gift Cards This message was uploaded using PDF, Click View Online to open

sheets.

Dear Amazon Customer,

Your Amazon Prime Membership is set to renew on Monday, 24 May 2021
(EST), we've noticed that the card associated with your Prime membership is no longer valid.
To update the default card or choose a new one for your membership, please use this link or

click on the button below and follow the on-screen instructions.

To prevent interruption of your benefits, we will try charging other active cards associated with

your Amazon account if we can't charge your default card. If we can't process the charge for RFP.DOC
hip fi zon P R

your membership fee, your Amazon Prime benefits will be suspended (105KB)

Thank you,

Amazon.com Customer Service VIEW ONLINE PDF

Update Payment Information

Angus Cameron

Managing Director

Biological Consulting Europe Ltd
1 / Unit 1, 15 Station Road

Come back to Prime for #10.99/mo. Il asstoniod .

" Tel +44 (0) 1333 730 170

Caﬂcel anytime ! 1N Fax +44 (0) 1333 730 782
amazonpPrime
p—

Mi >ft Office rvacy & Terms Get the mobile app.
THIS EMAIL IS ENCRYPTED TO PROTECT YOUR NON PUBLIC INFORMATION

com, Inc. or its affilia

os. All rights resen
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AMERICAN
Fed EXPRESS

ACCOUNT ENDING: -XXXXX

Dear Card User,

SECURITY MESSAGE

Your Account has been flagged as one of numerous account
that needs to be reviewed .

The main reason for this action are:
Billing / Payment Issues

Abuse & Terms of Use Issues
We strongly suggest, that you try to do the following

Review your account

Once you've done this your account will be removed from the
flagged accounts automatically.

Thank you for your Card Membership,

American Express Customer Care

oon'T (e lifey wirnout 1T

if you'd like to stop receiving this alert, simplyglick here

Was this email helpful?  Yes No
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@~ Project 82810 Proposal

This link only works for the direct recipients of this message. co nti nue tO fi I e

:luﬂ
g9
<0~

B® Microsoft

E

0 ©
o

Giada Stivala, Andrea Mengascini | CISPA Helmholtz Center For Information Security

Wl



94

. Cluster Example

*{My2-R5}'! Free Discord Nitro Codes Generator 2021
-Latest WORKING 100%

[ Updated : June 11, 2024 - [ Online Users - 83,495 ||

Use our tatest 2021 to get ¥ Looking
Inyour

account]

Click here

\

UPDATED How To Get Free Discord Nitro Codes Method, working codes for unlimited discord
free code today our [No Survey or
Human Verification]

To get Discord Nitro Free Code you need to vlsrl our Discord Nitro code generator, the whole
process takes around 5 minutes Di free Nit
code will be revealed.

The longest period of discord nitro account you can redeem is 1 year using our exclusive
discord nitro codes list! There is another working discord nitro bot that the original discord

nitro may not gh. that s,
of the discord nitro server.
TAGS:
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nitro generator 10 human
generator github generator
generator and checker i apkdiscord

and checker 2021.discord itro account generator discord
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bot 2021 discord by thg nonwan tor code.discord
nitro generator checker. generator cracked. i
bot, 1o huma
verification discord nitro code generator 2021.discord nitro code generator gllhub discord
B discord discors gift generator
download, & download discord xfinal scenery
download dis i 2021

download discord nitro generator.exe

Free Among Us Mod Menu Generator
[UPDATED] AMONG US HACK FULL
GENERATOR lii i0S android PC by KXcF

[UPDATED: NEW_DATE] { Online Users: 9103)
Srove e script s O
android PC hacks i 105 and

Android now? Read on for the
cheat Listinto four tiers: $S Tier(Best), § Tier(Good), A-Tier{Aversge o Good), and B Tier(Least
In each tier, we have assigned e

doalers,
control  skills, hesiing skills, and buff sklls

Click here

\

prisork hack ios
wto get free pets and ks in among s with o ads on m/ android. Among Us Hack PC Many

;m.m Impastor )

mod menu  working (2021}

hack downioad among us

Hack Script: -

Amonglh N skl vl f both skins and pets Dead

ammg us mods peamong s o mena 202191 among us mod apk allunlocked 2021 among us
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[{CT7-03}] [[Garena Free Fire Hack]] | FREE
DIAMONDS 2021

UPDATED: June 23, 2021 (Online Usess: 10,063)

3 seconds ago. Your Garena Free Fire Hack is now complete and the Diamond will be available in your account. About
Free Fire Free Fire - Battlegrounds is a survival, (m oo ok e o e fo battle royale. 50 players
parachute onto a remate island, where there is only one winner - the Last man standin re Hack Cheats -
Generate unlimited Diamonds. Welcome t afiial Garena Free Fire Hack oo es you Hack unimited mamber of
Diamonds . All you have to do is connect 10 your game account and then choose the amount of Diamonds and click on
Hack"

Click here
C

Generate free fire diamonds for free - online free fire diamond generator.

Garena Free Fire Hack Diamonds Generator

Free Fire Hack [Unlimited Diamonds and Coins)

Garena Free Fire Hack Apk is one of the best online games other there. It is so amazing that oves 200 million players play
.

ght.

Installthis plugin on desktop or visit the it below or on the

Garena Free Fire Hack Diamonds - Free Fire Mod Apk nd gold. Free Fire Hack Di 2
free fire diamond hack no human verification

This is an updated release of free fire hack and it includes the following items:
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*rviswoy * -! Free Homescapes Coins
Generator [2021] HOMESCAPES HACK
FULL GENERATOR EKB

#TV]sWOY

UPDATED: April 7, 2021

llume\( Capes Hack, Cheat HomesCapes, Cheat HomesCape, HomesCape Cheat HomesCape Chests,
Capes Cheats, Cheating HomesCapes, Cheats for HomesCapes, HomesCapes Cheat, Hack HomesCaj

Get free Hack Add free stars and coins
whenever you need on Android or 105 Device.

This Is the greatest working Homescapes Hack App that you can use right now to generate unlimited amounts
of colns. This is ly way to win game. The hack has been developed to enure that you remain
atthe top of the leader board. No one will ever be as good as you.

s is the only hack that has been updated and is currently the only one that actually works.

GET INSTANT ACCESS!

not download anything, the code will appear on our web site, and you will be writing it on a peace
of paper, not having any chance fitting viruses, or similar malware and trojans. f1rSOfA
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Do Coin Master Hacks Work
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