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Abstract

Today, it's a common practice for an
e-commerce business to provide online
support to its customers via chats and calls.
Protecting customer data from potential
threats is of paramount importance for
business operations and customer success.

Traditional methods such as keyword
searching or human inspection can be
error-prone or expensive, and haven’t
scaled well, given the exponential increase
in the quantity and length of the transcripts
in recent years.
A common challenge for NLP-based threat
detection applications is that the amount of
labels can be sparse.

In this paper, we propose using
state-of-the-art machine learning
(ML)-based natural language processing
(NLP) models to detect potential threats.
We also introduce new ML/NLP methods to
generate synthetic labels, and apply them to
training the ML models.

1. Introduction

With the advance of technology, it has
become common practice for many
e-commerce businesses to provide online

platforms to let customers and company
agents interact with each other using online
chats and calls. The global pandemic further
boosted this online practice across all
industries, which significantly increased the
volume of chats and calls.

Addressing the potential risk to customer
data, such as personal financial information,
is of paramount importance for business
operations and customer success.  To
provide a safe, secure environment for
customer communications with a
company’s agents or partners,  it is critical
to proactively identify potential risks in
chat/call transcripts. Most traditional
methods for detecting risk rely on
keyword-matching rule systems and human
inspection. However, traditional
keyword-matching techniques are not
sufficient for detecting threats expressed by
language, which can be a combination of
words, sentiment, and contextual
expression across multiple sentences in a
particular chat or call. And, human
inspection is costly and difficult to scale,
given the exponential increase in the
quantity and length of transcripts in recent
years.

In this paper, we present ML systems that
can detect the presence of threats,
efficiently and cost-effectively. The systems
fall within the broad field of intent



classification. The proposed ML system
uses a combination of NLP models based
on Transformer/BERT/XLNet models1,2,3 and
DNN(deep neural network.

Following are brief descriptions of the key
concepts of those models:

1. Transformer1: is a deep learning
model that adopts the mechanism of
self-attention, differentially weighting
the significance of each part of the
input data.

2. BERT2: Bidirectional Encoder
Representations from Transformers,
is applying the bidirectional training
of Transformer.

3. XLNet3: XLNET is a generalized
autoregressive model where the
next token is dependent on all
previous tokens.

Those models provide different
functionalities such as sentence
embeddings, feed-forward networks, and
autoregressive models to detect the
contextual meaning of the transcripts. We
also use Transformer/BERT-based models
to create synthetic labels. Given some types
of threats happened less frequently. The
synthetic labels will help train the model
efficiently.

2. Proposed Methods
We propose an ML system to detect
potential risks in chat/call transcripts. The
system can be generalized to other
business use cases with different training
data.

3 https://arxiv.org/abs/1906.08237
2 https://arxiv.org/abs/1810.04805
1 https://arxiv.org/abs/1706.03762

2.1 Feature engineering
Feature engineering is one of the most
important steps in building a successful ML
system. It requires applying advanced ML
methods to examine input data, and extract
information(feature) based on the data. In
practice to build an effective ML system, we
applied the following 2 ways described in
detail below to better improve the data
quality before it is fed to train the ML
system. Those two methods help narrow
down the right data set for training as well
as improve the balances between negative
and positive samples of the data.

A. Regular Expressions:

Regex is one of the most important
concepts in NLP. [11]. Since it is rule-based
and human-generated, regex is very
intelligible, concise, and easy to tune. This
is why it is very widely used in the industry
for various tasks such as pattern matching,
entity extraction, and in our case,
information filtering.

However, the flip side of regex reliance is it
is very hard to design an abstract regex
pattern general enough given the
complexity of human written and spoken
language.

Subsequently, in our application, we
combine it with the use of deep neural
network (DNN) algorithms where a broad
set of carefully written and tested regexes is
used to limit the amount of context and
pattern. This method will help the DNN
better learn each dialogue's meaning.

Another upside of having this filtering layer
is to improve the data quality for sparse
datasets. As we know from the dataset,
positive labels are very hard to come by.

https://arxiv.org/abs/1906.08237
https://arxiv.org/abs/1810.04805
https://arxiv.org/abs/1706.03762


Thus filtering our non-application relevant

conversation such as greetings,
introductions, etc., improves the ratio of
positive labels in the final dataset. This

along with sampling and label generation

techniques discussed later in the paper
helps us achieve an 8-10X improvement in
case detection rates.



B. Text similarity:

Another filtering and feature engineering
technique we applied was using similarity
on word embeddings.

Embeddings in NLP are the dense numeric
vector representation of words in low
dimensional space. The very first proposal
was published in 2013 by a team of
researchers at Google [13]. Since the usage
of word embedding and similarity has been
actively used in many NLP applications. The
reason for this is its strength. Unlike
traditional dictionary-based embedding and
word frequencies. Deep learning word
embedding is able to map the context and
semantic information of a word in a numeric
form and allows practitioners to perform
mathematical operations on. An example of
this is:

vec(“Madrid”) - vec(“Spain”) + vec(“France”)
is very close to vec(“Paris”) [14]

Another example is shown in figure 2.1.1
using word-embedding vectors, we can
clearly make out cohorts of words that are
similar to each other. Using this technique
helps us limit the number of samples
needed for the later classification task thus
limiting the pattern our model has to learn.

This was first applied on the word2vec
model but more advanced models like
BERT would also take contextualized
meaning into account which makes it even
more powerful for NLP tasks.

In order to achieve good results, we:
a. Generate a base sentence pool.

This part includes (1) grouping
useful sentences from known

business cases and positive cases
(Query) and (2) pulling transcripts
from a short time range in the past.
In this case, we pulled transcripts
from the past 12 months (Corpus).
All sentences are embedded using
pre-trained sentence BERT
embeddings [10]. Embedding a short
time range of transcripts helps with
cost savings the system is applied to
a large volume of transcripts. Next,
the cosine distance is calculated
between Query and the historical
short-term transcripts.  The
sentences with the smallest cosine
distance, together with the original
Query sentences, make up the base
sentence pool.

b. After generating the base sentence
pool, a human review of the base
sentence relevance is executed.
This step is highly recommended to
remove sentences that could cause
a large volume of false positives. In
production, any real-time transcripts
can be embedded and a cosine
similarity score is calculated
between the real-time transcripts
and the base sentence



2.2 NLP Labels Synthesization

To train an NLP model, it often requires a
large set of labels to start with. This would
be a challenge to get a set of labels of
threats. This is mainly due to the fact as
follows:

a) Some threats can happen less often
and there is no data set existing.

b) Understanding the meaning of the
transcript often requires
understanding the context of the
transcript.

c) Language itself is difficult given it
often involves expression,
sentiment, idioms, etc.

Because of the above reasons, it’s often
difficult to get good quality labels for certain
threats. To solve this problem, we develop a
framework to synthesize the NLP labels.
The framework works as followings:

a. The framework is composed of a set
of synthesizers

b. Each synthesizer can be a single
model or a chain of Transformer
based models to generate synthetic
utterances based on the input
utterance. The generated utterances
have the same or similar contextual
meaning as the input utterance does

c. After each synthetic utterance is
created, an evaluation process,
which is supported by another
Transformer model, will evaluate the
synthetic utterance. The evaluation
process will eliminate those
utterances that don't have a similar
contextual meaning as the input
utterance. The utterance passing the
evaluation will become a label of the
training. It can also be fed back to



the input of the framework to
generate new synthetic utterances

The diagram of the synthetic utterance
generation framework is shown in Fig 2.2.1.

By running this framework we can generate

a set of labels in the quantity 30-100 times
the existing labels. For some models, we
started with 30-50 labels and ended up with
more than several thousand labels. This
would greatly improve the quality of the
trained model.

2.3 Transformer-based models to detect
threats

Since the invention of Transformer
based models in 2017, those models have
demonstrated significant improvement over
the NLP models. In the previous section, we
have already applied some of the
Transformer models to create synthetic
labels, and sentence embedding. We further

build models based on the latest
Transformer models to understand the
contextual meaning of the chats/calls. In this
paper, we will build our model based on
XLNet.

After applying the methods stated in 2.1 and
2.2, the filtered and embedded transcripts
will be sent to the ML/NLP model to detect
the risk of fraud.



Fig 2.3.1 is the diagram of a system built
with the XLNet model.

The same architecture is used for both
training and inference.

In Fig 2.3.2 The chart shows the model
score distribution of the samples of both
positive and negative cases.  The higher the
score, the higher possibility that the
transcripts contain threats.

Fig 2.3.3 shows the corresponding
precision/recall chart of the model
performance. The model has demonstrated
a fairly good recall and precision rate

overall. For example, with a threshold at
0.75, the precision and recall rate will be at
0.6.



2.4 Human Feedback
Since this is an incredibly hard task with
very limited positive labels of threats to start
with, we also build a pipeline to allow
humans to inspect the results from the ML
models. The human inspection result will be
used in further ML model training. By doing
that, we can keep improving the ML system.
Meantime, given the ML system has taken
the majority load of examining the
chats/calls, this method is scaling well
without skyrocketing cost.

For our human inspection system, we have
three sequentially looping steps:

1. The trained ML system examines
chats/calls data and provides output
as described above.

2. Every threat detection is sent to a
human operator whose job is to
investigate and give the best label
for said detected threat.

3. The newly labeled data is
incorporated with existing data to
train the newer ML system which will
end up with better performance
compared with the previous version.
classification, comparing this second
system with the first system.

Fig 2.4.1 Human feedback system

3. Conclusion
We proposed a systematic approach to
detect critical threats from chat/call
transcripts based on cutting-edge ML and
NLP technology. This approach is
imperative for protecting customers’ data
security and companies’ reputations. It
replaced the previous system which is
solely relying on keyword-matching rules
and human inspection, which doesn’t scale
well for a high volume of chats/transcripts.
The new approach is also much more
precise than keyword matching in capturing
errors expressed with complex language
expressions.

The above solution, which is based on the
latest ML and NLP models, is scalable and
powerful to meet the high volume of
demand of today’s e-commerce business.
The solution has been implemented and
used in the daily production environment at
Intuit. It has significantly contributed to
proactively identifying and preventing
threats in e-commerce chats/calls.
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