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ABSTRACT
Blockchains provide extremely simple certainty looking backward

in time because of the way each block contains a hash of its prede-

cessor. This is not possible in the same way looking forward in time

for various reasons, not the least of which is that when block 𝑁 is

created, block 𝑁 + 1, and thus its hash, are unknown. Therefore

blockchains rely on more complex mechanisms to establish what

the successor of any given block is, and to ensure that alternatives -

known as forks - cannot be introduced either close to the time of its

creation or long after. These typically rely on chains of dependency

and PKIs. In this paper we show how the concept of hooks can
create something closely analogous to the usual hash links, only in

the other direction. These represent a powerful mechanism to coun-

teract attempts to insert forks from relatively old blocks, and are

entirely internal to the blockchain. In understanding hooks we do

some detailed combinatorial analysis of the game that good and bad

agents play in blockchains, introducing criteria for relatively small

collections of agents to make decisions, up to stochastic certainty.
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1 INTRODUCTION
The basic data structure implemented by the backward hash point-

ers of blockchains is that of rooted trees. From every block there is

a unique path back to the genesis block, determined by following

the hash links. This is an easy process which we might call “heads-

down": a process which can be performed by an agent knowing

only a subset of global data and which, if it can be completed, is

guaranteed to produce the correct result; as long as there is an index

to look up blocks from their hashes there is no need to search for

anything. This process is perfectly secure, given the usual assump-

tions about cryptographic hashes, because even if someone were

to build a fraudulent index this would be easily detectable simply

by checking the hashes.
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Of course, once the blockchain is established and immutable up

to block 𝐵, an index could be created mapping the hash of each

block to the hash of its successor, or to the successor itself. But this

would not be secure: as many alternative histories can be created as

the enemy pleases, all rooted at the same block. The basic structure

of a blockchain contains no evidence of which is the right one.

The context of a particular blockchain might well — and indeed

should — support the correct successor. For example the Proof-of-

Work (PoW) mechanism has the back-the-longest-chain rule and

others seek endorsements for the correct successors. But these are

not intrinsic to the blockchain structure, and require a “heads-up"

(a process which requires an agent to actively gather as much data

as possible from all sources, and even if it can be completed, may be

incorrect because of some inaccessible data) search for the longest

chain. The latter is potentially costly and — in the context where

communication may be poor — not necessarily accurate.

In this paper we propose hooks: a special hook transaction
(hook, 𝐵, 𝐵′, sig) is placed in the chain by (the creator of) block

𝐵 that endorses a later block — the one agreed to be block 𝐵′ —
in a way that requires no reference to anything outside the chain,

or even that creator’s identity. After it is complete, it represents

an endorsement of 𝐵′ by 𝐵. The natural way to achieve this is for

𝐵 to contain a one-time public key for signature, and rely on its

private counterpart to create a signature of 𝐵′ using it; given by

the element sigin the hook transaction.

It requires a little more indirection than the usual hash pointers,

in that the method relies on the creator of a later block, 𝐵′′ to
include this transaction. Our design relies on a parameter 𝑟 > 0

to introduce some degree of redundancy on the creation of hooks.

It dictates the number of agents that are required to be involved

in hooking a particular final block. So, it overcomes any failure to

perform on the part of agents who are involved.

Thus hooks, coupled with a block index, allow secure heads-

down following of the blockchain upwards as well as downwards,

up to the last hooks in the chain.

Hooks are thus an effective way to record consensus, and in

particular finality that has been established in other ways, neatly

into the chain itself, thus making it permanent and self-contained.

They are no direct help in forming the consensus in the first place.

In the next section we introduce hooks and the mechanisms re-

quired to use them.We then give a formal definition of the structure

of our model of hooking in the context of a blockchain. Finally we

analyse the statistical model that underpins the trust in them.
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2 BACKGROUND
Blockchains were initially proposed as a decentralised way to man-

age digital currencies and prevent double spending, i.e. the possibil-

ity of the owner of a digital currency from spending it more than

once [10]. However, they have evolved into generic decentralised

auditing systems that prevent much more than just double spend-

ing. For instance, with the advent of smart contracts — i.e. programs

that are executed in the context of a blockchain — a developer can

define by means of a program how transactions addressed to that

smart contract are to be processed [2].

A blockchain is a decentralised stateful transaction processing
system, sometimes referred to also as a distributed ledger. It receives
transactions from its stakeholders, decides on which of those are

valid, and perform alterations on its state that record the effects

of these transactions. As a decentralised system, multiple agents

collaborate to implement this behaviour.

A blockchain orders and stores valid transactions into blocks
which are themselves ordered, giving rise, ultimately, to a chain
of blocks representing the history of the blockchain. In practice,

however, during its operation, a blockchain — or rather its agents

— manipulate a block tree.

Definition 2.1. A block tree is a directed, finite and acyclic rooted

tree defined by a pair (𝑉 , 𝐸) where 𝑉 is a set of blocks and 𝐸 is

a set of backward links — the root is the only block without an

outgoing edge. A block is a triple (id, hd, sig, bd) where id is the

unique identifier of the block, the header hd of the block contains

control information about the block, sig gives the header’s signa-

ture by the block producer, and the body bd contains the list of

transactions associated with the block. The header includes: the

identity of the block producer prod, a cryptographic fingerprint of
the block’s body hashbd, and the hash of its parent in the block tree

hashpt. We use the name of block elements as accessor functions in

this paper. So, for instance, for block B, we can access the header

using hd(B), the producer using prod(B), and so on. A backward link

exists from block 𝐵1 to block 𝐵2 iff hashpt (𝐵1) = hash(𝐵2), where
hash is the cryptographic hash function used by the blockchain.

In this paper, we only consider block trees which are valid.

Definition 2.2. A block tree is valid if all its chains are valid. A

chain is the path from a block in the block tree to the root. A chain

is valid iff:

• Blocks signatures are valid — block producers are associ-

ated with a public signing key which allows participants to

validate their signature on blocks;

• For each block 𝐵 in the chain, hashbd (𝐵) = hash(bd(𝐵));
• Blocks transactions are valid.

Note that uniqueness of block identifiers and validity of backward

links are already embedded into our block tree definition.

A blockchain system has ultimately to decide what is the one

“true" chain within this block tree [5]. It typically does so by rely-

ing on two mechanisms. A chain selection mechanism by which,

amongst valid chains/branches in the block tree, one is given pri-

ority. This is especially relevant in the context of block produc-

tion. Producers will tend to use such a mechanism in deciding

which chain to extend. The other mechanism is a finality mech-

anism [1, 3, 8, 12]. It decides when a block (and consequently a

chain) becomes final/immutable. Normally, a blockchain system

operates on a block tree with a few candidate chains springing

off a common final/immutable block — before this block lies the

immutable agreed-upon chain. In a well-behaved blockchain, the

finality mechanism keeps extending the immutable chain by peri-

odically deciding on a later final block amongst those candidate

(mutable) chains, which results on the pruning of the alternative

candidate blocks up to the height of this newly immutable block.

Our formalisation assumes the existence of an optional block

header element that signals that a predecessor has been finalised.

Such an element could also include the hash of a finality proof kept

off-chain to support it. This proof is irrelevant for our exposition,

we can just assume that good agents would be able to judge whether

such an element is correct based on it. Moreover, the finality mech-

anism must prevent conflicting finality proofs (and block header

elements) that would, for instance, show that two distinct blocks in

different chains are final.

Definition 2.3. The block header element final is either None
signaling that the element is empty, or it is Some(𝐻 ) signaling
that the block with hash 𝐻 is final. A validity requirement for this

element ensures that the block with hash 𝐻 is either the block with

final = Some(𝐻 ), or one of its predecessors.

3 RELATEDWORK
The concept of hooking in blockchains was first proposed in 2020

by Roscoe and Lei [11], and the present paper is a development and

formalisation of ideas from that document.

Hooks are used to record and harden finality, so it is relevant to

consider previous work relating to finality in blockchains. Finalisa-

tion of a block that has been appended to a blockchain refers to the

point at which it becomes irrevocable. There are several variants on

finality characteristics, for example deterministic or probabilistic,

immediate or eventual.

Anceaume et al. [1] study several deterministic finality properties

and investigate their provability. This is achieved by introducing

the notion of bounded revocation, which is based on the assertion

that the number of blocks that can be revoked from the current

head of a blockchain is bounded. Using this revocation number as a

metric, results are obtained relating (by reduction) different forms

of eventual finality, and including impossibility results.

In Stewart et al. [12], the authors introduce the concept of the

finality gadget. A finality gadget allows for transactions to com-

mit optimistically, but clients must assume that these transactions

might be revocable until the gadget confirms their finalisation. As

a result, a blockchain can execute transactions optimistically and

only commit them after they have been sufficiently and provably

audited by the gadget. The paper includes a formal model of the

finality gadget abstraction, and uses this to prove several results

including impossibility results about the model.

We anticipate that hooks are most likely to be applicable in proof-

of-stake based blockchains (because of the ease with which forks

might otherwise be forgeable). Buterin et al. [3] introduces Casper,

a proof-of-stake based finality gadget which augments an existing

proof-of-work blockchain. The idea is that the finality gadget can be

"run" alongside the existing blockchain as it is extended, certifying

blocks as final once they are irrevocable according to its criteria.
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The authors claim that Casper can provide almost any proof-of-

work chain with additional protection against block reversions.

Hooks would provide an ideal mechanism to record the results of a

finality gadget back into the target blockchain.

Another paper considering finality in the context of a proof-of-

stake blockchain is [8]. This describes the “Ouroboros” blockchain

protocol, claiming to be the first such protocol based on proof-of-

stake with rigorous security guarantees. The paper derives security

properties for the protocol comparable with those achieved by the

Bitcoin blockchain protocol.

A characteristic of hooks is that they can potentially be used with

any finality mechanism, although those providing deterministic

and bounded finality are most obviously suitable. For probabilistic

finality, there would be a threshold minimum probability level that a

block is final, at which a hook should be placed. This will obviously

be very close to 1. For eventual finality, it would be necessary for

the originator of the hook to remain active until the block being

hooked is deemed final.

4 WHAT IS A HOOK?
Hooks are proposed as an alternative mechanism to record finality
in the blockchain. They are meant to either provide a concise and

consensus-protocol-independent alternative to convoluted finality

proofs, or to provide extra security guarantees to weak finality

proofs. For instance, if finality proofs do not use quantum-resistant

cryptography, one could use quantum-resistant hooks to create a

quantum-resistant records of finality. The ambition should be that

for an adequately hooked section of blockchain, there is no need to

remember the proofs of finality that the hooks summarise.

A hook is created by an entity that is called a picket. For each
block being produced, a corresponding picket is chosen indepen-

dently and at random from a set of eligible pickets. To simplify

our exposition, we make pickets and block producers coincide, and

assume that block producers are chosen accordingly.

A hook involves three blocks: base, tip, and arc. The base block is
where the public key, later used to verify the hook, is published, the

tip correspond to a final block that needs hooking, and the arc is

the block in which the hook transaction, defined next, is published.

Definition 4.1. A blockchain can be extended as follows to ac-

commodate hooks:

• Ablock header contains an additional hookpub element which

is a strong and quantum-resistant public signing key — the

corresponding secret key is solely used to create hooks;

• It accepts an especial hook transactions. A hook transaction

is a triple (base, tip, sig) where base and tip are identifiers for
the corresponding blocks, and sig is the signature of block
tip using the private key dual to the public one published in

base.

We assume that the blockchain relies on a well-known crypto-

graphic signature scheme which is used to generate strong keys,

and create and verify signatures. The signing scheme for the hooks

transactions must be additionally quantum resistant.

A hook transaction is valid if base and tip blocks exist in the chain
containing this transaction, and the sig is a valid signature of tip

using the private key corresponding to hookpub(base). The existence
of duplicate hook transactions in the same chain is forbidden.

All an agent’s hooks are linearly related: they link blocks in one

linear chain. Thus, for example, no agent may generate more than

one hook per block. We believe that a good option is to place a

public key for one-time signature in each block, most probably one

based on a hash-based signature scheme, and to use it exactly once.

Such schemes are believed to have very strong quantum resistance

provided the hashes involved are wide enough.

4.0.1 Hook creation. Before we introduce how the hook creation

mechanismworks, we introduce some relevant terminology.We call

a block 𝐹 for which there is a valid pointer final = Some(id(𝐹 )), and
consequently a finality proof, a final block; the block 𝑃 containing

this pointer is the prover of 𝐹 . Note that 𝑃 and 𝐹 could be the same

block. The final block and all its predecessors are finalised blocks

but only the ones with such pointers/proofs are called final. We say

that block 𝐵 has been finalised by block 𝐹 iff 𝐹 is final and either

𝐹 = 𝐵 or 𝐹 is the closest final successor of 𝐵 — or, equivalently, we

say that 𝐹 finalises 𝐵. Note that 𝐵, 𝐹 , and 𝑃 could all be the same

block — this would be the case in blockchains using instant finality

protocols. Moreover, we use 𝐵(𝑖) to denote the 𝑖th block ahead of 𝐵

in the true chain; 𝐵(0) = 𝐵, 𝐵(1) is the next block forward and so

on. We also use 𝐵(−1) to denote the predecessor of 𝐵 and so on. We

use 𝐹 (𝐵) to denote the block that finalises 𝐵, and 𝑃 (𝐹 ) to denote

the prover of 𝐹 .

In our hooks mechanism, 𝐵’s picket produces a hook transaction

with block 𝐹 (𝐵(𝑟 )) as the hook’s tip, once it has seen the block

𝑃 (𝐵(𝑟 )), namely, it waits for the 𝑟 th block beyond 𝐵 to be produced

and creates a hook targeting the first final block in the interval ,

once it is known — 𝑟 > 0 is a parameter of our hooking mechanism

that we discuss later. In order to receive block rewards and/or its

deposit back, a block producer is obliged to create the corresponding

hook.

Anyone can judge the validity of a hook, and the party generating

it should post it in place(s) that should be universally seen. The

consensus/validity process can then ensure that where there is a

hook available it is placed in a block as soon as possible.

Note that a blockchain using instant finality and 𝑟 = 3 is expected

to exhibit a hooks structure similar to the one presented in Figure 1.

However, the ones using eventual finality would be expected to,

instead, depict collections of hooks targeting the same block —

intuitively, we say that a block 𝐵 hooks a block 𝐵′ iff a valid hook

transaction is published with base 𝐵 and tip 𝐵′.

4.0.2 Hooks verification. Once hooks are placed, they can be used

to distinguish the true chain from forking attempts. This distinction

is made based on the number of valid hooks placed in a given chain.

Intuitively, we expect a certain number of hooks targeting a final

block to make it anchored.
An agent can use the following hooks verification protocol to

check whether a given chain is the true chain. It starts on the

genesis block and moves forwards on the chain. In this forward

traversal, each final block, in turn, is tested for anchoredness. The
traversal stops as soon as a final block is found not to be anchored.

We call this verification algorithm verify_hooks. Thus, the hooks
verification can only prove the finality/immutability of the chain
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Figure 1: Idealised structure of hooking within the true chain

up to the last anchored block. For final block 𝐵, anchoredness is

tested using the function anchored(𝐵), which we describe next.

Let Δ be a parameter of the hooking verification mechanism cor-

responding to acceptable time to have a hook transaction created

and published. Let 𝐹 be a final block and 𝐹 ′ the final block immedi-

ately preceding it. Intuitively speaking, block 𝐹 is anchored by the

𝑟 > 0 blocks ranging from 𝐹 ′ (−𝑟 + 1) until 𝐹 ′, and we analyse how

many of the hooks having one of these blocks as a base have been

corrected placed/published by analysing the corresponding hooks

transactions present in blocks 𝑃 (𝐹 ) to 𝑃 (𝐹 (𝐹 ′ (𝑟 ))) + Δ. Note that
the hooks created by block producers in the interval 𝐹 ′ (−𝑟 +1) until
𝐹 ′ target the final block 𝐹 or even a final block that succeeds 𝐹 , if 𝐹

precedes 𝐹 ′ (𝑟 ), given the rules that we outlined for the placement

of hooks. So, we choose these pickets to be the validators of (i.e.

to anchor) 𝐹 . Furthermore, the interval between blocks 𝑃 (𝐹 ) and
𝑃 (𝐹 (𝐹 ′ (𝑟 ))) + Δ constitutes the acceptable period under which the

corresponding hooks must be published/place. Hence, the focus of

our verification procedure in this specific publication interval.

Definition 4.2. The block 𝐹 is anchored iff there is at least accept-
many hooks transactions in the interval of blocks from 𝑃 (𝐹 ) to
𝑃 (𝐹 (𝐹 ′ (𝑟 ))) + Δ with hook bases in the interval 𝐹 ′ (−𝑟 + 1) and 𝐹 ′.

We propose a framework that requires at least 𝑔-many good

agents to have contributed to the anchoring of a block and we

want to tolerate at most 𝑢 unused hooks in the window of hooks

transaction that we analyse for anchoredness. Thus, we need to

ensure that at least 𝑘 = 𝑔 +𝑢 good agents are amongst the 𝑟 agents

selected to anchor block 𝐹 , so that accept = 𝑟 − 𝑢. Note that the

value 𝑢 gives our framework some flexibility. Instead of requiring

the publication of exactly 𝑟 hooks, it can accept the lower threshold

of 𝑟 − 𝑢.

We use a stochastic analysis that relies on the notion of the

goodness lower bound to estimate 𝑟 . This notion provides a stochastic

lower bound to the number of good agents in 𝑟 consecutive block

producer selection. We assume that block producers are selected

independently and with probability 𝑝 of being good. Moreover,

our analysis relies on a stochastic insignificance threshold 𝑒 : if the

probability of an event is below 𝑒 , we consider it impossible to

happen in practice.

Definition 4.3. The goodness lower bound is given by

GLB(𝑁, 𝑝, 𝑒) = 𝑙 + 1 where 𝑙 is the largest 𝑙 such that 𝐹 (𝑙 ;𝑁, 𝑝) ≤ 𝑒 .

If no such 𝑙 exists, GLB(𝑁, 𝑝, 𝑒) = 0. More formally, in 𝑁 con-

secutive producer selections, the probability of having at least

GLB(𝑁, 𝑝, 𝑒) good agents is at least 1 − 𝑒 .

• 𝐹 (𝑙 ;𝑁, 𝑝) = ∑𝑙
𝑖=0

(𝑛
𝑙

)
𝑝𝑖 (1 − 𝑝)𝑁−𝑖

is the cumulative distri-

bution function for the binomial distribution where 𝑁 is

the number of trial, 𝑙 the number of successes, and 𝑝 the

probability of a success.

So, we use the smallest 𝑟 such that 𝑔 + 𝑢 = GLB(𝑟, 𝑝, 𝑒). To
illustrate these calculations, if we had 𝑒 = 10

−18
and 𝑝 = 0.67, we

would have the following GLBs: for 𝑟 = 20, GLB is undefined; for

𝑟 = 40, GLB = 1; for 𝑟 = 60, GLB = 8; for 𝑟 = 80, GLB = 16; for

𝑟 = 100, GLB = 24. If we further define 𝑔 = 5, we have: for 𝑢 = 10,

𝑟 = 78; for 𝑢 = 20, 𝑟 = 101; for 𝑢 = 30, 𝑟 = 123; and for 𝑢 = 40,

𝑟 = 143. The parameter 𝑝 is chosen based on the fact that consensus

protocols with byzantine agreement [4, 9] typically require that

more than 2/3 of the participating agents be good [6, 7], whereas

𝑒 = 10
−18

is a negligible stochastic insignificance threshold.

The only downsides to this hooking mechanism are: (i) that the

agents are obliged to pay attention to the evolving consensus for

longer to enable the hook to be placed correctly — they need to

wait for at least 𝑟 blocks to then place their hooks — and (ii) we

need to wait longer before relying on hooks to preserve the chain.

5 SECURITY ANALYSIS
The main point of hooks is to prevent the following type of attack:

Suppose block 𝑀 is a legitimate element of a chain 𝐶 — with

legitimate successor 𝑀′
— that is well behind the current head.

Thus, it is not gaining attention from the consensus algorithm. The

blockchain does not rely on a PoW-consensus and consequently it

is possible for an enemy to create a long chain in a relatively short

time.
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The enemy, acting as agent 𝐸, has had a plausible excuse to create

the successor to𝑀 . Perhaps 𝐸 did create the true successor in 𝐶 , or

was elected to do so and did not. Perhaps some of identities involved

in creating earlier blocks have disappeared or their cryptography

compromised. 𝐸 creates an alternate successor𝑀□ and enlists other

bad agents to create a chain𝐶′
of successors to that, which contain

supposed facts that will help to defraud some agents who might

not yet be fully engaged with 𝐶 .

When such an agent 𝐴 wishes to use 𝐶 , the enemy tells it that

the head is the head of 𝐶′
. If 𝐴 believes this, she can be defrauded.

If 𝐴 were told of 𝐶′
in a blockchain with hooks, there would be no

hooks present to back𝑀□ from any of𝑀 and its predecessors that

were created by good agents. What we therefore need to ensure

is that everyone knows — correctly — that sufficient hooks from

good agents are present backing every block of 𝐶 , and furthermore

be in a position to tell when this fails.

We work on the following assumptions:

Block creators are chosen independently at random from a pool

of willing parties, and the probability of one being chosen that

follows all the rules is more than 2/3 because that is the lower

bound for Byzantine agreement to be correct [6, 7].

A good party will always contribute what is expected of it when

it is participating. In particular any agent that has contributed a

block but has not yet contributed the corresponding hook will be

aware of all blocks upon which consensus has been agreed that are

later than its own block.

Failure to produce a hook on time means that the delinquent

agent is still expected to produce one before it is allowed to do

anything else and another formulaically chosen agent before those

already involved is invited to produce a substitute that is labelled

as such. Thus if the delinquent agent permanently fails to come up

with the goods it is almost surely bad.

However whatever mechanism is available to the good agents to

repair any pattern of hooks when bad ones do not offer theirs and

thus retire from the chain is also available to bad ones repairing the

holes in a fork. Consequently we need to put in place a mechanism

the opponent cannot replicate, so that it does not even try. We will

discuss this below.

It follows that any block that has existed in the chain for some

time will have r, or at least very nearly so, confirmations from

blocks below it that it, or some block with it as a predecessor, lies

on the true chain. Anyone should believe those that come from

good agents, but be skeptical of those from bad ones. The only

problem is that they do not know which is which.

The twin dangers we have to face are that bad agents will not

place the hooks they are supposed to or will place them to back a

fork — whether or not they have not backed the true chain. What

we need to do is ensure that when reviewing a block to see if it

is on a fork, every block is backed by a pattern of hooks that it

is impossible for the opponent to achieve. Therefore we need to

explore the limits of what the opponent might achieve. This is of

course dependent on the distribution of bad agents amongst block

creators.

We assume that, whatever way block creators are chosen, the

distribution is that of a biassed coin with some probability 𝑝 < 1/3
(as discussed earlier) of picking “bad". We assume that the identities

of the bad agents are known to each other but not to anyone else

until one commits an act in public that proves it bad.

Just as a coin toss can produce an arbitrarily long run of heads,

our selection can produce an arbitrarily long run of bad agents. But

at some point this becomes so unlikely that we can safely ignore

it — in the real world this will not happen. Since the number of

bad agents picked in a run of 𝑁 is a binomial distribution with

standard deviation 𝜎 =
√︁
𝑝 (1 − 𝑝)𝑁 and mean ` = 𝑝𝑁 where 𝑝

is the likelihood of one selection being bad, lay down an extreme

criterion for stochastic certainty by assuming that the distribution

will never fall outside 𝑘𝜎 for a suitable 𝑘 . In other words, we are

stochastically certain that there will be no more than (i) 𝑘𝜎 + ` bad

agents.

We pick 10
−18

or conservatively 𝑘 = 9 as that corresponds to

an unlikelihood of about 0.11 × 10
−18

, namely, the probability of

having more than 𝑘𝜎 + ` bad agents amongst 𝑁 trials. If a billion

(10
9
) trials are made, this unlikelihood will still almost surely never

happen. We assume that 𝑝 is less than 1/3 as that is the limit for

Byzantine agreement working. By applying these values to (i), we

have stochastic certainty of there being no more than 𝑁 /3 + 3

√
2𝑁 .

Thus, for 𝑁 = 60 we can guarantee that there are at least 7 of any

60 consecutive blocks that have good agents nominated to create

the hooks. Of course we expect a lot more. The larger 𝑁 is, the

greater the proportion of the 𝑁 can be guaranteed to be good: on

the same basis 𝑁 = 44 is the smallest number to clearly guarantee

that one is good, whereas 𝑁 = 100 would guarantee 36 good. Note

that however large 𝑟 is, the basic protocol only expects each block

creator to create a single hook. Of course, if we can guarantee that

𝑝 is less than some number less than 1/3, these lower bounds on
the number of good nodes will improve further.

Assume that likelihood of a bad miner is 1/3 as that is the upper
bound of Byzantine agreement. Thus 𝑁 trials gives variance 2𝑁 /9
so standard deviation is 0.471

√
𝑁 . So 9𝜎 = 32.9 for 𝑁 = 60. It

is “certain" that if there are more than 𝑁 /3 + 9𝑠 hooks backing a

particular block then it is correct. We can conclude certainty for 53

or more in that case.

However:

• To be stochastically certain at 10
−18

that there are less than

half bad we need 𝑁 at least 614 when 𝑝 = 1/3. That is a
telling number, since if the process for eliminating branches

never stretches that far back, a determined attempt to back

a fork might just win.

• Within a run of 60 consecutive trials, the likelihood of at least

30 of them being bad is about 1.5%, whereas the probability

that 7 or less are bad is less than that — thus to get 53 hooks

we probably need bad agents to contribute.

This emphasises that in order to get a hook length of 60 to

work reliably you almost always have to rely on bad agents placing

hooks correctly if there really are nearly 1/3 bad agents. In order

to achieve this the chain applies penalties, such as making the

placing of a correct hook compulsory before doing anything else,

and reputational and financial damage. It also needs to make the

opponent aware that if they were not to participate apparently

properly standard behaviour, they would face a back-up mechanism

that would defeat him.
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That is true across other fields related to blockchain consensus,

and relates strongly to our proposedmechanism for consensus itself.

The key issue both there and here is the need — up to stochastic

certainty — to distinguish between the correct appearance of a good

and proper chain, and the appearance of attempts (like forking)

to subvert it even though bad agents can contribute malignly or

not at all. In considering this we have to distinguish between the

effects the opponent can have on the true chain, perhaps by non-

participation, and the story it can stitch together, always bearing

in mind that the observer does not know a priori which is which.

Inspired by the above analysis of hook patterns and standard

Byzantine agreement, we introduce two general criteria for making

decisions in blockchains and similar decentralised systems with an

assumed probability 𝑝 of any agent being bad and an established

criterion for stochastic impossibility. In each case every one of 𝑁

agents is asked to make a decision from a set 𝐷 . The assumption is

that a bad agent may do just this, or may have the following choices

dependent on circumstances:

• Independently tell other agents (both inside and outside the

set of 𝑁 ) anything or nothing.

• Make a choice of what to say and say that to everyone.

We assume that any good agent will make a correct decision

that everyone will be happy to accept, and that we want all good

observers and participants to draw the same conclusion after seeing

the verdicts.

In any case where it is known that all good agents will agree,

an observer can accept a dominated decision: sufficiently many

verdicts from the set that it is stochastically impossible that they

are all from bad agents.

In any case where no agent can tell different things to different

observers, we can accept a dominating majority: a majority of the

𝑁 agree on the decision and the number who agree is greater than

the maximal number of bad participants in the 𝑁 . Someone seeing

this will have a clear indication of the decision — there can only be

one majority — and that it is an acceptable one.

In the general case, to make a decision, we require a dominating

strong majority in favour of an outcome. This means that so many

agents back a decision that it is known that a majority of the good

agents do. In general if a dominating majority of 𝑁 is (minimally)

𝑘 this means that at least 𝑁 − 𝑘 + 1 are good and at most 𝑁 − 𝑘

of the good agents do not agree with the majority. Consequently

we can enumerate the corresponding dominating strong majority

as (𝑁 + 𝑘)/2 agreeing. We can be sure that if two observers both

see a dominating strong majority then they see the same value as

the result. We cannot be sure that all will see a dominating strong

majority.

However if all the verdicts that an agent 𝐴 sees are signed by

the originators and these agree on the provenance (i.e. the basis

of the decision), then 𝐴 can collect together these verdicts into a

certificate for the decision. Anyone seeing this certificate will know

the decision is both unique and correct.

5.1 Formalising the safety of hooks
Based upon the same flavour of stochastic analysis, we formulate

an inductive argument to demonstrate that hooks can be used to

correctly identify the true chain of the blockchain. We rely on two

assumptions about the behaviour of the underlying blockchain.

• Producer Selection Assumption (PSA): if 𝐵 is a true final block

then all producers for 𝐵 and preceding blocks must have

been selected independently and with probability 𝑝 of being

good.

• Hook Validity Assumption (HVA): if 𝑔-many good agents have

hooked a block, the block must be a true final one.

Claim 5.0.1. Let 𝐵′ be a true final block and 𝐵 the next final block
in the chain. If 𝐵 is anchored then 𝐵 is (stochastically certainly) a true
final block (with probability 1 − 𝑒).

Proof sketch. The proof is based again on our stochastic anal-

ysis. Given that 𝐵′ is a true final block and by PSA, we can deduce

that the 𝑟 agents selected to produce blocks 𝐵′ (−𝑟 + 1) to 𝐵′ were
selected with probability 𝑝 of being good. It follows from our defini-

tion of GLB, accept, and anchored, then, that at least 𝑔 good agents

have contributed to the hooks for block 𝐵 with probability 1 − 𝑒 .

Therefore, by HVA, we can deduce that 𝐵 is a true final block with

probability 1 − 𝑒 . □

By induction on the sequence of final blocks, one can derive the

following corollary about our verify_hooks algorithm. The starting

block in this sequence, however, must be assumed/agreed to be

final — a hooks starting checkpoint — and must have 𝑟 − 1-many

predecessor blocks so that anchoredness can be checked for the

next final block in this sequence.

Corollary 5.1. The verify_hooks algorithm (stochastically cer-
tainly) identifies the true chain up to the last anchored block verified.

6 CONCLUSIONS
We have described the concept of hooks, an addition to the

blockchain data structure that ensures that forks cannot be in-

troduced after the chain has developed. These are succinct, and

independent of the consensus algorithms being used.

Hooks is a mechanism that strengthens or simplifies the record-

ing of finality. So, for hooks to add value to a blockchain’s behaviour

they must either provide stronger cryptography/security or be sim-

pler than the original finality proofs. Hooks could, for instance,

provide quantum-resistance for a finality mechanism using proofs

that are not quantum resistant.

In understanding the combinatorics of the games that good and

bad agents might play using hooks, we have developed criteria for

de facto certainty to be derived from them, and come to understand

how it is essential for opponents to know that any conceivable

attack based on non-participation can be countered. This means

that we can adopt an efficient and rapid hooking protocol.

In future work we will show how similar analysis can lead to

secure and efficient consensus algorithms.
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