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Evolving Threat Landscape 
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Vulnerability Disclosure Rate

• More and more vulnerabilities are disclosed now
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Malware Investigations - Traditional
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Increase in Malware Incidents
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Broadening Security Community

• The community has grown in size
• On the other hand, cyber-criminals often adopt newer strategies 

to evade detection
• We then see the rise of auctioning of these strategies, that at 

times are sold for millions
• Shared intelligence can help improve shared security stature of 

all involved parties
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Threat Intelligence Sharing
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• Security researchers 
and organizations 
share their 
findings/analysis 
results on the web



Open Source Cyber Threat Intelligence
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• Intelligence being shared on Social Media
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• Security reports/bulletins
• Blog posts



Open Source Cyber Threat Intelligence

29

• Intelligence being shared on Social Media

• Feeds on Git 
• Security reports/bulletins
• Blog posts

Goals
• Identify sources



Open Source Cyber Threat Intelligence

30

• Intelligence being shared on Social Media

• Feeds on Git 
• Security reports/bulletins
• Blog posts

Goals
• Identify sources
• Extract the IoCs



Open Source Cyber Threat Intelligence

31

• Intelligence being shared on Social Media

• Feeds on Git 
• Security reports/bulletins
• Blog posts

Goals
• Identify sources
• Extract the IoCs
• Assign a disclosure date to 

each IoC



Open Source Cyber Threat Intelligence
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• Intelligence being shared on Social Media

• Feeds on Git 
• Security reports/bulletins
• Blog posts

Goals
• Identify sources
• Extract the IoCs
• Assign a disclosure date to 

each IoC
• Find them on your network



Challenges - Content
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Challenges - Content

• Social Media
vMay contain IoCs as content
vMay contain a URL that contains IoCs

ØIs the domain malicious?! L
vPost date given an idea of disclosure

• Git Repos
vWe have the push date
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Push Date as Disclosure

36



Challenges - Content

• Social Media
vMay contain IoCs as content
vMay contain a URL that contains IoCs

ØIs the domain malicious?! L
vPost date given an idea of disclosure

• Git Repos
vWe have the push date
vWhat is the update frequency?

ØDaily, Weekly, Monthly, Quarterly feeds
ØFrequency may vary within a repository as well!
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Challenges - Content

• VirusTotal
vGives a historical behavior of a domain/subdomain
vLatency between OSCTI and IoCs being marked as malicious

ØWe often ran into IP addresses / domains found by CTI 
marked as benign in VirusTotal

• Multiple languages
vJapanese, Russian, Chinese, etc.

38



Extracting Intel From Content

• We have the IoCs now. 
vAre they reliable?
vCan they be directly used for triaging?

• Noise
vPrivate addresses
vGoogle DNS
vIntelligence sharing platforms (Pastebin, Emerging Threats)
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Temporal Inconsistency
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Achieving Actionable Intelligence

• IP addresses are volatile
• The industry still follows the 30 day rule

vIs fine as a conservative approach to restrict access
vBut, leads to loss of revenue
vAnd, it might not be reliable

• Possible approach
vIdentify disclosure date – Min(disclosure dates)
vProfile each ASN or subnet and relate it latency Δ

ØΔ would define how long since disclosure can it be 
applied for triaging
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Honeypot

Courtesy: Rapid7
Project Heisenberg
https://www.rapid7.com/research/project-heisenberg/



Thank you!

Get in touch:
Afsah Anwar
afsahanwar@gmail.com
https://www.afsah.org/
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