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ABSTRACT
Connected industrial control systems open up many possibilities for
increased efficiency and control but also bring drawbacks. Attacks
against connected industrial control systems have highlighted the
need for rigorous security analysis of every part of the systems.
In this paper, we report a careful scrutiny of the security of the
WirelessHART protocol. A literature study points at the need for
a formal verification of the protocol. We have modeled WirelessHART using the state-of-the-art formal verification tool Tamarin
and tested the claimed security properties. Our analysis has verified
the existence of all previously published attacks. In addition we
have shown a new type of attack that enable an insider attacker to
maliciously re-key devices in the system, effectively performing a
denial of service attack on large parts of the system. Our analysis
has demonstrated that WirelessHART is secure as long as no device
in the network has been compromised. If an attacker can get a
foothold in the network it can launch several types of attacks to
compromise the network further.
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INTRODUCTION

Industrial Control Systems (ICS) are becoming increasingly dependent on networking technologies and the interconnection of the
system’s parts to operate efficiently. Cheaper and more powerful
networked devices enable data collection from industrial processes
in ways that have not been previously possible. ICS-specific protocols have been developed to communicate with these new types
of devices, one of them being WirelessHART [20]. Its precursor,
Highway Addressable Remote Transducer Protocol (HART) [17],
was developed in the 1980s for process automation. The HART
protocol is wired and operates in point-to-point and multi-drop
modes. The HART protocol can transmit both analog and digital
signals in an ICS. In 2007, WirelessHART was standardized as IEC
62591. WirelessHART traffic is transmitted over IEEE 802.15.4 radio
[8], like ordinary WiFi. Concepts like Smart Manufacturing and
Industry 4.0 [28, 36] emphasize the inclusion of connected devices,
sometimes called the Internet of Things (IoT), into manufacturing
systems. Because WirelessHART interfaces with legacy HART technologies, it is a protocol suitable for wireless sensors connected to
legacy ICS.
Security in ICS has become a pressing concern after a series
of published attacks such as STUXNET [22], Black Energy [24],
and Triton [12]. Studies have been published on attacks against
cyber-physical systems and ICS [19, 37] attacks against oil and
gas infrastructures have been studied [38]. Future challenges for

ICS security have been identified [16] and in the realm of secure
communications for ICS [33].
WirelessHART has been integrated into oil refineries [31] and
ICS equipment produced by major manufacturers [23, 39]. When
new technologies are integrated into ICS, they become new attack
surfaces for malicious actors wanting access to the ICS. WirelessHART must be analyzed to verify the stated security goals of the
protocol.
This paper will present an extensive formal verification of the
WirelessHART security protocol. The WirelessHART standard, IEC
62591, is not openly available, making studies and security analyses
of the standard more complex.
The security properties of WirelessHART have been studied
since 2009 [35], and several works have been published [1, 5]. Published attacks include Sybil-Attacks, denial-of-service attacks, and
device impersonation attacks. The security of the physical and
medium access control layer of WirelessHART has been studied. A
jamming attack was published in 2021 [9]. In 2021 the first attempt
at a formal analysis of WirelessHART was published [25]. The authors modeled the end-to-end security protocol of WirelessHART
and claimed to have found an attack. But no paper has managed to
do a complete analysis of the entire WirelessHART protocol and
all its details.
Previous security analyses of WirelessHART mainly used semiformal analysis. The shortcoming of this approach is that it only
covers some eventualities and possible executions. However, formal protocol verification techniques using automated proofs and
the state-of-the-art prover Tamarin [27] can efficiently search for
possible attacks over possible executions. Tamarin and other formal verification tools have demonstrated their utility by verifying
known attacks on protocols and discovering new attacks. Analysis
using Tamarin has been done on 5G-AKA [10], TLS1.3 [11], and
recently the EMV standard [2], to only name a few.
The contributions of this paper are the following:
• We have cataloged and summarized all published security
analyses of WirelessHART and attacks.
• We provide a detailed and comprehensive Tamarin model of
the WirelessHART protocol. Our model covers the end-toend security protocol, join sequence, network key change
operation, and network advertisements. Our model allows
us to find and verify all attacks already shown in previous
works.
• During our analysis, we have found a novel, Malicious Rekeying attack. An insider attacker can send a malicious Network Key Change message impersonating the Security Manager. The Field Devices receiving these messages will change
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their keys, and the legitimate Security Manager and Gateway
cannot contact the Field Devices.
The rest of the paper will start with a description of WirelessHART in section 2. Next, we will outline previous work on WirelessHART security in Section 3. In section 4, we state the system model,
assumptions, and threat model used in our analysis. We will then
describe the Tamarin model used in our analysis and the methodology behind it in Section 5. We present our findings in Sections 6.
Finally, we present related work in Section 7 and conclude.

2

THE WIRELESSHART PROTOCOL

In this section, we will present an overview of the WirelessHART
specification. We present a shortened version focused on parts
relevant to our security analysis. If the reader wishes to get all
details of WirelessHART, we refer them to the WirelessHART
specification[20]. The WirelessHART specification details the actors and procedures needed to implement the protocol. We obtained
the WirelessHART standard from the International Electrotechnical
Commission (IEC)1 .
In the next section, we use the following notation: data items
such as keys or identities have been written with typewriter-font,
e.g., Join_key. We write actors in italics, e.g., Network Manager.
We denote procedures and states defined in the WirelessHART
specification with quotation marks, e.g. ”Join Process”.

2.1

Actors and roles

WirelessHART is intended to facilitate communication with Field
Devices in a factory environment. The Plant Automation Host will
send Commands to the Field Devices. The commands can be requests
to send a sensor value, move an actuator, or request information
from the Field Device. The Command will be translated to WirelessHART in the Gateway and forwarded over WirelessHART.
An example of a small WirelessHART network can be seen in
Figure 1. The figure shows all types of devices in a WirelessHART
network. We will describe the types of devices below:
Field Devices join the network existing of a Gateway and a Network manager. The Field Devices have a physical port, called the
Maintenance Port, where a Handheld Devices can be connected for
management and diagnostics. It is used to start the ”Join Process”,
described later.
At least one Gateway connects the WirelessHART network to
the rest of the factory network. WirelessHART terminates at the
Gateway, and messages are translated and forwarded to the Plant
Automation Network. We have limited the scope of our analysis to
include the Gateway and left the Plant Automation Network out of
this work since the WirelessHART standard does not cover it.
Every network must have one Network Manager that manages
the Field Devices by assigning transmission network information,
keys, and more required by the protocol.
Each WirelessHART network also needs a Security Manager.
The Security Manager is responsible for the keys in the system.
One Security Manager can manage more than one WirelessHART
network, but each network has one, Security Manager. The Security
Manager and the Network Manager can be co-hosted on the same
machine. We illustrated such a scenario in Figure 1.
1 https://webstore.iec.ch/publication/24433

Figure 1: WirelessHART Automation Network.

2.2

WirelessHART protocol architecture

WirelessHART defines both network architecture and the radio
protocols used for communication. In addition, the specification includes several sub-protocols that form layers in a protocol stack. The
WirelessHART protocol uses an altered ISO/OSI 7-layer model[15]
to separate the features and functions of the protocol into layers.
This section will give a short overview of this.
The physical radio protocol used is IEEE 802.15.4-2006 [30].
Then the Physical Layer that has Medium Access Control (MAC)2 .
WirelessHART uses a mesh topology, with multiple routes for redundancy, for the Field Devices as indicated by the dotted lines in
Figure 1.
The protocol abstraction layers are the physical Layer, the datalink Layer, the network layer, the transport layer, and the application layer. WirelessHART provides end-to-end encryption and
single-hop integrity protection of messages. The security measures
are handled at the network and data-link layers, and we will only
focus on the relevant parts of the protocol stack. We will not go
into further detail about the transport and application layers.

2.3

WirelessHART security

WirelessHART specifies several mechanisms to secure the network:
single-hop message integrity protection, end-to-end encryption of
data, and the management of keys.
The WirelessHART specification does not specify what adversary model the document’s authors intended, and the security requirements of the protocol are not outright stated.
The specification mentions that the single-hop MIC layer is
intended to protect against attackers that do not know any keys
used in the network. The end-to-end transmission security protocol
protects against attackers that are in the network.
2 Usually, MAC is the acronym for Message Authentication Code. In the WirelessHART

specification, MAC stands for Medium Access Control. To avoid confusion, we use
Message Integrity Code (MIC) in this work.
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To aid in reasoning about the different attacker models, we will
introduce the notion of Insider Attacker and Outsider Attacker in
Section 4. We will give a detailed description of what the different
attackers know later, and until now, work with the assumption that
Insider Attacker knows systems secrets and that Outsider Attacker
does not know any secrets used in the network.
The WirelesHART specification states that Field Devices shall
only be connected to the network after they receive the Join_Key. A
MIC ensures hop-by-hop integrity. The key is the Network_key and
protects against an Outsider Attacker. End-to-end confidentiality is
achieved by encrypting messages. Here protection against Insider
Attackers is managed. Field Devices use shared symmetric keys to
secure communication with each other and provide authentication.
The WirelessHART standard also reserves itself against attacks
on cryptographic primitives and the implementation of cryptographic functions.

2.4

Keys and Key Distribution

WirelessHART only uses symmetric key cryptography. The Security
Manager is responsible for provisioning keys to all Field Devices in
the network. When a new device joins the network, the Join_key
is used. The Join_key can be different for each device according
to the standard. The Network_Key is shared with all devices. It
is used to compute and verify the DLPDU MIC. WirelessHART
sends data through sessions between a Field Device and either the
Network Manager or the Gateway. The session can be either unicast or broadcast. A Unicast_Session_Key is unique to a Field
Device. Broadcast_Session_Key, are shared with all Field Devices.
Each Field Device has a unicast session with the Network Manager.
All Field Devices also share a broadcast channel with the Network
Manager.

2.5

Error detection and the End-to-End
security Protocol

Two parts of the protocol stack are used to ensure end-to-end
message confidentiality and tampering resistance on messages.
The cryptographic primitives in WirelessHART is an Authenticated Encryption with Associated Data (AEAD), specifically AESCCM*[30].
The Data-Link layer prevents the Outsider Attacker from tampering with messages as the Network_Key is used to compute a
MIC over the contents of the DLPDU. The MIC is computed using
AES-CCM* with the contents of the DLPDU as associated data and
an empty plaintext field. The Network_Key is used to compute the
DLPDU MIC. Each device that forwards the message can verify the
MIC, preventing tampering with the message.
In Table 1, we show a DLPDU and the fields. The payload and
all fields except the CRC are authenticated, and integrity protected
using the Network_key. The nonce used for calculating the MIC
included in the DLPDU is formed by concatenating the ASN, a
network-wide counter value, with the source address.
Table 1: A WirelessHART Data Link Layer Protocol Data
Unit (DLPDU)
Data
Mode

Address
Specifier

Sequence
Number

Network_ID

Destination
Address

Source
Address

DLPDU
Specifier

DLL
Payload

MIC

CRC
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Messages are encrypted to prevent information disclosure to either an Outsider Attacker or an Insider Attacker. Encryption is done
at the Network Layer by encrypting the NPDU contents. The same
AES-CCM* algorithm provides both encryption and a MIC. In Table
2, we show the fields in an NPDU. The NPDU Payload is encrypted
and authenticated, and the rest of the NPDU is authenticated except
the Hop-to-live, Counter, and MIC fields.
Table 2: A WirelessHART Network Layer Protocol Data Unit
(NPDU)
NL
Control

Hop-to-live

Sequence
Number

Graph_ID

Destination
Address

Source
Address

(Proxy
route)

0-N
(source routes)

Security
Control

Counter

MIC

Payload

A Session_Key or Join_Key is used to encrypt the NPDU. The
nonce for the NPDU MIC is constructed by concatenating a counter
with the source device’s ID. Encrypted NPDU sent between two
parties is a session and provides confidentiality, integrity protection,
source authentication (provided it is a unicast session), and replay
protection for the transmitted data. Replay protection is achieved
by using incremental sequence numbers. A device will not accept
messages with a lower sequence number than previously received
and decrypted.
Two types of sessions exist, unicast and broadcast sessions. Sessions terminating in the Network Manager are used for managing
the network and Field Devices. The sessions terminating in the
Gateway are used for actual process data to and from the Gateway.
During the ”Join Sequence”, a Field Device is provisioned with one
unicast session and one broadcast session with both the Gateway
and Network Manager, for a total of four sessions.

2.6

WirelessHART Join Sequence

The WirelessHART ”Join Sequences” defines the messages transmitted and the steps taken when a new Field Device is connected
to a WirelessHART network. The protocol can be seen in Figure 2.
The process is described step by step below:
(0) Before enrolling a device the Security Manager generate a
Join_Key for the new device. The Join_Key is transferred
to the hand-held Maintenance Tool.
(1) The Field Device being connected is connected to a hand-held
Maintenance Tool with a cable to the Maintenance Interface
that is a physical port on the Field Device. The Maintenance
Tool can then transfer a Join_key and a Network_name to
the Field Device. The Network_Name allows the Field Device
to start scanning for a network to join.
(2) When a network advertisement with the correct name has
been received, a Join Request is sent to the Network Manager.
The Join Request is forwarded over the mesh network to the
Network Manager. The Join Request comprises the joining
Field Device’s identity and information about the neighboring
Field Devices. All this is encrypted with the joining Field
Device’s Join_Key. The Well-Known-Key is used to compute
the DLPDU MIC. The Network Manager decrypts and verifies
the message using the Join_key.
The Network Manager responds by sending a Field Device
Nickname, the Network_Key and one or more Session keys,
generated by the Network Manager, encrypted with the Join_Key.
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(2) Each Field Device sends a response, and the response is encrypted with the Network Manager Unicast key preventing
spoofing attacks.
(3) The Network Manager can verify that all Field Devices have
acknowledged the new key. All Field Devices will change to
the new key at a later time slot.

The Joining Field Device will acknowledge this message using the received Network Manager unicast session key and
the Network_Key.
(3) The Network Manager now sends network information to
the joining Field Device, such as time sources and routes, and
links.
(4) The Field Device is left in a ”quarantined” state. It can communicate with the rest of the Field Devices and the Network
Manager but does not have a session to communicate with
the Gateway.
(5) The Network Manager can leave the joining Field Device in
”quarantine” for some time or directly provision a Gateway
session to the joining Field Device. Once the joining Field
Device has a session with the Gateway, it can communicate
with the process network. The joining Field Device is now a
part of the network and considered operational.

Figure 3: Network Key change operation.
The specification allows a key to be sent out before an anticipated change of keys, and sending the keys in advance allows
retransmission if the message is lost. Since each Field Device acknowledges the received key, the Network Manager can verify that
the key was received.

3

Figure 2: WirelessHART Join Sequence.

2.7

Network Key Change Operation

WirelessHART has a special sub-protocol defined for changing keys
for nodes in the network. All keys used by WirelessHART can be
changed with this protocol, including Network_Key,
Broadcast_Session_Key, and Unicast_Session_Key. The protocol is executed between a Field Device and the Network Manager,
with neighbors and mesh devices forwarding messages from the
source to the destination. We show a diagram of the protocol in
Figure 3.
The steps taken to change a key are:
(1) The Network Manager transmits a Broadcast message that is
forwarded to all Field Devices. The Network Manager Broadcast key protects the Command.

PREVIOUS SECURITY ANALYSIS OF
WIRELESSHART

In [34, 35], the authors note the lack of security requirements in the
WirelessHART specification and claim that they have done the first
security analysis of the protocol. Furthermore, the authors argue
that the following attacks need more attention: message corruption
attacks, jamming attacks, and traffic analysis. Denial of Service
attacks, De-synchronization attacks, and Wormhole attacks unless
source routing is used. The authors claim that tampering with messages can be done if an adversary knows the Network_Key. Therefore, the authors recommend regular changing of the Network_Key.
Further, an adversary can spoof advertisement messages with the
Well-Known-Key.
In [3], Bayou et al. present a Disconnect Sybil attack against
WirelessHART. In the Disconnect Sybil attack, the attacker A with
knowledge of the Network_Key spoofs a DLPDU with the source
address of the victim V. Knowing the Network_Key A can trick the
neighbors of V into removing V from their tables. The neighbors
of V will also forward the message to the Network Manager that V
has left the network. V will be cleared from the Network Managers
routing tables.
In [5], Bayou et al. present more attacks. This new attack allows
an attacker to inject malicious Commands into a WirelessHART
network. Additionally, the attack allows an Insider Attacker to leverage the knowledge of Network_Key to inject commands into the
network.
The attacker will use broadcast session keys to enable this attack.
Three attacks are presented: direct command injection bounced
command injection and on-the-fly command injection. The three
classes use the knowledge of a broadcast session key to spoof the
sender of commands, tricking a Field Device into executing a malicious command.

Formal Verification of the WirelessHART Protocol - Verifying Old and Finding New Attacks

In [32], the authors claim to have found a potential DOS attack
similar to an attack briefly described in [35]. In this exhaustion
attack, the attacker uses the Well-Known-Key to send Advertisements to a joining device. The joining device will respond to this
(false) advertisement and be unable to join the legitimate network.
An attacker can combine this attack with a de-authentication attack
such as the one presented in [3].
We have summarized published security analyses of WirelessHART. Most of these works present attacks against the protocol in
some form or another. We will look closer at the published attacks
and establish the root cause. Table 3 present the previously published attacks, the type of vulnerability, and their root causes. We
have used the threat terminology from the STRIDE model [18] to
describe the root causes of the attacks. We have chosen the STRIDE
model because it is complete and covers more threat classes than
the Confidentiality Integrity Authentication (CIA) model.
The STRIDE model defines attacks of the following types: spoofing, tampering, replay attacks, information disclosure, denial of
service, and elevation of privilege.
Table 3: A tabulation of published attacks against the
WirelessHART protocol. (* Discussion, not a full attack)
Attack Name
Jamming Attacks
Wormhole Attacks
Message Corruption
Blackhole Attacks
Disconnect Sybil Attack
Pre-Join exhaustion
Direct CI
Bounced CI
On-the-fly CI

Root Cause
DoS
Spoofing
Tampering
Spoofing
Spoofing
DoS
Spoofing
Spoofing
Tampering

Attacker
Outsider
Insider
Outsider
Insider
Insider
Outsider
Insider
Insider
Insider

Published
[35]*
[35]*
[35]*
[35]*
[3]
[35]*[32]
[5]
[5]
[5]

Table 3 shows that most of the published attacks against WirelessHART are Spoofing attacks where the adversary knows the
Network_Key. One final remark we want to make here is that in
several papers, the authors have claimed that a specific attack is not
possible, only for the attack to be published later. This is a further
argument for formal protocol verification. A rigorous analysis of
a protocol has a greater chance of discovering all possible attacks
and preventing erroneous claims about the security of a protocol.

4

THREAT MODELS AND SECURITY
ASSUMPTIONS

Since the WirelessHART specification does not properly specify
the capabilities of a potential attacker, except for being unable to
break cryptographic primitives or implementations, we have specified two potential attackers for our security analysis. We already
introduced them briefly in Section 2.3, and here we provide the
complete definitions.
The Outside Attacker is an active attacker, assumed to know no
secrets from the system. The Well-Known-Key is explicitly known
by all WirelessHART devices. The Outside Attacker can inject messages, replay messages, and discard messages. This is the same
capabilities as a Dolev-Yao adversary [13].
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The Insider Attacker is also an active attacker who knows one
device’s keys. We leave out of scope what specific device and how
the attacker gained this knowledge. Apart from this, the Insider
Attacker has the same capabilities as an Outsider Attacker, functioning as a Dolev-Yao adversary. The difference is that Insider Attacker
can decrypt messages, spoof identities, and tamper with messages
without being detected. This can be used for information disclosure
and denial of service. In Table 4, we present all considered keys in
the system and detail what keys the different Attacker knows.
Outsider Insider
Join_Key
U
K*
Network_Key
U
K
Network Manager Broadcast Session Key U
K
Network Manager Unicast Session Key
U
K*
Gateway Unicast Session Key
U
K*
Well-Known-Key
K
K
Table 4: Keys known by Inside Attacker and Outsider Attacker. (K - system-wide key known, U - Unknown, K* - One
key is known)

The WirelessHART standard state that the Join_key can be
unique. Using the same, Join_key for multiple Field Devices in
the network opens possibilities of nonce-reuses and replay attacks
on other ”Join Sequences”. A Join_Key known to the adversary
provides no security for the ”Join Sequence”. An attacker could
intercept all messages transmitted during the ”Join Sequence” and
learn any new keys sent to a Field Device. The security of the ”Join
Sequence” hinges on the secrecy and uniqueness of the Join_key.

5

ANALYZING WIRELESSHART WITH
TAMARIN

The Tamarin Prover [27] is a tool developed to model and verify
the properties of security protocols. Protocols are modeled in a
domain-specific language based on multi-set rewriting rules. The
domain-specific languages include constructions such as DiffieHellman, symmetric and asymmetric encryption, and hash functions. Tamarin users can specify custom constructions, like Hashbased Message Authentication Codes (HMAC).
The rules defined for both the protocol and adversary can generate facts. In this context, a fact can be understood as the knowledge
of an entity at a specific time. The rule [𝐹𝑟 (∼ 𝑛)] −→ [𝑂𝑢𝑡 (∼
𝑛), 𝐴(∼ 𝑛)] generates a random number n. The number is then sent
out on the communications network. The result is the fact 𝐴(∼ 𝑛)
that can be used in further rules, and that ∼ 𝑛 is sent out on the network, letting the adversary know 𝑛. A full description of Tamarin’s
modeling language can be found in the Tamarin manual3 .
In Tamarin, the adversary is also defined using rules and facts.
These rules and facts represent the adversary’s knowledge at different states of protocol execution. The adversary in Tamarin is
modeled as a Dolev-Yao adversary [13]. A Dolev-Yao adversary
can intercept all messages, forge messages, impersonate entities,
and decrypt messages using information known to the adversary.
3 https://tamarin-prover.github.io/manual/index.html
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Cryptographic primitives are assumed to be ideal and modeled
algebraically [26].
The execution of rules produces an ordered sequence of facts,
called a trace. A trace can be seen as one possible execution of the
rules in the protocol. Lemmas are the properties of a trace that
Tamarin tries to prove or find a counterexample. A lemma can specify that for all protocol executions, there must be no point where
the adversary knows a secret message 𝑚. Tamarin will either prove
that a property stated in a lemma holds or find a counterexample.
Tamarin might not terminate since finding a proof or a counterexample is undecidable. The verification of properties always terminates
in our analysis.

5.1

WirelessHART model

To model the WirelessHART protocol, we used Tamarin’s built-in
formulas. Tamarin does not have built-in support for AEAD operations but allows the user to specify formulas. We have added
aead_encrypt/4, aead_decrypt/4, aead_verify/4, true/0, mic/2 and
verify_mic/3. In this notation formula/n, n is the number of arguments to the formula. In the following equations, 𝑘 denotes the
key, 𝑛 the nonce, 𝑎𝑎𝑑 the additional authenticated data, and 𝑝 the
plaintext. The formulas are specified as follows:
𝑎𝑒𝑎𝑑_𝑑𝑒𝑐𝑟𝑦𝑝𝑡 (𝑘, 𝑛, 𝑎𝑎𝑑, 𝑎𝑒𝑎𝑑_𝑒𝑛𝑐 (𝑘, 𝑛, 𝑎𝑎𝑑, 𝑝)) = 𝑝
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5.2

The end-to-end security protocol transports data and transmits configurations to devices. We modeled the DLPDU and NPDU protocol
layers and created rules for sending and receiving messages for
both unicast and broadcast sessions.
5.2.1 Security Lemmas and results. We have tested the following
security properties of the WirelessHART end-to-end security protocol: payload secrecy and impersonation of a gateway. In Section
4, we discussed the notion of Insider Attacker and Outsider Attacker.
These are the notions we will use in this section.
We analyzed the end-to-end security protocol’s security using
unicast and broadcast keys. For brevity, we only provide the lemmas
for the broadcast case here.
The first lemma we present verifies the security of the sent
command. It states that the adversary shall not be able to learn
any command sent by the Gateway. A command known by the
adversary implies that the broadcast key has been compromised.
In other words, an Outsider Attacker can use its broadcast session
key and decrypt the transmitted message and learn the command.
A similar lemma holds for unicast sessions so long as the unicast
session keys used to encrypt the command are not compromised.

𝑎𝑒𝑎𝑑_𝑣𝑒𝑟𝑖 𝑓 𝑦 (𝑘, 𝑛, 𝑎𝑎𝑑, 𝑎𝑒𝑎𝑑_𝑒𝑛𝑐 (𝑘, 𝑛, 𝑎𝑎𝑑, 𝑝)) = 𝑡𝑟𝑢𝑒

𝑙𝑒𝑚𝑚𝑎 𝑐𝑜𝑚𝑚𝑎𝑛𝑑_𝑠𝑒𝑐𝑟𝑒𝑐𝑦 :

𝑣𝑒𝑟𝑖 𝑓 𝑦_𝑚𝑖𝑐 (𝑚𝑖𝑐 (𝑘, 𝑝), 𝑘, 𝑝) = 𝑡𝑟𝑢𝑒
We used the formulas for AEAD operations in the NPDU layer
of the protocol, where both the encryption and authentication
properties are used. We chose to use the MIC construction for the
DLPDU, where an AEAD is used with the plaintext input set to
NULL, providing integrity only.
We have also used the restriction Eq_testing() to force testing of
equality in traces. We used this to force validation of verify_mic
and aead_verify.
𝐸𝑞_𝑡𝑒𝑠𝑡𝑖𝑛𝑔 : ”𝐴𝑙𝑙 𝑥 𝑦 #𝑖. 𝐸𝑞(𝑥, 𝑦) @ 𝑖 ==> 𝑥 = 𝑦”
We focused on modeling the ’end-to-end security protocol’, ’Join
procedure’, and ’Network key change operation’. These parts of
WirelessHART are responsible for most security-critical operations.
We chose to omit the replay protection scheme from our model since
it uses sound constructions. For the ’Join procedure’, we omitted
messages after the step where the Field Device has accepted the new
key since later steps of the procedure handles network management.
When modeling the ’Network key change operation’, we omitted
the acknowledgment sent by the Field Device. The NLDPU and
DLPDU headers were also simplified to reduce the number of terms.
The ’Pre-join exhaustion attack’ and ’Disconnect Sybil attack’
target the authentication of DLPDU messages. We, therefore, modeled the DLPDU message layer.
To keep our analysis manageable, we split our model into four
parts: the End-to-End Security Protocol, the Join Sequence, the
”Network Key Change Operation”, and the DLPDU commands.
We will detail each part of the protocol in the following sections.
We provide our model for further study4 .
4 https://github.com/Gunzter/Formal-Verification-of-the-WirelessHART-Protocol
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”𝐴𝑙𝑙 𝐺𝑊 𝐷 𝑘 #𝑖 #𝑗 .
𝑆𝑒𝑛𝑑𝐶𝑜𝑚𝑚𝑎𝑛𝑑_𝐵𝐶 (𝐺𝑊 , 𝐷, 𝑘) @𝑖 & 𝐾 (𝑘) @𝑗
==>
𝐸𝑥 #𝑘. 𝐼𝑛𝑠𝑖𝑑𝑒𝑟𝐴𝑡𝑡𝑎𝑐𝑘𝑒𝑟 () @𝑘”
The lemma below verifies the authentication and integrity of
a received command encrypted with a broadcast session key. A
command accepted by a Field Device means that it either was legitimately sent by the Gateway or that an Outsider Attacker has
compromised the broadcast session key and impersonated the Gateway.
A command sent over a unicast session is authentic as long as the
unicast session key is not compromised, requiring the compromise
of either the Gateway or the Field Device.
𝑙𝑒𝑚𝑚𝑎 𝑐𝑜𝑚𝑚𝑎𝑛𝑑_𝑎𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑖𝑜𝑛 :
”𝐴𝑙𝑙 𝐺𝑊 𝐷 𝑘 #𝑖. 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑑𝐶𝑜𝑚𝑚𝑎𝑛𝑑_𝐵𝐶 (𝐺𝑊 , 𝐷, 𝑘) @𝑖
==> (𝐸𝑥 #𝑗 . 𝑆𝑒𝑛𝑑𝐶𝑜𝑚𝑚𝑎𝑛𝑑_𝐵𝐶 (𝐺𝑊 , 𝐷, 𝑘) @𝑗 & 𝑗 < 𝑖)
| (𝐸𝑥 #𝑘. 𝐼𝑛𝑠𝑖𝑑𝑒𝑟𝐴𝑡𝑡𝑎𝑐𝑘𝑒𝑟 () @𝑘)”

5.3

Security Analysis of the WirelessHART
Join Sequence

We modeled the Join Sequence by writing rules for creating the
Security Manager, Gateway, and Field Devices. To model the execution of the protocol, we created the following rules: a Field Device
sending a Join request message, the Security Manager receiving the
Join request message and responding with encrypted keys, and a
Field Device receiving the encrypted keys. We have modeled the
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protocol so that the joining Field Device is provisioned with the
Join Key out-of-band. This is done with a direct connection to a
handheld Maintenance tool.
5.3.1 Security Lemmas and results. To verify the security of the
WirelessHART Join Sequence, we will test the following security
properties: key secrecy, key integrity, and resistance to impersonation attacks. These lemmas are tested with a unique and random
Join_Key since the protocol is trivially broken when using a known
Join_Key.
The first lemma verifies the key authentication and integrity
from the joining Field Device’s perspective. The lemma state that a
received encrypted key means that either the encrypted keys were
legitimately sent by the Security Manager to the Field Device or that
the Join_Key has been compromised.

𝑙𝑒𝑚𝑚𝑎 𝑘𝑒𝑦_𝑠𝑒𝑐𝑟𝑒𝑐𝑦 :
”𝐴𝑙𝑙 𝑁 𝑀 𝐷 𝑘 #𝑖 #𝑗 .
𝑆𝑒𝑛𝑑𝐾𝑒𝑦_𝐵𝐶 (𝑁 𝑀, 𝐷, 𝑘) @𝑖 & 𝐾 (𝑘) @𝑗
==>
𝐸𝑥 #𝑘. 𝐼𝑛𝑠𝑖𝑑𝑒𝑟𝐴𝑡𝑡𝑎𝑐𝑘𝑒𝑟 () @𝑘”

The following lemma verifies the authentication and integrity
properties of the ”Network Key Change Operation”. Like in the case
of key secrecy, the protocol is secure against an Outsider Attacker
but does not hold against an Outsider Attacker. An Outsider Attacker
can use its broadcast session key and Network_Key and spoof a
message containing a fake key to the Device.

𝑙𝑒𝑚𝑚𝑎 𝑘𝑒𝑦_𝑎𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑖𝑜𝑛 :
”𝐴𝑙𝑙 𝑎 𝑘 #𝑚.

𝑙𝑒𝑚𝑚𝑎 𝑘𝑒𝑦_𝑎𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑖𝑜𝑛 :

𝐾𝑒𝑦𝑠𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑑 (𝑎, 𝑘) @𝑚

”𝐴𝑙𝑙 𝑁 𝑀 𝐷 𝑘 #𝑖. 𝑁 𝑒𝑤𝐾𝑒𝑦𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑑_𝐵𝐶 (𝑁 𝑀, 𝐷, 𝑘) @𝑖

==> (𝐸𝑥 #𝑙 . 𝐾𝑒𝑦𝑠𝑆𝑒𝑛𝑡 (𝑎, 𝑘) @𝑙)|

==> (𝐸𝑥 #𝑗 . 𝑆𝑒𝑛𝑑𝐾𝑒𝑦_𝐵𝐶 (𝑁 𝑀, 𝐷, 𝑘) @𝑗 & 𝑗 < 𝑖)

(𝐸𝑥 #𝑗 . 𝐼𝑛𝑠𝑖𝑑𝑒𝑟𝐴𝑡𝑡𝑎𝑐𝑘𝑒𝑟 () @𝑗)”

| (𝐸𝑥 #𝑘. 𝐼𝑛𝑠𝑖𝑑𝑒𝑟𝐴𝑡𝑡𝑎𝑐𝑘𝑒𝑟 () @𝑘)”

The second lemma verifies the secrecy of the received key. A
received key known by the adversary implies that it was previously sent by the Security Manager and that the Join_Key was
compromised.

𝑙𝑒𝑚𝑚𝑎 𝑘𝑒𝑦_𝑠𝑒𝑐𝑟𝑒𝑐𝑦 :
”𝐴𝑙𝑙 𝑎 𝑘 #𝑚 #𝑛.
𝐾𝑒𝑦𝑠𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑑 (𝑎, 𝑘) @𝑚 & 𝐾 (𝑘) @𝑛
==> (𝐸𝑥 #𝑙 . 𝐾𝑒𝑦𝑠𝑆𝑒𝑛𝑡 (𝑎, 𝑘) @𝑙) &
(𝐸𝑥 #𝑚. 𝐼𝑛𝑠𝑖𝑑𝑒𝑟𝐴𝑡𝑡𝑎𝑐𝑘𝑒𝑟 () @𝑚)”

5.4

Security Analysis of the WirelessHART
Network Key Change Operation

When modeling the ”Network Key Change Operation”, we have
written rules corresponding to the Security Manager sending the
change key message and the Field Device receiving the key change
message. We wrote rules for the ”Network Key Change Operation”
over unicast and broadcast sessions.
5.4.1 Security Lemmas. The following lemma was used to verify
the security of the ”Network Key Change Operation”. The operation can be done over unicast and broadcast sessions. We have
only stated the broadcast lemmas here for brevity. The first lemma
verifies the secrecy of the new key. Provided no Field Device has
been compromised and revealed the broadcast key, the new key is
secret against an Outsider Attacker. An Outsider Attacker can decrypt the message containing the new key and use that to decrypt
future traffic.

5.5

Verification of Previously Published
Attacks

We had to model more parts of the WirelessHART protocol to
verify the previously published attacks. The Command Injection
attacks were confirmed with the lemmas used to verify the endto-end security protocol. The Disconnect Sybil attack and the PreJoin Exhaustion attack required us to model the DLPDU control
messages. DLPDU messages do not use the NPDU layer and consist
of a command sent between two neighboring devices. The message
is only MIC:ed using the Network_Key or the Well-Known-Key.
5.5.1 Security Lemmas. To verify the Disconnect Sybil Attack, we
constructed a lemma that tests the authenticity of received disconnect DLPDU messages. The lemma verifies the authenticity of
received disconnect commands. A disconnect command will be
verified as authentic and implies that it previously has been legitimately transmitted or that an adversary has compromised the
Network_Key and sent a forged disconnect command.

𝑙𝑒𝑚𝑚𝑎 𝑑𝑖𝑠𝑐𝑜𝑛𝑛𝑒𝑐𝑡_𝑎𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑖𝑜𝑛 :
”𝐴𝑙𝑙 𝐴 𝐵 #𝑖. 𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑑𝐷𝑖𝑠𝑐𝑜𝑛𝑛𝑒𝑐𝑡𝐶𝑜𝑚𝑚𝑎𝑛𝑑 (𝐴, 𝐵) @𝑖
==> (𝐸𝑥 #𝑗 . 𝑆𝑒𝑛𝑑𝐷𝑖𝑠𝑐𝑜𝑛𝑛𝑒𝑐𝑡𝐶𝑜𝑚𝑚𝑎𝑛𝑑 (𝐴, 𝐵) @𝑗 & 𝑗 < 𝑖)
|(𝐸𝑥 #𝑘. 𝐼𝑛𝑠𝑖𝑑𝑒𝑟𝐴𝑡𝑡𝑎𝑐𝑘𝑒𝑟 () @𝑘)
To verify the Pre-Join Exhaustion attack, we created a lemma
that verifies the authenticity of the received Advertisement message.
This lemma was trivially falsified since the Advertisement message
is MIC:ed using the Well-Known-Key. An adversary can use the
Well-Known-Key to create malicious Advertisement messages that
the joining Field Device will accept.
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Recovering from this attack requires finding and recovering
the compromised Outsider Attacker Field Device and a complete
re-provisioning of all Field Devices in the network.

𝑙𝑒𝑚𝑚𝑎 𝑎𝑑𝑣𝑒𝑟𝑡𝑖𝑠𝑒𝑚𝑒𝑛𝑡_𝑎𝑢𝑡ℎ𝑒𝑛𝑡𝑖𝑐𝑎𝑡𝑖𝑜𝑛 :
”𝐴𝑙𝑙 𝐴 𝐵 #𝑙 .
𝑅𝑒𝑐𝑒𝑖𝑣𝑒𝑑𝐴𝑑𝑣𝑒𝑟𝑡𝑖𝑠𝑒𝑚𝑒𝑛𝑡 (𝐴, 𝐵) @𝑙
==> (𝐸𝑥 #𝑚.𝑆𝑒𝑛𝑑𝐴𝑑𝑣𝑒𝑟𝑡𝑖𝑠𝑒𝑚𝑒𝑛𝑡 (𝐴, 𝐵) @𝑚)”

6

RESULTS AND DISCUSSION

In this section, we will present the results of our formal protocol analysis. We will discuss our findings for WirelessHART as a
protocol and formal protocol verification as a technique.

6.1

Previously Published Attacks

As described in the previous section, we have modeled and analyzed
the WirelessHART protocol. The three main parts of the protocol,
the Join Sequence, the end-to-end Security Protocol, and the ”Network Key Change Operation”, were then analyzed using the lemmas
presented in Section 5. We show the previously published attacks
in Table 5. Our Tamarin analysis found all previously published
attacks or variants of them.
Table 5: An overview of the results of our analysis previously
shown in Table 3. (✓- Attack could be verified)
Attack Name
Disconnect Sybil Attack
Pre-Join exhaustion
Direct CI
Bounced CI
On-the-fly CI

6.2

Root Cause
Impersonation
DoS
Impersonation
Impersonation
Tampering

Source
[3]
[32, 35]
[5]
[5]
[5]

Verified?
✓
✓
✓
✓
✓

Novel Malicious Re-keying Attack

Modeling the ”Network Key Change Operation”, we found a new,
previously unpublished attack. An Insider Attacker can utilize the
known Broadcast Keys and maliciously transmit re-key commands
to Devices. These Field Devices will change their keys according to
the received command, bringing them out of synchronization with
the Network Manager and the Gateway(s). This attack can change
any key used in the system. Maliciously re-keying of Devices and
preventing the Security Manager and Gateway from communicating
with re-keyed Devices is, in effect, a DoS attack on the parts of the
network. We show the attack in Figure 4. The malicious adversary
has compromised one Field Device and is now an Outsider Attacker.
(1) The Outsider Attacker sends two ”Command 963 - Write
Session”, with Session Key 1* and Session Key 2* to the
Field Devices. Next, a ”Command 961 - Write Network_Key”,
containing Network_Key* is transmitted. These commands
are encrypted with the current Session Key 1 and MIC:ed
with the current Network_Key. These commands will be
received by the targeted Field Devices and authenticated as
coming from the Security Manager.
(2) The Field Devices will change keys to the maliciously provided Session Key 1*, Session Key 2*, and Network_Key*. The
Security Manager and Plant Automation Host do not know
these keys, so the legitimate owners of the Field Devices
cannot contact the Field Devices.

Figure 4: Malicous re-keying attack.

6.3

Security implications for WirelessHART

We can see that the root cause of many attacks is compromised
broadcast keys. Symmetric key encryption needs key secrecy, and
a compromised Field Device breaks this requirement, as in the case
with Insider Attacker. As we show in Table 4, not only Network_Key
is revealed to an Insider Attacker, but also the Network Manager
unicast and broadcast keys and the session keys. The authors of
the WirelessHART specification have failed to account for this
fact. Given the above insight, we conclude that the ”Network Key
Change Operation” when Network Manager Broadcast keys are
compromised is insecure. An Outsider Attacker can decrypt the
messages in the Key Exchange messages with the Network Manager Broadcast key. The WirelessHART specification recommends
periodic key changes [20] (Appendix A.3) to ensure the system’s
secure operation. This would not help the network’s security since
new keys are transmitted encrypted using a key known to the attacker, and the new key would be revealed to the attacker if the old
key was compromised.
A potential remedy would be to use Network Manager Unicast
keys to update the keys and limit communication to unicast sessions
only. Individual key changes with unicast keys will increase the
network overhead. Still, the owner and operator of a network can
avoid revealing a key to a compromised device, i.e., a Field Device
controlled by Insider Attacker.
Furthermore, there is a severe issue of spoofing attacks. Broadcast Session Keys are used to encrypt and protect the integrity of
messages using a symmetric algorithm, which is not secure. It is
difficult to imagine how these attacks could be mitigated without
considerable changes to the WirelessHART specification.
Lastly, the Pre-Join exhaustion attacks can be prevented by provisioning the current Network_Key to the joining Field Device. This
will prevent any attacker in the proximity from abusing the wellknown key to spoof messages.
The Disconnect Sybil attack is more difficult to remedy. A Field
Device does not share a unicast key with its neighbors, which also
may change over time, so only the Network_Key can be used to
authenticate messages from a neighbor device.

Formal Verification of the WirelessHART Protocol - Verifying Old and Finding New Attacks
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RELATED WORK

We have divided the preliminary research for this paper into two
categories. Prior work on WirelessHART security and Formal Protocol Verification.

7.1

WirelessHART Security

In Section 3, we have already covered published attacks and security
analyses of WirelessHART [3, 5, 32, 34, 35]. In this section, we will
expand the discussion to cover attacks that target the lower layer
of the protocol stack, such as jamming attacks.
Several other papers have studied the security of WirelessHART,
summarizing published attacks but not presenting any new attacks. In [1], the authors analyze several protocols for IoT and
ICS, among them WirelessHART. NetSIM, a simulator for WirelessHART SCADA systems, is presented in [4]. The simulator is used
to demonstrate the Disconnect Sybil attack published in [3] Intrusion Detection Systems (IDS) and network monitoring systems for
WirelssHART have been studied [32]. A jamming attack against
WirelessHART was published in 2021 [9].

7.2

Formal Protocol verification of ICS & IoT
protocols

Formal Protocol verification has been used with great success to
find attacks in other protocols for IoT and ICS.
In their paper[21], the authors write about their process of verifying IoT protocols. They use Tamarin to analyze CoAP over DTLS,
SigFox, LoRa, and MQTT. LoRaWAN has been analyzed [7] and [40],
where more vulnerabilities were found. The proposed key establishment protocol EDHOC has been modeled and formally verified [6, 29]
The Virtual Private Network protocol Wireguard has also been
formally verified [14]. Tamarin has been used during the development process of TLS1.3 [11]. The rationale was to verify the protocol
before it was finalized and deployed. Then the protocol designers
could address any issues before the protocol was deployed.

8

CONCLUSION

WirelessHART has been studied in the literature, and multiple
attacks have been found in several published works. Formal verification of WirelessHART has been done, albeit in a limited scope. To
our knowledge, our work is the first to model and verify all parts
of WirelessHART.
We have modeled the WirelessHART end-to-end security protocol, the WirelessHART Joining sequence, and the WirelessHART
Network Key Change Operation and tested them against both an
Insider Attacker and Outsider Attacker.
We have shown that the previously published attacks can be
found using formal protocol verification. The attacks were of varying types and against different parts of the WirelessHART protocol.
Further, we have extended the discussion about the threat model
of WirelessHART. We have introduced a distinction in adversary
models with the Insider Attacker and the Outsider Attacker. These
attackers’ knowledge necessitates considering two separate cases
when analyzing the protocol.
When formally verifying the Network Key Change Operation,
we found a new attack on the WirelessHART protocol. An Insider
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Attacker can maliciously change the keys of non-compromised
devices in the network, making them uncontactable by the rest of
the network, including the Security Manager. This attack is severe
since only a single device needs to be compromised for an Insider
Attacker to put the entire network offline.
The WirelessHART protocol would benefit from an update to
the standard. New mechanisms with integrity protection of all
messages are needed to prevent tampering and stronger message
authentication. A topic for further research would be implementing
the improvements and making a formal verification of the new
version of the protocol.
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