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Introduction
Smart inverter: Networked power electronics device that transfers generated 
power from distrbuted energy resources (DERs) to the power grid
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DERs

ά bǳƳŜǊƻǳǎ ǎƳŀǊǘ ƛƴǾŜǊǘŜǊǎ ǿƛƭƭ ōŜ ƛƴǎǘŀƭƭŜŘΣ ŀƴŘ ǎƳŀǊǘ ƛƴǾŜǊǘŜǊǎ ŀǊŜ ōŜŎƻƳƛƴƎ 
major devices in the future power grids (inverter-ŘƻƳƛƴŀƴǘ ǇƻǿŜǊ ƎǊƛŘύΗΗέ

Smart inverters in a solar farm
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Introduction
Ransomware: ! ƳŀƭǿŀǊŜ ǘƻ ŜƴŎǊȅǇǘ ŀ ǘŀǊƎŜǘ ǎȅǎǘŜƳΩǎ ŦƛƭŜǎ ƳŀƪƛƴƎ ǘƘŜƳ 
unusable. Then the attackers demand a significant amount of ransom in 
exchange for decryptions
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άRecently, ransomware attacks 
have targeted industrial 
control systems (ICS) and 

increased about 500% from 
2018 to 2020 (Dragos).έ

Colonial Pipeline Company (Paid $5 million in cryptocurrency)
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Introduction
Ransomware targeting Power Grid
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Credit: Idaho National Lab.

ά{ƳŀǊǘ ƎǊƛŘ ŎȅōŜǊǎŜŎǳǊƛǘȅ ŀƴŘ ŜƴƎƛƴŜŜǊƛƴƎ ǘŜŀƳǎ Ƴǳǎǘ ǇǊŜǇŀǊŜ ƴƻǿ ǘƻ ŎƻƳōŀǘ ƳƻǊŜ 
ŦǊŜǉǳŜƴǘ ǊŀƴǎƻƳǿŀǊŜ ŀǘǘŀŎƪǎΗΗέ

Ransomware Impacts in Power Grid:

ǒ Leaking and selling of confidential data leading to 
more cyber-attacks in the future

ǒ Damage to field device/system control processes and 
consequently the creation of public safety hazards

ǒ Substantial disturbances to the power grid operation

ǒ Harm in the form of economic loss

Ransomware Attack on Wind Farm IT System
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Introduction
Device-level (firmware) Ransomware Attack
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Conti ransomware targeting firmware

ά5ŜǾƛŎŜ-ƭŜǾŜƭ ǊŀƴǎƻƳǿŀǊŜ ŀǘǘŀŎƪ όƴŜǿ ŀǘǘŀŎƪ ǾŜŎǘƻǊύ Ƙŀǎ ōŜŜƴ ƭŜǎǎ ǎǘǳŘƛŜŘΦέ
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Coordinated smart 
inverters attack

Smart inverter worm attack 
to the utility control server

Detection failure of an 
obfuscated firmware malware


