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Introduction

Smart inverter: Networked power electronics device that transfers generate
power from distrbuted energy resources (DERS) to the power grid

DC Power Generation

A Smart Inverfer Device

endors, Utilities, Energy Storage Systems EV Charging Systems

Smart inverters in a solar farm Customers DERs
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Introduction
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unusable. Then the attackers demand a significant amount of ransom in

exchange for decryptions
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Introduction

Ransomware targeting Power Grid

Renewable Energy Cyber Incidents

- 2014: SolarWorld AG: Chinese cyber espionage for economic advantage
« March 5, 2019: sPower: Denial-of-service attack

» Feb. —April 2020: Azerbaijani wind turbines: PoetRAT malware

= April 18, 2020: EDP Renewables: Ransomware

» June 2021: Invenergy: REvil ransomware

+ August2021: ERG: LockBit 2.0 ransomware

« Sep. 2021: Swedish renewable manager: LockBit 2.0 ransomware
= Nov 19, 2021: Vestas: LockBit 2.0 ransomware

* Feb. 24, 2022: Enercon: Russian state-sponsored SATCOM attack
« March 31, 2022: Nordex Group: Conti ransomware

« April 11, 2022: Deutsche Windtechnik: Ransomware

= April = June 2022: South China Sea wind turbines: Chinese ScanBox
malware

» August 28, 2022: GSA: BlackCat ransomware

Credit: Idaho National Lab.
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Cyber Attacks CyberCrime

Conti Ransomware Gang Hits German

Wind Turbine Giant Nordex
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Ransomware Attack on Wind Farm IT System

Ransomware Impacts in Power Grid:
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Leaking and selling of confidential data leading to
more cyberattacks in the future

Damage to field device/system control processes an
consequently the creation of public safety hazards

Substantial disturbances to the power grid operation

Harm in the form of economic loss
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Devicelevel (firmware) Ransomware Attack

Conti ransomware targeting firmware

Detection failure of an
@ obfuscated firmware malware
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Coordinated smart
inverters attack
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Smart inverter worm attacl
to the utility control server
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