
Introduction 

Phishing attacks are a global phenomenon and have therefore 
necessitated the implementation of organizational cyber security 
training designed specifically to aide individuals in identifying potential 
phishing attempts. Despite these preventative measures, a large 
proportion of internet users across the world are still susceptible to 
phishing attacks [7]. Our study evaluates phishing resiliency across 
several countries within the Cyrillic Orthographic Zone (COZ): Belarus, 
Bulgaria, Russia, and Ukraine, and compares these results with a similar 
study conducted with participants from the Five Eyes, the Anglophone 
intelligence alliance consisting of Australia, Canada, New Zealand, the 
United Kingdom, and the United States. The countries we have chosen 
share a common linguistic and literary history, representing nations in 
which the use of Cyrillic script is not only most prominent in cyberspace, 
but also culturally significant.  

For the purposes of this 
study, we define phishing 
resilience as the ability to 
both correctly identify an 
illegitimate site as 
illegitimate and to identify 
a legitimate site as 
legitimate. The first 
requires recognizing 
when a domain name 
resembles the imitations 
cyber criminals typically 
employ when designing 
their attacks. The second 

is the ability to correctly identify a legitimate site, where no such 
deceptive changes have been made.  The goal is contribute to the 
existing body of literature regarding the interaction of cultural and 
individual dimensions of phishing resilience. Our aim is to expand upon 
research trends that enable global or region-specific approaches in 
reducing the risk of insecurity brought about by successful phishing 
attacks.  

Phishing is an attack that inherently leverages human interaction. This 
style of attack leverages human interaction [6]. Research on phishing 
resilience has targeted internet users in the English-speaking world [12]. 
One factor pertaining to ongoing phishing susceptibility is the 
increasingly elaborate nature of attacks even as more preventative 
measures are regularly introduced [8]. Despite investments in anti-
phishing mechanisms and training, phishing attacks continue to prove 
profitable. Ultimately, human beings are the last line of defense in 
tackling phishing attacks and a better understanding of human factors is 
therefore key to advancing studies of phishing susceptibility and 
resilience [17]. 

To expand the understanding of cultural and linguistic factors in 
phishing resilience we reproduced an on-line experiment implemented 
by Camp et al, reproducing an examination of resilience in the Five Eyes 
in the Cyrillic Orthographic Zone. In a cross-national study, Camp et. al. 
test phishing resilience with the goal of identifying commonalities 

between comparable nationalities, more specifically English-speaking, 
western, industrialized democracies [2]. Significant research has 
indicated that Western, educated, industrialized, rich and democratic 
(WEIRD) populations cannot be assumed in other populations with high 
confidence. Research on human factors in phishing is concentrated in 
the wealthiest Anglophone nations, where phishing emails were first 
researched in response to attempts to obtain America Online accounts. 
This may be a result of the comparatively high population of internet 
users, the hegemonic status of the English language on the internet, or 
the relative wealth of in the Anglosphere [4], [16]. 

Experiment Design 

This study aims to evaluate the relationship between demographic 
factors, computer knowledge and skills, website familiarity, and risk 
assessment behaviors and phishing resilience. The participants in this 
study are native speakers of Russian or Bulgarian languages from 
Belarus, Bulgaria, Russia, and Ukraine.  

Participants were presented with both legitimate and illegitimate 
versions of websites written in their native tongues. Our dataset was 
created with screenshots of legitimate sites and modified screenshots to 
represent simulated phishing sites. We bitmapped the login variants and 

back button to make 
these parts of the site 
clickable and 
instructed participants 
to click the login 
feature in any of its 
possible forms if the 
site presented 

appeared to be 
legitimate. When 
participants were 

presented with a site they deemed to be illegitimate, we asked them to 
click the back button, which is universally represented.  

Experiment Procedure 

A total of 200 participants were recruited to participate in this 
experiment, which was conducted over a period of 5 days across all 
four countries. For participation in the study, participants needed to be 
at least 18 years of age and nationals of one of Belarus, Bulgaria, the 
Russian Federation, or Ukraine, and a native speaker of Russian or 
Bulgarian language. Initially, participants were presented with a study 
information sheet (SIS) and, after agreeing to participate in the study, 
we requested basic demographic information including an email 
address so as to track their responses throughout the experiment, as 
well as to ensure participants could participate in the study only once. 
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Figure 1 The Cyrillic Orthographic Zone 

Figure 2 Experimental Instructions for Indication of 
Trustworthy or Untrustworthy Sites 



 

 

Upon the collection of demographic information, participants 
proceeded to a BART (Balloon Analog Risk Task) experiment. The 

BART was used to 
measure participants' 
risk-taking behavior 
prior to recording any 
results from the 
simulated environment, 
instructions to which 
were provided upon 
completion of the 
BART test. In order to 
test participants' 
comprehension and 
ensure they understood 

the procedures of the experimental task, we included a series of 
confirmation questions addressing the experiment controls, bonus pay, 
single attempt policy, and time penalty. Upon completing these 
comprehension questions the experimental task began and participants 
were presented with a series of ten websites in their native languages. 
Upon completion of the experimental phishing task, participants 
proceeded to a final survey, which collected information pertaining to 
website familiarity, security knowledge, computer expertise, and 
website risk assessment behavior. These questions are available in the 
appendix along with an English translation. 

Analytical Approach 

The goal of this work is to provide statistical data regarding potential 
links between socio-cultural traits and online risk perception. The two 
socio-cultural groups analyzed in this study are Slavic Cyrillic 
countries, which we will refer to as group COZ, and the Anglophone 
group of countries known as the Five Eyes, which we will refer to as 
AFE. In order to reach a conclusion regarding the influence of socio-
cultural factors, we will conduct two stages of statistical testing. 
Firstly, we will produce statistics comparing the members of the COZ 
group in order to identify differences in the following areas: A) 
demographic factors, B) Technical Expertise, C) Website Familiarity, 
and D) Risk Assessment Behavior, and E) Phishing Resilience. We 
will then apply statistical tests, primarily the Analysis of Variance 
(ANOVA), to identify any statistically significant differences between 
countries. 

Conclusion 

We will describe our current cross-national study on phishing 
resilience within the primary members of the Cyrillic Orthographic 
Zone. The participants in this study are all native speakers of a Slavic 
language written in Cyrillic script and nationals of the countries 
included in this study. We will then compare the results of this study 
with those found by Camp et al., researching the levels of phishing 
resilience in the Anglophone Five Eye countries.  Our contribution will 
highlight the factors that correlate with high phishing resilience, as 
participants will inevitably display varying levels of phishing 
knowledge, computing expertise, or familiarity with indicators of 
internet security. The results of our experiment will also present a 
valuable contribution to the debate over the efficacy of individualized 

international anti-phishing mechanisms accounting for regional and 
cultural differences versus universal anti-phishing mechanisms.  
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Figure 3 The Balloon Analog Risk Task 


