
Dazzle-attack: Anti-Forensic Server-side Attack via Fail-free 
Dynamic State Machine

Abstract
Dazzle-attack retrieves contents from benign and 
uncompromised websites to avoid detection and 
mislead the investigation to erroneously associate 
the attacks with benign websites.

Dazzle-Attack
Demonstrate its resilience to forensic analyses. 
Dazzle-attack takes input from webpages that are 
not under control of the attacker, meaning that the 
reliability of Dazzle- attack’s attack is probabilistic.

Evaluation
Table 1 shows that all existing malware detection 
tools are unable to detect Dazzle-Attack.

Conclusion
Dazzle-Attack is a new type of attack that secretly 
delivers malicious payloads while imposing 
fundamental challenges to post-mortem forensic 
analysis.
We leverage FDSM that effectively thwarts various 
forensic analysis attempts. Dazzle-Attack is highly 
effective in preventing forensic analysis.
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