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Vulnerabilities may be exploited 
as part of malware campaigns

Older threats reappear as new 
attack vectors
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Of all the vulnerabilities disclosed in 2021, only 0.9% of them have 
been exploited until November 2022
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• Recent works have leveraged honeypots with narrowed focus
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• Recent works have leveraged honeypots with narrowed focus
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It is essential to look at the overall threat landscape

RAID 2018
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A Recent Year On the Internet

• The Internet ecosystem has changed in the last decade
vIncreased Internet penetration 
vInternet itself has evolved as well

• This increase in volume of Internet connected population poses 
a more broadened threat

• We again revisit honeypots to understand the threat landscape 
posed to Internet-connected systems

36



The Honeypot
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The Honeypot

• Deployed by Rapid7 as part of Project Heisenberg1

vGlobally distributed network of honeypots
vTimeline – July 2020 to June 2021
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The Honeypot

• Deployed by Rapid7 as part of Project Heisenberg1

vGlobally distributed network of honeypots
vTimeline – July 2020 to June 2021

• We analyze the exploitation events observed by the honeypots, 
as identified by Suricata
v7 billion connections raise 806 million alerts
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Suricata Alerts

• Suricata rules assign a short description to the alerts 
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alert tcp any any -> any any (msg: "ATTACK CoronaBlue/SMBGhost
DOS/RCE Attempt (CVE-2020-0796)"; flow: established; content:
"|FC|SMB"; depth: 8; byte_test: 4, >, 0x800134, 8, relative,
little; reference: url,www.mcafee.com/blogs/other-blogs/mcafee-
labs/smbghost-analysis-of-cve-2020-0796; reference: cve, 2020-
0796; reference: url, github.com/ptresearch/AttackDetection;
classtype: attempted-admin; sid: 10005777; rev: 2;)
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Suricata Alerts

• Suricata rules assign a short description to the alerts 
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alert tcp any any -> any any (msg: "ATTACK CoronaBlue/SMBGhost
DOS/RCE Attempt (CVE-2020-0796)"; flow: established; content:
"|FC|SMB"; depth: 8; byte_test: 4, >, 0x800134, 8, relative,
little; reference: url,www.mcafee.com/blogs/other-blogs/mcafee-
labs/smbghost-analysis-of-cve-2020-0796; reference: cve, 2020-
0796; reference: url, github.com/ptresearch/AttackDetection;
classtype: attempted-admin; sid: 10005777; rev: 2;)

Doesn’t say much on association with 
malicious campaigns or threat characteristics!



OSCTI for Alert Summarization
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OSCTI for Alert Summarization
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Campaign Inference

Open Source
Intelligence

§ Signature
§ Category
§ Reference

Attack Inference
§ Attack Vectors
§ Applications
§ Impact

§ Campaigns
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• We find that well-known malware behavior persist over time
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Behavior Persistence

• We find that well-known malware behavior persist over time
v Prevalence of known malware behavior after more than a 

decade 
vImplying, existing defenses such as blacklisting and threat 

intelligence sharing are insufficient at eradicating known 
threats
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Persistence of Rogue Networks

AS (Alerts)

AS16276 (3.9%) AS174 (0.09%) AS109290.0002%

AS4134 (0.5%) AS26496 (0.09%) AS48031 (0.0001%)

AS4837 (0.3%) AS28753 (0.01%) AS3595 (0.00003%)

AS3265 (0.2%) AS35908 (0.003%) AS44050 (0.000004%)

AS4812 (0.1%) AS27715 (0.002%) AS41665 (0.000001%)

AS36351 (0.1%) AS41075 (0.002%)
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Persistence of Older Threats

• ~ 40.6M alerts due to vulnerabilities disclosed > 10 yrs. ago

54

Vulnerability Weakness Product Severity Malware Campaign Alerts

CVE-1999-0517 Unauthorized Access SNMP High
Gafgyt, RATs, Cobalt 
Strike 43.4K

CVE-2002-0012/13Privilege Escalation SNMP High

CVE-2001-0540 Memory Exhaustion
RDP - Windows 
NT Medium

Fileless, Cobalt 
Strike, Zeus 2K

CVE-2003-0818
Remote Command 
Execution

Windows NT 4.0, 
2000, and XP High

Emotet, Qakbot, 
Trickbot 83

CVE-2002-0953 Code Injection
PHP - PHP Addr. 
before 0.2f High RATs 43



Campaign Trends
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• We identified 118 campaigns in 
total
vMapped them to six attributes



Campaign Trends
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• We identified 118 campaigns in 
total
vMapped them to six attributes

Fileless
47%

Financial
12%

Stealers
9%

Govt./C.I.
6%

Spyware
2%

Others
24%



Collaborative Exploitation

• Example: The SMBGhost vulnerability
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v6 subnets use 100 or more hosts each
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• Example: The SMBGhost vulnerability
v53% of alerts arise from subnets that use multiple hosts
v6 subnets use 100 or more hosts each
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• Uses 254 of 256 hosts
• Daily Average: 1 alert/day



Geographical Movement of Exploits

• Example: Oracle WebLogic Vulnerability (CVE-2020-14882)
v322K alerts in a span of 240 days
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Geographical Movement of Exploits

• Example: Oracle WebLogic Vulnerability (CVE-2020-14882)
v322K alerts in a span of 240 days
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Geographical Movement of Exploits

• Example: Oracle WebLogic Vulnerability (CVE-2020-14882)
v322K alerts in a span of 240 days

62

0

0.2

0.4

0.6

0.8

1

0
5

10
15
20
25
30
35

Oct-
20

Nov
-20

Dec-
20

Jan
-21

Feb-
21

Mar-
21

Mar-
21

Apr-
21

May-
21

Jun
-21

Jul
-21

Cu
m

ul
at

iv
e A

le
rts

Sp
re

ad

Alert Date

# Countrires # Alerts

• First: Oct. 31𝑠𝑡, 8:30 pm - China
• 1.5 hrs. later – Russia



Geographical Movement of Exploits

• Example: Oracle WebLogic Vulnerability (CVE-2020-14882)
v322K alerts in a span of 240 days
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Geographical Movement of Exploits

• Example: Oracle WebLogic Vulnerability (CVE-2020-14882)
v322K alerts in a span of 240 days
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• 1.5 hrs. later – Russia
• Day 3 - Hong Kong, Germany, 

and Netherlands
• A week later – 9 countries



Geographical Movement of Exploits

• Example: Oracle WebLogic Vulnerability (CVE-2020-14882)
v322K alerts in a span of 240 days
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Geographical Movement of Exploits

• Example: Oracle WebLogic Vulnerability (CVE-2020-14882)
v322K alerts in a span of 240 days
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• First: Oct. 31𝑠𝑡, 8:30 pm - China
• 1.5 hrs. later – Russia
• Day 3 - Hong Kong, Germany, 

and Netherlands
• A week later – 9 countries
• Until March 18th – 5 countries 

per day (but, 65% of alerts)
• In the next 18 days, 59 

countries are added
• Overall - 85 countries targeted
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• We analyze a dataset of 806 million alerts from 7 billion 
connections made by 662 honeypots
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Conclusion

• We analyze a dataset of 806 million alerts from 7 billion connections 
made by 662 honeypots
• We design an OSCTI framework and gather attack and campaign 

inferences from the alerts
• We find that 17 networks involved in malware campaigns today 

overlap with the 24 rogue networks reported > 10 yrs. Ago
• Vulnerabilities disclosed >10 yrs. ago are still being actively 

exploited by various campaigns, e.g., APTs, RATs, and Emotet
• We find empirical evidence of shared strategies among campaigns, 

shared infrastructure among campaigns and collaborative 
exploitation to amplify impact
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Thank you!

Get in touch:
Afsah Anwar
afsahanwar@gmail.com
https://www.afsah.org/

Learning from Authoritative Security Experiment Results (LASER) Workshop

mailto:afsahanwar@gmail.com

