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Motivation

• ICS control critical infrastructure

• Popular ICS protocols do not provide security

• This enables process manipulation

• Legacy devices/protocols cannot be secured

• Anomaly detection was proposed to detect
anomalies

• In our work we study the security of anomaly
detectors
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ABSTRACT
Off-the-shelf intrusion detection systems prove an ill fit for
protecting industrial control systems, as they do not take
their process semantics into account. Specifically, current
systems fail to detect recent process control attacks that
manifest as unauthorized changes to the configuration of
a plant’s programmable logic controllers (PLCs). In this
work we present a detector that continuously tracks updates
to corresponding process variables to then derive variable-
specific prediction models as the basis for assessing future
activity. Taking a specification-agnostic approach, we pas-
sively monitor plant activity by extracting variable updates
from the devices’ network communication. We evaluate the
capabilities of our detection approach with traffic recorded
at two operational water treatment plants serving a total of
about one million people in two urban areas. We show that
the proposed approach can detect direct attacks on process
control, and we further explore its potential to identify more
sophisticated indirect attacks on field device measurements
as well.

1. INTRODUCTION
Industrial control systems (ICS) monitor and control phys-

ical processes, often inside critical infrastructures like power
plants and power grids; water, oil and gas distribution sys-
tems; and production systems for food, cars, ships and other
products. As these environments differ from traditional IT
systems, they also face unique security challenges that ren-
der effective protection challenging. Off-the-shelf intrusion
detection systems (IDS) prove a particularly ill fit. Classic
signature matching requires precise patterns of anticipated
intrusions—an unrealistic assumption in a setting where at-
tacks remain rare overall, yet may carefully target their
victims—and existing behavioural approaches fail to incor-
porate the domain-specific context of operating in these spe-
cialized environments [18]. While a few network IDS now
include ICS-specific protocol support, their capabilities re-
main limited to finding low-level technical attacks, such as
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protocol violations and buffer overflow exploits. They fail,
however, to address the fundamentally different threat of
malicious changes to a plant’s process control. Stuxnet repre-
sents the most prominent example of such an attack: it ma-
nipulated the speed of centrifuges to run outside of their op-
erational range, eventually causing physical damage. While
Stuxnet demonstrates a level of sophistication that is feasible
only for the most resourceful attackers, SABOT [26] lowers
the bar for similar attacks by recovering the mapping be-
tween the memory of programmable logic controllers (PLC)
and the actual process inputs.

To report process control modifications, an IDS can mon-
itor the status of PLC variables: these attacks manifest as
unauthorized changes to a device’s parametrization (e.g.,
setpoints, status). In practice, however, it proves challeng-
ing to provide an otherwise independent IDS with access to
such process-level PLC activity. The combination of a PLC’s
embedded nature, its critical role in a plant’s operation, and
its often proprietary internals, all but prohibits creating a
direct interface to an external monitor. It turns out, how-
ever, that an alternative approach can provide the relevant
information without touching the device: as any configura-
tion changes must reach the PLC through the ICS’ network
infrastructure, one can passively monitor the network traffic
for the corresponding update commands. Doing so proves
non-obtrusive and, hence, easy to deploy and scale: it re-
quires just a standard network tap that provides the IDS
with a copy of the PLCs’ traffic.

In this work we develop such a semantic, network-based
IDS. Our system extracts process operations from a PLC’s
raw network packets, and then constructs a corresponding
time series for each process variable to understand its ex-
pected activity. We derive variable-specific forecasting mod-
els that partially borrow from the process safety commu-
nity’s established domain expertise, and we assess their pre-
dictive power with an initial objective to understand where
they work well, yet also cases that fail to yield a stable base-
line. For our analysis we use Modbus traffic recorded over
two-week periods at two operational water treatment plants
serving a total of about one million people in two urban
areas.

Our results show that this approach allows for straight-
forward detection of direct attacks on process control: they
manifest as changes to variables that normally would stay
stable, enabling to detect the corresponding attacks that the
recent literature discusses. We further explore the potential
for extending this approach to indirect process control at-
tacks, which reflect only as deviations in field measurements,
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ABSTRACT
Recent incidents have shown that Industrial Control Systems (ICS)
are becoming increasingly susceptible to sophisticated and tar-
geted attacks initiated by adversaries with high motivation, domain
knowledge, and resources. Although traditional security mecha-
nisms can be implemented at the IT-infrastructure level of such
cyber-physical systems, the community has acknowledged that it
is imperative to also monitor the process-level activity, as attacks
on ICS may very well influence the physical process. In this paper,
we present pasad, a novel stealthy-attack detection mechanism
that monitors time series of sensor measurements in real time for
structural changes in the process behavior. We demonstrate the
effectiveness of our approach through simulations and experiments
on data from real systems. Experimental results show that pasad is
capable of detecting not only significant deviations in the process
behavior, but also subtle attack-indicating changes, significantly
raising the bar for strategic adversaries who may attempt to main-
tain their malicious manipulation within the noise level.
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1 INTRODUCTION
Industrial Control Systems (ICS) are often found in critical infras-
tructures, such as transportation, aerospace, electricity grids, nu-
clear plants, and gas distribution systems to name a few. Unlike
traditional IT systems, which mainly manage data, ICS control
physical processes. The need to secure these critical cyber-physical
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systems cannot be overemphasized as the impact of cyber attacks
is no longer bounded by financial losses due to some service dis-
ruption or loss of data. Cyber attacks on control systems can cause
irreparable physical damage to equipment in safety-critical facili-
ties, raw sewage to spill out into local parks and rivers, large-scale
power blackouts, and severe damage to a nation’s critical assets on
which normal societal functioning depends. In recent years, sev-
eral incidents have been reported indicating that ICS are becoming
increasingly exposed to targeted attacks, allegedly initiated by ad-
versaries with enough skills and resources to circumvent security
measures at the IT-infrastructure level and trigger unwanted behav-
iors in the underlying physical process. Stuxnet [10, 14], the German
steel-mill attack [33], the Maroochy water breach [2], Triton [25],
and the growing number of attacks on energy networks [34, 53] are
just a few cases in point. This issue is even being addressed in high-
level forums such as in the 2018 World Economic Forum meeting in
Davos, where concerns have been raised about the consequences
of successful attacks on water supply or nuclear power stations,
which have potential to claim many lives and throw communities
into chaos [3].

Due to the high rewards that the attacks on ICS can realize, these
systems are becoming attractive targets for cyber criminals. Con-
sequently, ICS-specific malware and targeted attacks are growing
both in diversity and sophistication. In addition to the prominent
Stuxnet worm, other pieces of malware designed specifically for
ICS, such as the Dragonfly malware [41], and attacks specifically
targeting Programmable Logic Controllers (PLCs), including the
PLC-Blaster worm [47], the Ladder Logic Bombs [20], and the PLC
Pin Control attack [1] have started to surface.

Evolving from isolated systems running proprietary control pro-
tocols using specialized hardware and software, ICS are increas-
ingly adopting IT solutions by using industry-standard network
protocols and operating systems to promote corporate connectiv-
ity and meet performance requirements [48]. The integration of
standard IT-based solutions is making these systems considerably
less isolated from the outside world, and introducing a host of new
vulnerabilities inherited from the IT sector. According to a 2017
SANS survey [21], 69% of security practitioners perceive the cur-
rent cyber-threat level in ICS as critical or high, a whooping 26%
increase from just two years before.

One fundamental difference between traditional IT-based sys-
tems and industrial control systems is that the latter interact with
the physical world. Conventional off-the-shelf intrusion detection
systems prove ill-fit for the ICS domain because they do not take
process semantics into account [22]. Reportedly, in the latest attack
on the power grid in Ukraine, hackers are thought to have hidden,
undetected for six months, in the energy company’s IT network,
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Abstract—Industrial Control Systems (ICS) consisting of inte-
grated hardware and software components designed to monitor
and control a variety of industrial processes, are typically de-
ployed in critical infrastructures such as water treatment plants,
power grids and gas pipelines. Unlike conventional IT systems,
the consequences of deviations from normal operation in ICS have
the potential to cause significant physical damage to equipment,
the environment and even human life. The active monitoring of
invariant rules that define the physical conditions that must be
maintained for the normal operation of ICS provides a means to
improve the security and dependability of such systems by which
early detection of anomalous system states may be achieved,
allowing for timely mitigating actions – such as fault checking,
system shutdown – to be taken. Generally, invariant rules are pre-
defined by system engineers during the design phase of a given
ICS build. However, this manually intensive process is costly,
error-prone and, in typically complex systems, sub-optimal. In
this paper we propose a novel framework that is designed to sys-
tematically generate invariant rules from information contained
within ICS operational data logs, using a combination of several
machine learning and data mining techniques. The effectiveness of
our approach is demonstrated by experiments on two real world
ICS testbeds: a water distribution system and a water treatment
plant. We show that sets of invariant rules, far larger than those
defined manually, can be successfully derived by our framework
and that they may be used to deliver significant improvements in
anomaly detection compared with the invariant rules defined by
system engineers as well as the commonly used residual error-
based anomaly detection model for ICS.

Keywords—industrial control systems, anomaly detection, in-
variant rules, machine learning.

I. INTRODUCTION

INDUSTRIAL Control systems (ICS) are used for the
monitoring and controlling of various industrial processes.

Typically, these systems are found in critical infrastructure
assets such as chemical plants, water treatment and distribution
systems, power generation, transmission and distribution facil-
ities, etc. Though ICS have been used for many years, they

were primarily designed as isolated from other systems and
networks in an “air gapped” environment. However, recently,
in the pursuit of numerous operational gains, modern Infor-
mation and Communication Technologies (ICT) have been
widely integrated into ICS, leading to their transformation from
standalone systems to highly interconnected cyber-physical
systems. Viewed through a security lens, many of these gains
have been achieved at a cost of increased security risk. As
an example, the advantages of remote access to ICS for
monitoring and control are clear for day-to-day operations,
but these may be countered by the significant increase in
the system’s exposure to cyber security threats present on the
wider Internet. Unlike conventional IT systems, compromised
operation or a failure in ICS has the potential to cause signif-
icant physical damage to national infrastructure and possible
cascading failures, resulting in impacts that can include large
scale power outages, disruption to health-service operations,
compromised public transport safety, environmental damage
and even direct loss of life.

The Industrial Control Systems Cyber Emergency Re-
sponse Team (ICS-CERT) provides evidence of the security
risks posed to ICS. In 2014 ICS-CERT reported 245 incidents
of cyber attacks from its trusted industrial partner network
[1], a level which increased to 295 [2] and 290 [3] in 2015
and 2016 respectively. Furthermore, one of the most notorious
cyber security attacks to date took place in 2009/10 against
the ICS of a nuclear facility situated in Natanz, Iran. In
this incident a computer worm known as Stuxnet [4] was
used to infect and manipulate Programmable Logic Controllers
(PLCs), resulting in significant physical damage to centrifuges
at the plant and instigating international debate on the cyber
security offensive capabilities of nation states. Similarly, a
following ICS cyber security incident in late 2014 resulted in
significant physical damage to a blast furnace in a German steel
mill [5] and, more recently still, Ukrainian’s capital city Kiev
lost approximately one-fifth of its required power capacity as
a result of an ICS cyber attack in 2016, causing a massive
blackout that affected 225,000 citizens [6].

Due to the increasing number of reported cyber attacks and
the serious consequences of their malfunction, much research
work has been done to develop anomaly detection mechanisms
to improve the resilience of ICS to both cyber attacks and
physical faults in the recent years. Such mechanisms often
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Abstract—This paper presents a novel unsupervised approach
to detect cyber attacks in Cyber-Physical Systems (CPS). We
describe an unsupervised learning approach using a Recurrent
Neural network which is a time series predictor as our model.
We then use the Cumulative Sum method to identify anomalies
in a replicate of a water treatment plant. The proposed method
not only detects anomalies in the CPS but also identifies the
sensor that was attacked. The experiments were performed on
a complex dataset which is collected through a Secure Water
Treatment Testbed (SWaT). Through the experiments, we show
that the proposed technique is able to detect majority of the
attacks designed by our research team with low false positive
rates.

Keywords—Anomaly detection, Cyber-physical systems, Recur-
rent neural network, Cumulative sum

I. INTRODUCTION

Cyber-Physical Systems (CPSs) are interconnected physical
systems for mission-critical tasks. Examples of such systems
include water treatment and distribution plants, power grids
and autonomous vehicles. Many of these systems are net-
worked for remote monitoring and control. When such systems
are connected to the internet, they become susceptible to cyber
attacks. A few examples of cyber-attacks includes the 2016
cyber attack on a Ukraine power plant [9], the Stuxnet worm
that targeted a nuclear power plant [5], and the insider threat
on Australia’s Moochy Water services that occurred in 2000
[14]. Hence, there is an impending need to secure such CPSs
against such scenarios.

Behavioral-based approaches are one of the techniques used
in intrusion detection systems. Such approaches are classified
into supervised and unsupervised techniques. In the supervised
approach ([4], [7], [8]), training labelled data that comprises
of both normal and abnormal behaviours are provided to the
model to learn. However, labelled data of CPSs are very
difficult to obtain especially for attack data and also, simulated
data may not be realistic. In such scenarios, unsupervised
learning have the advantage of not requiring any abnormal
data in the training phase. Although promising in detecting
abnormality, majority of the work that utilises unsupervised
learning ([12], [13]) has resulted in very high false positives.

In this work, we propose the use of a Long Short Term
Memory Recurrent Neural Network (LSTM-RNN) to predict
a sequence of data for anomaly detection. As anomalies or
cyber-attacks typically occur over time, correlating time-series
data provides us with information over time that can be used

to better identify an anomaly. LSTM-RNN have demonstrated
to be useful for learning sequences containing patterns of
unknown length. In addition, stacking recurrent hidden layers
in a neural networks has shown to capture the structure of the
time series [10]. To the best of our knowledge, the only other
works that utilises Recurrent Neural Networks in this domain
are by Al-Jarrah et al. [3] and Malhotra et al. [11]. However,
Al-Jarrah’s work is in Intrusion Detection System (IDS) for
network traffic monitor with the aim of detecting attacks and
classifying them into host sweep or port scan. In [11], the
authors used RNN for modelling several real-world time series
data. Anomalies were detected based on the probability error
above a pre-defined fixed threshold which causes many false
positives. Ours differs by using LSTM-RNN for learning the
temporal behaviour of the data in CPSs and using Cumulative
Sum (CUSUM) for anomaly detection in this domain.

We use the LSTM-RNN as a predictor to model the normal
behaviour and subsequently, the Cumulative Sum method to
identify abnormal behaviours. This method is very useful in
real-world CPS where instances of abnormal behaviours are
rare. The goal of this paper is to provide a novel approach
to behavioural-based intrusion detection in CPSs. The key
contributions of this paper are:

1) Modelling of normal behaviour in a CPS using unsuper-
vised deep learning through a data-driven approach

2) Identifying the sensor that exhibits abnormal behaviour
3) Validation of proposed method on Secure Water Treat-

ment (SWaT) testbed1

The novelty of our work are as follows: our work is in
the area of water critical infrastructure. More importantly, our
prediction model is based on data obtained from a Secure
Water Treatment (SWaT) testbed which is a scaled down
replicate of a industrial water treatment plant, thus reflecting
the complexity often found in a real plant. Next, our approach
uses a time based neural network that takes into consideration
a sequence of information as opposed to features obtained in
a single second; and this allows for lower false positive rates.
Lastly, not only does our proposed method detect anomalies,
it is also capable of identifying which sensor the anomaly is
occurring at.

The remaining of our paper is organised as follows: Section
II describes our proposed method. In section III, we briefly

1http://itrust.sutd.edu.sg/research/testbeds/secure-water-treatment-swat/
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Deep-Learning Approach to the Detection and
Localization of Cyber-Physical Attacks

on Water Distribution Systems
Riccardo Taormina1 and Stefano Galelli, M.ASCE2

Abstract: The recent increase in frequency and severity of cyber-physical attacks on water treatment plants and distribution systems calls
for the development of intrusion detection schemes that help protect these critical infrastructures. This paper contributes an algorithm
specifically designed for detecting and localizing cyber attacks against water distribution systems. The algorithm builds on the idea of learn-
ing a data-driven model that reproduces the patterns of all hydraulic processes observed within a distribution system: the model is trained
using data pertaining to normal operating conditions, in order to poorly reproduce anomalous patterns, such as those induced by cyber attacks.
The modeling process is carried out using autoencoders, a deep learning neural network architecture capable of building a compressed and
meaningful representation of high-dimensional input data patterns. The algorithm is developed and tested on three data sets devised for the
Battle of the Attack Detection Algorithms—the only open-source data available, at this stage, for research in cyber security of water networks.
Results show that the detection algorithm can identify all attacks featured in the data sets, including those compromising data integrity. The
algorithm has two additional important features: it localizes the components under attack, and it is developed using only data pertaining
to normal operating conditions, which are generally available to water utilities. DOI: 10.1061/(ASCE)WR.1943-5452.0000983. © 2018
American Society of Civil Engineers.

Author keywords: Water distribution systems; Event detection; Deep learning; Cyber security; Cyber-physical attacks; Autoencoders.

Introduction

Recent advances in continuous monitoring of water distribution
networks have prompted the development of analytics that process
the data stored in the supervisory control and data acquisition
(SCADA) system to make predictions about future states of the net-
work or to estimate the value of unmeasurable variables. For exam-
ple, flow, pressure, and water quality data are routinely used to
identify pipe bursts (Wu et al. 2016), leakages and backflows
(Gong et al. 2016), or contamination events (Housh and Ostfeld
2015; Oliker et al. 2016). Furthermore, real-time data are used
for prescriptive purposes, that is, to inform the operation of pumps,
valves, and other hydraulic actuators (Van Zyl et al. 2004; Creaco
et al. 2017). The flipside of this technological advancement is the
increased vulnerability of water distribution systems to cyber-
physical attacks (Rasekh et al. 2016): SCADA, programmable logic
controllers (PLCs), sensors, and communication networks represent
an attack surface that hackers can exploit to steal sensitive informa-
tion, cut off water supply, or even compromise water quality (Slay
and Miller 2008). According to the US Department of Homeland
Security, water distribution systems and treatment plants are indeed

among the most targeted critical infrastructures (ICS-CERT
2015, 2016).

Identifying such threats is important. Similar to a contaminant
event detection problem, in principle, on-line SCADA data and the
predictive analytics mentioned previously could be used to disclose
the presence of a cyber-physical attack. In practice, these analytics
may be challenged by some unique features of cyber attacks. First
and foremost, SCADA systems are a potential target, meaning that
SCADA data may contain information deliberately introduced to
fool the operators—a circumstance that is typically not considered
by contaminant event detection systems (Arad et al. 2013; Oliker
and Ostfeld 2014; Housh and Ostfeld 2015). Second, data compro-
mised by a cyber attack may contain not only outliers but also con-
text anomalies, namely, observations classified as abnormal only
when viewed against other variables that characterize the behavior
of the water system (Hayes and Capretz 2015). For instance, in the
case of a pump controlled on the basis of the water level in a tank,
an attack that maliciously activates the pump when the tank water
level is high could be detected by comparing the pump status with
the tank water level.

A possible way to cope with these challenges is to leverage
the interdependence of the physical processes within the water
distribution system, which entails adopting a multisite detection
approach based on the simultaneous analysis of all data contained
in the SCADA system. The rationale is that the correlation between
the data collected by different sensors should help reveal outliers,
contextual anomalies, as well as inconsistencies in the data caused
by the alteration of some SCADA observations. Such an approach
has been partially explored in the context of contamination source
identification. Koch and McKenna (2011), Yang and Boccelli
(2016), and Oliker et al. (2016), for instance, used simulated water
quality data to develop a spatial analysis of online measurements
provided by different stations. More recently, Housh and Ohar
(2017) proposed a multisite model-based method to integrate a
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ABSTRACT
This paper presents a study on detecting cyber attacks on industrial
control systems (ICS) using convolutional neural networks. The
study was performed on a Secure Water Treatment testbed (SWaT)
dataset, which represents a scaled-down version of a real-world
industrial water treatment plant. We suggest a method for anom-
aly detection based on measuring the statistical deviation of the
predicted value from the observed value. We applied the proposed
method by using a variety of deep neural network architectures
including different variants of convolutional and recurrent net-
works. The test dataset included 36 different cyber attacks. The
proposed method successfully detected 31 attacks with three false
positives thus improving on previous research based on this dataset.
The results of the study show that 1D convolutional networks can
be successfully used for anomaly detection in industrial control
systems and outperform recurrent networks in this setting. The
findings also suggest that 1D convolutional networks are effective
at time series prediction tasks which are traditionally considered to
be best solved using recurrent neural networks. This observation is
a promising one, as 1D convolutional neural networks are simpler,
smaller, and faster than the recurrent neural networks.

KEYWORDS
Anomaly detection; Industrial control systems; convolutional neu-
ral networks
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1 INTRODUCTION
Industrial control systems (ICSs) are widely used and vital to vari-
ous sectors, including the pharmaceutical industry, manufacturing,
and critical infrastructures, such as electricity, water treatment
plants, and oil refineries. Historically, these systems ran on pro-
prietary hardware and software in physically secure locations, but
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more recently they have adopted common information technology
(IT) stack and remote connectivity. These changes increase the
likelihood of cyber security vulnerabilities and incidents [40]. A
number of high impact cyber attacks have been reported in recent
years, including the attack on a power grid in the Ukraine in Decem-
ber 2015 [45], the infamous Stuxnet malware that targeted nuclear
centrifuges in Iran, and recent attacks on a Saudi oil company [3].

Thus, the ability to detect cyber attacks on ICSs has become
a critical task. In this work we focus on an anomaly detection
approach, in which we attempt to detect anomalous behavior of
the system at the physical level. This approach is based on the
assumption that the ultimate goal of the attacker is to influence
the physical behavior of the system and aims at protecting the
system beyond the network level line of defense. Physical level
based anomaly detection can also facilitate early detection and
remediation of faulty equipment, which can be of great economical
value.

Anomaly detection methods can be based on rules or models of
the system [35] [42] [22]. Unfortunately, creating a precise model
of complex physical processes is a very challenging task. It requires
an in depth understanding of the system and its implementation,
which is time consuming and cannot scale well to large and com-
plex systems. An alternative approach which has recently been the
focus of interest utilizes machine learning to model ICSs and detect
anomalous behavior. A number of studies using supervised ma-
chine learning for anomaly detection in ICSs have been published
recently [1] [15]. Supervised learning requires labeled training data
for normal and attack scenarios, however labeled data for cyber
attacks may be difficult to acquire, and this data will naturally not
include unknown attack classes. Recently, unsupervised machine
learning was shown to be effective [7] [19] for detecting cyber
attacks using data obtained from a dedicated water plant testbed
(SWaT) [6] which was built to support research related to the de-
sign of secure cyber physical systems (CPSs). In [7] the authors
use a recurrent neural network (RNN) to detect attacks on a sin-
gle stage of the six-stage water purification process and report
the detection of nine out of ten attacks with four false positives.
In addition, [19] compare the performance of a long short term
memory (LSTM) based deep neural network (DNN) and one-class
SVM to detect attacks on all stages of the same process. They show
some improvement, with F1 = 0.8 for DNN when measured per
log record.

In this work, we present further research on various architec-
tures of unsupervised DNNs to detect cyber attacks on all stages of
the SWaT dataset. The main goals of this study are to: (1) identify an
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Research Questions

• RQ1: Are there fundamental properties that are checked by the anomaly detectors in
order to identify anomalies?

• RQ2: How resilient are different model-free anomaly detection approaches against
generic concealment attacks?

• RQ3: How do generic concealment attacks compare against prior work that
targeted neural network-based detectors?
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System and Attacker Model

Sensor

42.42

HMI

HMI

Anomaly Detector

Sensor

42.42

HMI
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RQ1 — Consistency Properties

Example: Water tank

State-space

{xk+1 = Axk + Buk

yk = Cxk + Duk

Spatial

ŷk = Cxk + Duk

Temporal

ŷk+1 = Cxk+1 + Duk

Statistical

µyk , σyk
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RQ2 — Consistency Verification: Generic Concealment
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Target Anomaly Detectors

AR [1, 5, 8]
Train:
Autoregressive
model

Xt = c+
p

∑
i=1

γiXt−i + ϵt

Detection: CUSUM
on residuals

PASAD [1]
Train: SVD and
Clustering
Detection:
Distance from the
cluster centroid

SFIG [3]
Train: Predicate
generation and
Invariant mining
Detection:
Invariant checking

PU_ON → Sp = 3

PU_OFF → Sp = 0

AE [7, 4, 6]
Train: FC, CNN,
LSTM DNNs.
Detection:
Residuals
distribution

We apply the framework to the BATADAL dataset.
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Results
Detected

Detector Constr. Replay Random Replay Stale

AR [1, 5, 8] N.A. ✓ ✗

PASAD [1] N.A. ✗ ✓

SFIG [3] ✗ ✓ ✗

AE FC [7] ✓ ✗ ✗

AE LSTM [4] ✓ ✓ ✗

AE CNN [6] ✓ ✗ ✗

Countermeasure ✓ ✓ ✓

Your Detector ? ? ?

- Our proposed framework and dataset enable the detector’s verification.
- Learning-based [2] attack transfers to other models, generic concealment better.
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Understanding PASAD Results

• Compute Projection Marix: P

• Centroid calculation: c = P 1
K ∑K

i=1 wi

• Distance tracking: Dj = ∣∣c − Pxj∣∣2
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Conclusion

Thank you — Questions?
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