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» Background
Mining: solve cryptographic problems

Pool manager
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Why miners choose to mine in
a mining pool?

v' To get a steady reward other than pure luck
*  PPoW: partial proof-of-work (less difficult)
FPoW: full proof-of-work (building block)
* A miner can share a block reward in terms of

1ts contribution

Pool manager
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» Background

Incentive compatible?

* Miners can get reward proportional to their contribution

Honest mining?
e Submit/Broadcast block once find it

* Get reward proportional to their contribution

Being rational?
* Choose a more profitable blockchain branch when forks occur

* Obey mining rules
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» Background

What is a fork in the Bitcoin system?

M Dropped

“ﬂ<"ﬂ<' 'E<"ﬂ<"ﬂ Attacker

What is infiltration miner?

St

Pool A Pool B
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> Related work
CCS 19
FC "4, CCS "6, S&P 16, ... Fork after withholding+power
Selfish mining (SM) adjusting (PAW)
arXiv ‘11, arXiv ‘14, TIFS 17 CCS 17 ACSAC '22 Our work
Block withholding (BWH) Fork after withholding (FAW) Fork Withholding Attack

under a Protection
Racket (FWAP)

Other attacks:
Bribery attack (FC 16), Routing Attacks (S&P ‘17), Stealthier Partitioning Attack (S&P ‘20) ...
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> Motivation

» This kind of attacks also work for other PoW based cryptocurrencies
 Still no efficient countermeasures without modifying the Bitcoin protocol

* Increase attacker’s reward

Why analyze the Bitcoin system rather than other systems?

* Highest cryptocurrency by market share to date
* Bitcoin can be seen as the first application of blockchain

* Informing further improvements to the Bitcoin system



5‘&| |% SR

6 SINGAPORE UNIVERSITY OF
&, 1032 &F TECHNOLOGY AND DESIGN

VRIJE
UNIVERSITEIT
N°  AMSTERDAM

> FWAP attack  Fork Withholding Attack under a Protection Racket

Attacker Victim pool Colluding pool Others

Infiltration miners:

a
a
A
a

/
. e withhold FPoWs

e protect colluding pool

e wait opportunities to generate forks
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» Theoretical analysis

Reward of attacker:

R"=R_ +R__+R_

1nno 1

REM(rl,rz)—Bi-l-’tlot{(l_rz)a+( B +c 5 j w ]-l—u(rlocl i

B+t,a -7, -1, 1-1,00 )+t

Protection money settings:

* The colluding pool can get more reward in FWAP than in PAW
PM P

R, > Rg

cp

e Colluding pool must be able to afford protection money

R” > R_

cp
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> Protection racket Ry = p+ Ro) = loss
p- RZ{ = loss
Df, : Df _ pPM_ pP . -
Rep: Coll-udmg reward .cho R:p'— Rep; . oss B ) R, { I
p: Protection money ratio, i.e., Ry, = 1+ Ry, ¢t € (0,1)
Df
PM ch - Rg ._REM'
R¢p
R:
p=p+c-(1-p—¢) 2 1 _
Colluding pool Attacker

p: the value of the lower bound of y;
c: Probability of the attacker’s FPoW is selected as the main chain in a fork;
€ € (0, 1) be a small constant that is used to guarantee the minimum colluding reward reserved;

for the colluding pool, e.g., € = 0.01.
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Each attacker is also a victim;

Each attacker has a colluding pool ;

We assume P1 first infiltrate P2;

The game will reach a Nash equilibrium;

Pool manager’s goal is to maximize the pool reward;

Pool reward is not equal to pure reward.
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> Simulation

_ Target pool Colluding pool (cp) | Coefficient C PM Ratio u

=0.1
One Target Pool a=0.2 ,B = 0.2 n =0.2 0~1 0~1
B =03
(B1,B2) =(0.1,0.1)
Two Target pool a=0.2 (B1, B2) =(0.1,0.2) n=20.2 0~1 0~1

(ﬁlr ﬁZ) = (011 03)

ny=n, =0.1 . .
Attack Game a; =0~0.5 a, = 0~0.5 L Uz 0~1 According t.O pricing
n,=0.12,n, =0.08 function
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> Simulation

Coefficient c : the probability of attacker’s block being selected as the main chain;

PM Ratio p: protection money ratio.

£
—_
n

S o =
Relative Extra Reward (%)

(=2

Relative Extra Reward (%)
e

Relative Extra Reward (%)
Relative Extra Reward (%)

—_o N s

Upper plain: reward in FWAP attack 08 | 6o N ‘“‘\L -
Mg, t?:ﬁo,z 1 drih T 02 Coje«\c;\ef‘ 0
lower plain: reward in PAW attack
P (a) RER"M and RER? (b) RERLY and RERE,

Fig. 2: Quantitative analysis results against one pool. (a) and
(b) show the RERs of the FWAP attacker and the colluding pool,
respectively, with varying network capability ¢ and protection money
(PM) ratio p, and constant computational power of attacker, victim
pool, and colluding pool, i.e., « = 0.2, § = 0.2, and n = 0.2.
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Figure 6: Quantitative analysis results of a two-pool FWAP
game according to pool p,’s size a; and coefficient ¢ (CEP - H

cépl) = cém) =c/2) when a; = 0.2.
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Bigger pool has the chance to win the
FWAP attack game.(Avoid miner’s
delemma)

Attacker with bigger colluding pool is
easier to win the game.

The smaller pool will always suffer a

loss despite c.
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> Future work

Multi-pool attack game

Countermeasures without systematically modify the Bitcoin protocol

Analyze the combination of FWAP and other type of attacks, e.g., bribery attack
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Thanks for listening!



