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Motivation

Difficult to find

Increasing crime cases
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Design consideration

1 32

4 65

7 98

* #0

?

Detected by a lens detection APP

Spy camera detection CASE 1 Spy camera detection CASE 2



2022 Samsung Research. All rights reserved

Design consideration

Our approach: Network traffic pattern analysis with smartphone

High usability

No need for dedicated device

High accuracy
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Network traffic characteristics of spy cameras

▪ Video Compression

▪ Intra-Frame (I-Frame): Include whole information of a scene

▪ Inter-frame (P/B-Frame): Encode residuals after frame prediction

→Inter-frame size increases when changes in video increases 

▪ Previous works

▪ Network traffic size pattern according to the user’s movement

I BPB IBB
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Challenges

▪ Challenges to detect spy cameras on wireless networks

▪ Encrypted packets

▪ Large size I-frames

▪ Other types of packets
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Challenges

Video frame size reconstruction

Challenge2: Remove I-frames Challenge3: Remove noises

Challenge1: Packet losses

Inter-frame size extraction

▪ Challenges to infer inter-frame sizes 
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Video frame size reconstruction

▪ Challenge1: Packet losses

P

?
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Seq. number   1    2    3    4    5                 6    7    8    9

Seq. number   1    2    3    4                       6    7    8    9

Packet loss!
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Inter-frame size extraction

Challenges

Video frame size reconstruction

Challenge2: Remove I-frames Challenge3: Remove noises

Challenge1: Packet losses
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Inter-frame size extraction
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Remove I-frames 

Remove same sized and 
small noise frames 

Remove noise frames which 
shows bimodal distribution 
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▪ Challenge2: Remove I-frames

▪ Challenge3: Remove noises
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3 Steps of SCamF

▪ Propose SCamF to detect and localize wireless spy camera

Camera Traffic 
Classification

Spy Camera
Detection

Spy Camera 
Localization
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3 Steps of SCamF

Camera Traffic 
Classification

Spy Camera
Detection

Spy Camera 
Localization

▪ SCamF classifies camera and non-camera traffic to reduce the number
of candidate spy cameras
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Camera Traffic Classification
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3 Steps of SCamF

Camera Traffic 
Classification

Spy Camera
Detection

Spy Camera 
Localization

▪ SCamF verifies the thus-identified devices are indeed spy cameras 
recording the user’s movements
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Spy camera detection

User

SpyFinder

Legal cameraSpy camera

Inner Space: ROOM A Inner Space: ROOM B

Building (e.g., Hotel)

Target scenraio False positive scenrio

▪ SCamF calculates the correlation between inter-frame size changes and 
the user movement to minimize false positives 
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Spy camera detection
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3 Steps of SCamF

Camera Traffic 
Classification

Spy Camera
Detection

Spy Camera 
Localization

▪ SCamF localizes the detected spy cameras by observing the video frame 
size pattern according to the distance between a spy camera and a user
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Spy camera localization

SCamF

Spy 
Camera

AP

Peak Finding AlgorithmApply adaptive threshold
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Experimental Setup

20 wireless cameras in online stores
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Performance of SCamF

Spy camera 

installation position
[2][1]

Spy camera classification

Spy camera detection Spy camera localization

[1] Yushi Cheng, Xiaoyu Ji, Tianyang Lu, and Wenyuan Xu, On Detecting Hidden Wireless Cameras: A Traffic Pattern-based Approach. IEEE TMC 20
[2] Akash Deep Singh, Luis Garcia, Joseph Noor, and Mani Srivastava, I Always Feel Like Somebody’s Sensing Me! A Framework to Detect, Identify, and Localize 
Clandestine Wireless Sensors. USENIX Security 21
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Summary

▪ Propose a fine-grained encrypted traffic analysis approach, SCamF to 
detect and localize spy cameras

▪ Extract Inter-frame size information from encrypted Wi-Fi traffic

▪ Determine both the presence and the location of spy cameras 

▪ Achieve high accuracy and low false positives 
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