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Seed scheduling refers to selecting an execution 

path for exploring its neighbor paths 

Initial test cases

Coverage-based greybox fuzzing(CGF) Research question



Motivation

2

t1

t2

Motivating example

Initial seeds



Motivation

2

Motivating example

t3 t4

t5

Seed mutation

t1

t2

New seedsInitial seeds



Motivation

2

Motivating example

t3 t4

t5

Seed mutation

t1

t2

New seedsInitial seeds



Motivation

2

Motivating example

t3 t4

t5

Seed mutation

t1

t2

New seedsInitial seeds

Seed scheduling strategy should consider both the relationships 

among seeds and the individual features of seeds.



Seed Mutation Tree

• Insight 

We leverage the mutation relationships among seeds to construct a “seed mutation tree”, which can be 

an approximation of the execution tree.
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MCTS-based Seed Scheduling

• Seed scheduling on seed mutation tree
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MCTS-based Seed Scheduling

• Seed scheduling on seed mutation tree
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𝒒𝒊 : the number of branches only covered by node 𝑖 compared to other sibling nodes.

𝒏𝒊 : the selected time of node i . 𝑵𝒊: the selected time of the parent node. 



Evaluation

• Prototypes

• Alphuzz

• Alphuzz++

• Datasets (24 hours,10 rounds)

• 188 CGC binaries

• 18 UniFuzz binaries

• 12 real-world binaries

• Baseline technologies

• AFL-based: AFL, AFLFast, FairFuzz, EcoFuzz

• AFL++-based: AFL++, AFL-Hier++
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Evaluation

◼ Code coverage

◼ UniFuzz (AFL-based)
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AFL: 15

AFLFast:15

EcoFuzz: 16

FAirFuzz:14



Evaluation

◼ Code coverage

◼ UniFuzz (AFL++-based)

AFL++: 14

AFL++-Hier: 15
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Evaluation

◼ Vulnerability detection

◼ CGC
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Evaluation

◼ Vulnerability detection

◼ UniFuzz
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◼ 12 real-world binaries

3 new CVEs



Evaluation

◼ Throughput
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◼ Parameter k



Conclusion

◼ New insight

◼ Key observation: the relationships among seeds are valuable for seed scheduling.

◼ Seed mutation tree

◼ New fuzzing technology

◼ MCTS-based seed scheduling strategy. 

◼ Open-source implementation
◼ https://github.com/zzyyrr/Alphuzz_overview.git
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Thank you!

Alphuzz: Monte Carlo Search on Seed-Mutation Tree 

for Coverage-Guided Fuzzing
Yiru Zhao, Xiaoke Wang, Lei Zhao, Yueqiang Cheng, and Heng Yin

Corresponding author: Lei Zhao, email: leizhao@whu.edu.cn


