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Biometric Authentication
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Physiological characteristics

Behavioural characteristics

fingerprint

face

iris 

signature

voice

EEG （brainwave）

Suffer from spoofing attacks

Cannot be forcibly acquired
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EEG Background
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recording of electrical activities of the brain, usually along the scalp surface

Delta (1 − 4Hz)

Theta (4 − 8Hz)

Alpha (8 − 12Hz)

Beta (12 − 25Hz)

Gamma (over 25Hz)

Amir Jalaly Bidgoly, Hamed Jalaly Bidgoly, and Zeynab Arezoumand. 2020. A survey on methods and challenges in EEG based authentication. Computers and Security 93 (2020), 101788.

detect and investigate disease
(e.g. epilepsy)

brain computer interface
(e.g. motion control)

security
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EEG Authentication

• Authentication: to prove or disprove 

• Identification: determine who the user is
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Task: Motor Imagery 

• Help user concentrate

• Have been extensively studied 
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Motivation
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EEG Biometric evaluation

• uniqueness (50 subjects)

• collectability

• persistence

Transfer methods to Authentication

• brain connectivity

• DL classifier

An end-to-end Authentication framework
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Our Approach

• Propose an enhanced EEG authentication framework with Motor Imagery
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ICA Artifacts Removal
（identify sources from all sources） Effective Connectivity

（reduce the number of electrodes）

Deep Learning
（encode temporal, spatial and spectral 

characteristics）
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Protocol
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The classifier model is trained for each subject:

• subject k => model k

• same attackers => fairness

The timing scheme of a trial in Motor Imagery

one trial => one imagination => one sample

body parts of imagination:

• left hand

• right hand

• left foot

• right foot mixed
try to find universal characteristics
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Preprocessing
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Independent Component Analysis (ICA):
separating a multivariate signal into subcomponents

The majority components with similar statistical 

characteristics is the dominant component

Raw EEG signal𝐸 is assumed to be a linear mixture of source 𝑆 and white noise 𝑁

A is the matrix expressing the linear combination of sources, 

And the inverse 𝑊 = 𝐴−1 is therefore the unmixing matrix to separate the sources

https://en.wikipedia.org/wiki/Independent_component_analysis
https://en.wikipedia.org/wiki/Independent_component_analysis
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Channel Selection
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Brain Connectivity
Functional connectivity

Effective connectivity

a node exerts over another under a network model of causal dynamics

described by

Partial Directed Coherence (PDC) 

the intensity of the causal action from the 𝑗-th channel to the 𝑖-th channel 

𝐴𝑖𝑗 (𝑓) is the frequency domain multivariate autoregressive model (MVAR) coefficient of the 
𝑖-th channel to the 𝑗-th channel coefficient, 𝐻 means conjugate transpose
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Deep Learning Classification
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Filter-bank spectral decomposition

Spatial convolution: aggregate features along different channel

Two kinds of temporal characteristic

𝑋𝑆𝐶 ∈ R(𝑚×𝐵) ×1×𝑆 is the feature map, 𝜇 (𝑘) is the mean value 
of the 𝑘-th window. 𝑘 has a range of [0, 𝑆/𝑤]
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Experiments

• Datasets

– Physionet EEG Motor Movement/Imagery Dataset1: large number of subjects (109)

– BCI competition IV-dataset 2a2: two sessions on different days

• Insider Attack Performance: subjects have already been seen during enrolment

• Outsider Attack Performance: subjects have never been seen during enrolment

• Cross-session Performance: enrolment and verification performed on different days

• Comparison with SOTA: especially when using a limited number of channels

• Influence of Channel Selection: reducing the number of used channels
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[1] https://physionet.org/content/eegmmidb/1.0.0/ [2] https://www.bbci.de/competition/iv/

Configuration of Insider/Outsider Attack Experiment
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Insider/Outsider Attack Performance
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Insider: Average Equal Error Rate (EER) < 1% using 10 channels

19 attackers 49 attackers 19 attackers 49 attackers

Outsider: Average Equal Error Rate (EER) < 1.3% using 10 channels

Single session performance Cross session performance
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Influence of Channel Selection

10 channels
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Insider attack performance: average EER of 0.74%

outsider attack performance: average EER of 1.24%

32 channels

Insider attack performance: average EER of  → 0.0%

outsider attack performance: average EER of 0.21%

Skip channel selection / 
10 frequently selected channels

EER of 1.21%/1.74%

The EER-19 (%) of CSP_LDA and Mixed_FBCNet (our method) 

using 64, 32 and 10 channels.
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Comparison with SOTA
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Our method outperforms with less channels 

32 channels

10 channels
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Conclusion
• An end-to-end authentication framework for EEG

– ICA Artifacts Removal

– Channel Selection

– Deep Learning Classification

• More comprehensive assessment in this work

– many studies before have fewer than 20 subjects

– collectability and user-friendliness
• channel selection

• enrollment time: 8-10 mins (robust classifier towards fewer enrolment data)

– longitudinal performance

– a large set of comparison

• Lack of data

– dataset with >50 subjects and multiple sessions across a long time period
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Amir Jalaly Bidgoly, Hamed Jalaly Bidgoly, and Zeynab 
Arezoumand. 2020. A survey on methods and challenges 
in EEG based authentication. Computers and Security 
93 (2020), 101788.
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Q&A

Thanks!


