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Motivation

ÅMalware is a pervasive and growing threat.

ÅMalware network behavior is being utilized to combat abuse.

ÅUnfortunately, previous work on malware communications has been largely 
limited by partial visibility of the global malware threat.

ÅMalware network artifacts enable practical defenses.

ÅNetwork behavior is critical to understand where, when and how fast 
it spreads.



Contemporary Malware Communication Vantage Points

ÅLimitations:

ÅPartial global malware threat visibilty .

ÅPartial malware lifecycle visibilty .

Pgvyqtm"ngxgn<ҥ
һUkpmjqnguҥ
һOcnkekqwu"Kphtcuvtwevwtg"Vcmgqxgtҥ
һLocal recursive DNS and network 
fcvcҥ
һTLD DNS data

Jquv"ngxgn<ҥ
һAV client host logs
һSandboxes
ÅHoneypots

Is there a dataset that provides high guarantees in these two 
qualitative aspects?



Our Vantage Point - Authoritative DNS
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Motivation ҭRevisiting Common Wisdom

ÅHow is malware distributed among different geographies and industries?

ÅDoes malware exhibit different network behaviors on each phase of its lifecycle?

ÅHow effective are different vantage points when studying malware 
communications?



Enabling Global Longitudinal Analysis

ÅPopular Registrar Authoritative DNS records (2017-02 to 2021-06)

ÅMalware Dynamic Executions (30M executions 2018-01 to 2021-04)

ÅNetwork Prefix Industry Labeling Dataset

ÅSupplementary Datasets

ÅIP Whois

ÅVirus Total

ÅMalpedia



Methodology ïMalware Dataset

30M 
Malware 
Sandbox 
Executions

39.7B DNS requests

12,212 domains

245,010 samples

Filtering

Å Identify registrar domains & 
malware

Å Remove benign and popular 
domains



Methodology ïMalware Sample Labeling
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Enabling Global Longitudinal Analysis

һDiverse malwareҥ<
һ202 malware families of 
multiple ҥv{rgu
һHosted in 151 Countries

һEpidemiological view of connections:
һ40,937 querying ASes
һGlobal visibility 

һLifecycle Analysisҥ<
һ4-year Time Period
һAll phases of malware domain 
lifecycle

MalwareType DomainsSamplesServer CCsClient CCs

darkkomet RAT 3,57816,441140 232

njrat RAT 1,92410,596129 229

cybergate RAT 1,1812,546100 219

xtrat RAT 946 2,80189 222

bifrose RAT 700 1,43262 211

razy Stealer667 1,139110 225

remcos RAT 563 39,279103 221

nanocore RAT 501 2,112 116 227

ponystealer Stealer 450 4,891 93 222



How is malware 
distributed among 
different 
geographies and 
industries?



Hosting Infrastructure

ÅMalware is largely aggregated in countries with large-hosting providers.

ÅMost malware families are hosted in multiple countries with 74.3% of malware hosting IPs are 
associated with 2 or more malware families.

ÅOur results agree with prior work on different points on the DNS hierarchy.



Client Analysis

Å A significant amount of different malware families plague nearly every country.

ÅMost networks and countries are not strongly correlated with a single malware family.



Industry Analysis

Å 72.7% of the malware families were 
found in more than 10 different industry 
sectors.

ÅAV client host log previous work [1] : 
37%of malware families only seen in 1 
sector.

[1] Kotzias, P., Bilge, L., Vervier, P. A., & Caballero, J. (2019, 
February). Mind Your Own Business: A Longitudinal Study of 
Threats and Vulnerabilities in Enterprises. In NDSS.

ÅMost industry sectors are impacted by 
over the half of the malware families.



Industry Analysis

Å Higher number of clients querying a malware family correlate strongly with more 
countries and industries.

Å As malware families grow, so does the diversity of their victims.



Does malware 
exhibit different 
network behaviors
on each phase 
of its lifecycle?



Malicous Domain Lifecycle
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Malware Lifecycle: Registration to Detection

ÅShortest window with < 20 days for 75% of the domains.

ÅOnly a small fraction of all observed ASNs and countries are 
observed in this window.

ÅBig recursives and DNS networks first appear in this phase.


