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Motivation

AMalware is a pervasive and growing threat.

A Malware network behavior is being utilized to combat abuse.

A Malware network artifacts enable practical defenses.

A Network behavior is critical to understand where, when and how fast
It Spreads.

A Unfortunately, previous work on malware communications has been largely
limited by partial visibility of the global malware threat.
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Contemporary Malware Communication Vantage Points
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A Limitations:
APartial global malware threat visibilty .
APartial malware lifecycle visibilty .

Is there a dataset that provides high guarantees in these two
gualitative aspects?
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Our Vantage Point - Authoritative DNS
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Motivation T Revisiting Common Wisdom

A How is malware distributed among different geographies and industries?
A Does malware exhibit different network behaviors on each phase of its lifecycle?

A How effective are different vantage points when studying malware
communications?
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Enabling Global Longitudinal Analysis

APopular Registrar Authoritative DNS records (201702 to 2021-06)
AMalware Dynamic Executions (30M executions 2018-01 to 2021-04)

ANetwork Prefix Industry Labeling Dataset

ASupplementary Datasets
AIP Whois
AVirus Total
AMalpedia
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Methodology i Malware Dataset

T

i

30M
Malware
Sandbox
Executions

A Identify registrar domains &
malware

A Remove benign and popular
domains
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39.7B DNS requests
12,212 domains
245,010 samples
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Methodology i Malware Sample Labeling
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Enabling Global Longitudinal Analysis
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Hosting Infrastructure

Malware Families per IP, CIDR, ASN, Countries (Server)
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Malware Families per Country (Server)
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Number of Malware Families

A Malware is largely aggregated in countries with large-hosting providers.

A Most malware families are hosted in multiple countries with 74.3% of malware hosting IPs are
associated with 2 or more malware families.

A Our results agree with prior work on different points on the DNS hierarchy.
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Client Analysis
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A A significant amount of different malware families plague nearly every country.

A Most networks and countries are not strongly correlated with a single malware family.
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Industry Analysis

ISIC Secti : Malware A Most industry sectors are impacted by
ection Clients Famili o

amilies over the half of the malware families.
Information & Communication 3,108,546 202
Wholesale & Retail Trade 567,729 202
Education 29,741 201
Professional, Scientific & Technical Activities 11,576 196 A 72.7% of the malware families were
Manufacturing 4,837 192 found in more than 10 different industry
Government, Defence 4,697 178
Financial & Insurance Activities 3,670 183 SeCtorS .
Human Health & Social Work Activities 3,785 172
Accommodation & Food Service Activities 2,785 148
Transportation and Storage 624 155 ; ; .
Arts, Entertainment & Recreation 421 140 A AV client host |Og pr_eylous work [1] |
Electricity, Gas, Steam & A/C Supply 333 127 37% of malware families only seenin 1
Administrative and Support Service Activities 199 141 sector.
Extraterritorial Organizations and Bodies 164 120
Other Service Activities 149 149 ] ] )
Real Estate Activities 96 30 [1] Kotzias, P Bilge, L., Verwe_r, P.A,& Cab_alle_ro, J. (2019,
Construction 74 38 February). Mind Your van Busmess:_A Longitudinal Study of
Mining and Quarrying 17 93 Threats and Vulnerabilities in Enterprises. In NDSS.
Agriculture, Forestry and Fishing 5 18
Water Supply, Sewerage. 5 8
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Industry Analysis
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A Higher number of clients querying a malware family correlate strongly with more
countries and industries.

A As malware families grow, so does the diversity of their victims.
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Does malware
exhibit different
network behaviors
on each phase
of its lifecycle?
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Malicous Domain Lifecycle

Post
Registration » Detection Takedown/ Takedown/
Expiration S
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Malware Lifecycle: Registration to Detection

Domains

Registration to Detection

ASNs (%) ASCCs (%) Sectors (%) Days
10% 0 (0.00) 0 (0.00) 0 (0.00) 0
25% 0 (0.00) 0 (0.00) 0 (0.00) 1
50% 6 (2.63) 3 (7.69) 1 (200) 4
75% [ 22 (10.0 9 (21.8)] 2 (37.5) 19
90% 54 (23.4) 18 (40.0) 3 (57.1) 79
max 2,243 (96.6) 136 (100) 14 (100) 1,154

A Shortest window with < 20 days for 75% of the domains.

AOnly a small fraction of all observed ASNs and countries are

observed in this window.

ABig recursives and DNS networks first appear in this phase.
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