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Motivation

• Attackers actively compromise IoT devices

• >50% devices deployed in home-like environments

• No honeypots, monitors, intelligence

→ Hard to gather threat information
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Goal

MUDscope

→Monitor for IoT threat activities at home-like environments
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MUD profiles
• Manufacturer-provided allow-lists

• Manufacturer Usage Description (IETF RFC 8520)
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• Manufacturer-provided allow-lists

• Manufacturer Usage Description (IETF RFC 8520)
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1. Collect MUD-rejected traffic (MRT)

Device A

Approach
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1. Collect MUD-rejected traffic (MRT)

2. Describe MRT
Device A

Device B

Device C

Approach

5-9 December 2022 ACSAC 22, Austin, Texas, USA 17



Approach

3. Compare MRT from 
many devices

1. Collect MUD-rejected traffic (MRT)

2. Describe MRT
Device A

Device B

Device C
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Approach – 1. Collect MRT
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Approach – 2. Describe MRT

MIRAI DoS
OS Scan

MIRAI 
bruteforce
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Approach – 2. Describe MRT

Clusters balance clusters distances Mutual/forward/backward 
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Approach – 3. Compare MRT

… … … …

… … … …

Clusters balance clusters distances Mutual/forward/backward 
matches 

forward/backward agglomeration



Experiments

5-9 December 2022 29ACSAC 22, Austin, Texas, USA



Experiments – same attacks
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Experiments – different attacks
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Results
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Results – detecting attacks
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(= with clusters fluctuations)



Results – detecting attacks
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FPs because of non 
manufacturer’s MUD



Results – identifying same attacks
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same attacks identified as same



Results – identifying same attacks - example
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Results – discerning different attacks
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Comparisons correctly discarded



Results – identifying different attacks
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Conclusions - results

95.77% F1 score for detection of attacks

96.15% of same attack cases identified as same

94.44% of different attack cases identified as different
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Novel approach to gain visibility of IoT threats at home-like environments



Conclusions – discussion

Main limitations:

- MUD attack surface

- Low-volume attacks
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Main limitations:

- MUD attack surface

- Low-volume attacks

Main future work:

- Distributed scenario → Test at-scale events

Use-case:

- Security monitoring for vendors



Conclusions – open source!

MUDscope tool and Dataset
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https://github.com/lucamrgs/MUDscope



Thank you
Stepping out of the MUD: contextual threat information for IoT devices 

with manufacturer-provided behavior profiles

Luca Morgese Zangrandi
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Questions?

https://github.com/lucamrgs/MUDscope luca.morgese@tno.nl


