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Browser Extensions

• Small JavaScript programs that run in the browser

• Can interact with web pages

• Popular categories: 
• Ad Blockers

• Password mangers

• UX extensions



Problem – Malicious Extensions





Download patterns

0

200

400

600

800

1000

1200

1400

0 1 2 3 4 5 6 7 8 9

C
h

an
ge

 in
 d

o
w

n
lo

ad
s

Kpop Apink Wallpapers New Tab - freeaddon.com

0

200

400

600

800

1000

1200

1400

0 1 2 3 4 5 6 7 8 9

C
h

an
ge

 in
 d

o
w

n
lo

ad
s

Rihanna Wallpapers HD New Tab - freeaddon.com



Download patterns
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Research Questions

RQ1: Are there extensions that follow similar download patterns?

RQ2: Is there any relationship between download patterns and 
malicious code?

RQ3: Can we find malicious extensions based on their download 
patterns?



Gathering Data

• Crawl Chrome Web Store everyday for six months 

• Calculate average change per extension

• Calculate global average change

• Only keep “interesting” extensions
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Similar patterns? 

Euclidean distance DTW distance



Clustering



Clustering using COBRAS-TS



Clustering results

• 3,271 Extensions
• 135 Clusters
• 24 Per cluster 

• Correlation between clusters 
and source code.



Security Analysis – Search Query Stealing

google.com

evil.com
gundil.com

Search “cats”



Security Analysis

google.com evil.com



Security Analysis – Long scan 

google.com evil.com



Security Analysis – Results



Security Analysis – Results



Security Analysis – Results

Malicious 0% 0%-50% 50%-80% 80%-100% 100%

Clusters 52 15 7 6 55
Extensions 902 1130 299 401 539



Classifier
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Classifier - MiniRocket

Use already removed extensions for training. (2,059)

Use active extensions for testing (1,212)



Classifier 

Predict

Malicious

Benign 

> Threshold

0

200

400

600

800

1000

1200

1400

0 5 10



Classifier - Results

• Find 326 out of 364 malicious extensions 
• F-score of 0.89
• Maliciousness threshold of 0.26



Combining with static analysis

• We found 6,579 additional extensions 
• 4,858 have been removed so far



Conclusion

Malicious

Benign


