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A	traditional	smart	space
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A	traditional	smart	space	contains	a	range	of	smart	devices

Each	smart	device	holds	user	personalized	state

• The	user	has	complete	physical	control	over	the	devices
• Setting	up	the	device	is	a	one-time	operation
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Smart	device	in	rental	spaces

• Smart	devices	are	increasingly	being	adopted	in	short-term	rentals
• Airbnb
• Hotels
• Hospitals
• Shared	meeting	rooms
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New	threats	in	rental	smart	devices	
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• User	unaware	of	device	firmware	authenticity
• User	privacy	can	be	monitored	by	rental	owner
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Bringing	user	configuration	to	rental	space
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Summarizing	key	challenges
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Spacelord threat	model

Big	Company	--- Google,	Amazon

7



Spacelord highlights
• [Device	functionality]	Enables	seamless	device	state	migration	across	spaces
• [Trust]	Protect	user	privacy	and	security	across	shared	spaces
• [Prototype]	Evaluate	secure	device	state	migration	across	a	range	of	smart	devices
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Software

Hardware

Smart	rental	space	components
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• Tenant	needs	to	establish	trust	with	the	hub	and	all	peripherals
• Seamlessly	configure	hub	and	peripherals	to	migrate	configuration
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[Trust]	The	user	can	runs	her	entire	software	stack
[Func]	Download	an	abstract	specification	of	user	configuration
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Owner

Trusting	the	peripherals
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Trusts
1. Verify	firmware
2. Authenticated	binding
3. Factory	reset	device
4. Program	user	setting

[Trust]	Hub	OS	resets	and	attests	fixed-function	peripherals
[Func]	Hub	OS	programs	user	configuration	into	peripherals
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Trusting	hub	storage

The	tenant	should	ensure	data	in	hub	storage	is	not	compromised	during	or	after	she	leaves	the	space.
--- User	configuration	is	transferred	to	hub	over	secure	VPN	(wireguard).
--- Hub	local	storage	is	encrypted	by	Linux	Unified	Key	Setup	(LUKS).

Tenant

Hub	storage

iSCSI	+	Wireguard (VPN)User	Config
LUKS	encrypted	storage

[Trust]	All	user	data	in	local	storage	is	encrypted
[Func]	User	data	is	synchronized	to	network	storage
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Spacelord hub	implementation
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Tested	migration	across	two	boards

Developed	with	standard	uboot

Separate	device	specific	kernel/driver	and	system(OS)	partition

Rockpro 64 NXP	iMX8MQ

Use	overlayfs,	LUKS	for	encrypted	storage
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Spacelord peripheral	implementation
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• Tested	Settings	migration	with	different	hubs
• Device	reset	and	firmware	authentication

ESP	32
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Provisioning	time

OS	download

Clearing	device	memory	

Setting	up	storage

Perform	Attestation

Average	provisioning	time	~81s
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Phoronix evaluation
--- We	run	around	20	of	phoronix benchmarks	to	measure	the	system	performance
--- Each	test	run	20	times	or	if	the	standard	deviation	<3.5%.

[Key	takeaway]	The	runtime	overhead	is	not	significant	with	our	network	based	storage

13.5%

9.5%
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Concluding	thoughts

• Smart	devices	in	rental	spaces	are	a	reality
• This	completely	changes	the	threat	and	use	model
• Spacelord provides	security	and	functionality	for	smart	rental	spaces
• Spacelord artifact	is	evaluated	and	available	for	download
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