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Outline

▌ Overview of Secure Aggregation
• Definition and Applications 
• Threat Model 
• Integration in Federated Learning

▌ Fault-Tolerant Secure Aggregation
• Joye-Libert (JL) SA scheme
• User drop problem
• Our Threshold JL scheme
• Our protocol

▌ Comparison with SOTA
▌ Conclusion 
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What is Secure Aggregation?

▌  
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Secure Aggregation Threat Model

▌ Threat Model
• Malicious Aggregator colluding with users

▌ Security Requirement:
• Aggregator Obliviousness : The aggregator 

cannot learn more than the sum of the 
honest users inputs

 

 

   

     

 

… …
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Application of Secure Aggregation

▌  

 

 

   

     

 

… …
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Federated Learning

▌ What is FL? 
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Secure Aggregation for Federated Learning

▌ Inference Attacks

• Leak information about the private data set 
from the trained model

• Membership Inference Attacks
• Reconstruction Attacks
• Data Properties Inference Attacks
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AHE-Based Secure Aggregation

▌  

 

 

   

     

 

… …

 



Th
is 

d
oc

um
en

t m
a

y 
no

t b
e 

re
pr

od
uc

ed
, m

od
ifi

ed
, a

d
a

pt
ed

, p
ub

lis
he

d
, t

ra
ns

la
te

d
, i

n 
a

ny
 w

a
y,

 in
 w

ho
le

 o
r i

n 
pa

rt 
or

 d
isc

lo
se

d
 to

 a
 th

ird
 p

a
rty

 w
ith

ou
t t

he
 p

rio
r w

rit
te

n 
co

ns
en

t o
f T

H
A

LE
S 

 - 
 ©

 2
02

1 
TH

A
LE

S.
 A

ll r
ig

ht
s r

es
er

ve
d

.

9
REF xxxxxxxxxxxx rev xxx - date
Name of the company / Template: 87211168-DOC-GRP-EN-006

OPEN

Threshold Joye-Libert Secure Aggregation

▌  

 

 

   

   

… …
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Fault Tolerant Secure Aggregation- Setup

Server
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Fault Tolerant Secure Aggregation- Online - Encrypt

Server
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Fault Tolerant Secure Aggregation- Online - Construct

Server
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Fault Tolerant Secure Aggregation- Online - Encrypt

Server

 

 

 

 

 

 

 

 

 

 

Secret Share
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Fault Tolerant Secure Aggregation- Online - Construct

Server
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Our Solution vs [2] : Client computation

 

CCS17 [2]

Our Solution
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Conclusion and Future Work

▌ Conclusion
• We presented TJL scheme 
• We presented FTSA (first Fault-Tolerant SA based on AHE)
• We compared to the SoTA (better scalability for the clients)

▌ Future Work
• Optimizing the scalability 
• Achieving Aggregate Unforgeability
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Thanks!
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Fault Tolerant Secure Aggregation- Online - Construct

Server
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Our Solution vs [2] : Client comunication

 

CCS17 [2]

Our Solution
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Our Solution vs [2]: Server computation

CCS17 [2]

Our Solution
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Fault Tolerant Secure Aggregation using AHE

▌  



Th
is 

d
oc

um
en

t m
a

y 
no

t b
e 

re
pr

od
uc

ed
, m

od
ifi

ed
, a

d
a

pt
ed

, p
ub

lis
he

d
, t

ra
ns

la
te

d
, i

n 
a

ny
 w

a
y,

 in
 w

ho
le

 o
r i

n 
pa

rt 
or

 d
isc

lo
se

d
 to

 a
 th

ird
 p

a
rty

 w
ith

ou
t t

he
 p

rio
r w

rit
te

n 
co

ns
en

t o
f T

H
A

LE
S 

 - 
 ©

 2
02

1 
TH

A
LE

S.
 A

ll r
ig

ht
s r

es
er

ve
d

.

22
REF xxxxxxxxxxxx rev xxx - date
Name of the company / Template: 87211168-DOC-GRP-EN-006

OPEN

Fault Tolerant Secure Aggregation

▌  
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