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P IVOT P rOj e Ct https://www.pivot-auto.org/

Coordinated effort to bring together a community around the development and sharing
of robust automotive datasets to foster and support new, open cybersecurity research
in smart city, transportation, and automotive applications
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Examples of Automotive Datasets

Smart City &
Community Data

Transportation
Data

Oak Ridge ROAD and potential future datasets

Korea University HCRL Datasets

Bosch SynCAN (for CANet)

TU Eindhoven Lab Automotive CAN Bus Intrusion
CrySiS Lab CAN-Log Infector and Ambient CAN Traces
Cephas Baretto Dataset

Heavy Truck Datasets from Jeremy Daily @ CSU
Autonomous driving datasets

Geotab telematics data and Altitude analytics platform
US Department of Transportation Public Data Portal
SmartColumbus Datasets Curated for Visualization
Wyoming DOT CV Pilot



Potential Applications of Automotive Datasets

. Vehicles: System monitoring and optimization, in-vehicle

infotainment, predictive maintenance, route and trip planning, etc.;
ADAS, CAVs, EVs, heavy trucks, etc.

- Transportation and fleet management: passenger safety, traffic

management, ride sharing, multi-modal mobility, data-driven
Insurance

. Smart cities: infrastructure monitoring and mgmt, weather sensing
and mapping, asset mgmt, etc.

. Safety and cybersecurity: CAN bus anomaly detection, sensor
security, autonomous driving, etc.

NSF research communities: SaTC, S&CC, CPS, CIVIC, etc.



P IVOT D a ta Sets https://pivot-auto.org/datasets/

Curated list of automotive dataset on the PIVOT platform

200 @ PIVOT Platform | PIVOT PLATF. X+

&< > C @ pivot-auto.org

200 @ Datasets | PIVOT PLATFORM X+ v

PIVOT PLATFORM  About Datasets Tools 'Community Services

- C @ pivot-auto.org/datasets/ 6 % » 0@

Datasets

PIVOT Platfor

*« ORNL ROAD dataset - dataset, NDSS poster, paper on arXiv
» Hacking and Countermeasure Research Laboratory (HCRL) @ Korea

Rlatfermn.iokrnovativeruse-ollehicle O pene .o :
University - website, datasets

CAN-FD Intrusion Dataset

M-CAN Intrusion Dataset

B-CAN Intrusion Dataset

TOW-IDS Automotive Ethernet Intrusion Dataset

Car Hacking Dataset for Intrusion Detection
CAN Dataset for intrusion detection (OTIDS)
Survival Analysis Dataset for Automobile IDS
KU-CISC2017-OTIDS

In-Vehicle Network Intrusion Detection Challenge

Welcome to the PIVOT Platform, a community-ba

Automotive Ethernet Intrusion Dataset (IEEE Dataport


https://pivot-auto.org/datasets/

CAV D a ta SEtS https://pivot-auto.org/datasets/

List of connected and autonomous vehicle datasets in the PIVOT platform

@ Datasets | PIVOT PLATFORM X +

# pivot-auto.org/datasets/

Connected and Autonomous Vehicle Datasets

¢ Awesome SLAM (Simultaneous Localization and Mapping) Datasets -
website, github

» ApolloCar3D: A Large 3D Car Instance Understanding Benchmark for
Autonomous Driving - website

» Berkeley DeepDrive - website, BDD100K dataset, paper
» Bosch Small Traffic Lights Dataset - website

¢ Caltech Pedestrian Detection Benchmark - website

o CCSAD Dataset - website, paper

» Cityscapes Dataset - website, overview

¢ comma.ai driving dataset - website
¢ Commaz2k19 - website

e Daimler Urban Segmentation Dataset - website
» DeepTesla - github, [original github

repol(https://github.com/lexfridman/deeptesla), EloydHub and mounted

dataset.
e DIPLECS Autonomous Driving Datasets (2015) - website, dataset
» Ford Campus Vision and Lidar Data Set (rom Perceptual Robotics
Laboratory (PERL) at U. Michigan - website

e ———————



https://pivot-auto.org/datasets/

Awe SO m e S LA IVI D a ta S ets https://sites.google.com/view/awesome-slam-datasets/home
https://github.com/youngguncho/awesome-slam-datasets

Curated list of Simultaneous Localization and Mapping (SLAM) datasets

o200 = Awesome SLAM Datasets X +

& > C & sites.google.com/view/awesome-slam-datasets/home?pli=1 1 () GitHub - younggunchofaweso: X +

GitHub - youngguncho/awesome- Some-slam-datasets h % » 0O @
slam-datasets: A curated list of ...

github.com i sy 3
O Pr . rce Pricing Signin  Signup

A\Ne S O I I | e S LA M & youngguncho / awesome-slam-datasets Publ 2\ Notifications % Fork 298 Wostar 11k

Awesome SLAM Datasets

» Code () Issues 4 il Pull requests ») Actions [ Projects ) Security ~ Insights

¥ master ~ ¥ 1branch © 0 tag: Go to file Code ~ About

A curated list of awesome datasets for
"‘5 youngguncho Merge pull request #25 fro aa31774 yesterday ' 53 comm SLAM

B figs

This page is the curated list of awesome SLAM data sets. This site is linked to the GitHub < e

~ README.md
News!!

Recently, we added new datasets: FMDataset, ADVIO Dataset, DeeplO Dataset, Aqualoc Dataset, Rosario Dataset, Inter Awesome SLAM Datasets &Y swessne fusasss
Dataset. :

Packages



https://sites.google.com/view/awesome-slam-datasets/home
https://github.com/youngguncho/awesome-slam-datasets

(Some) Common CS Repositories
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(Some) Research Artifact Search Indices / Catalogues

Scientific research
CONNECTED

Google Scholar ResearchGate & g* papers > papers
Google Dataset > data
AR Mendeley > papers, data (also repository)
OpenAIRE |EXPLORE > papers, data, and code

Computer science

FindResearch.org > papers, data, and code

Machine learning research

Papers with Code > papers, data, code, methods

> data

UCI Machine Learning Repository ks

Cybersecurity research

S SEARCCH > data, code, papers (secondary)



SEARCCH Project

. Community-driven platform
lowers barrier to sharing and
reusing research artifacts

. Rich metadata representation
enables researchers to better
describe and find relevant artifacts

. Import, curation, and search
functions enable greater scientific
quality of cybersecurity research
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https://searcch.cyberexperimentation.orqg/
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EXPERIMENTAL CYBERSECURITY RESEARCH
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