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Trust Aspects

Risk Categories

Risk Categories
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" Product Quality Risks
! ICT Hardware Product Quality
! Product Quality Requirements
! Software Product Quality
! Pharma Product Resilience
! Food Product Resilience

" Product Resilience Risks
! ICT Hardware Product Resilience
! Software Product Resilience
! Product Resilience Requirements
! Pharma Product Resilience
! Food Product Resilience

" Product Security Risks
! ICT Hardware Product Security
! Software Product Security
! Product Security Requirements
! Pharma Product Security
! Food Product Security
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" Ownership and Control Risks
" Foreign Business Relationship Risks
" Adverse Corporate Influences
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" Environmental, Social, & Governance Risk
" Geographical / Geopolitical Instability
" Structural & Operational Instability
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Trust Aspects
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" Short-term Financial Health Risks
! Organization has concerning level of liquidity and cash flow
! Organization has concerning ability to pay its debts based on level of 

debt, assets and equity
! Gross profit margin is of concern
! Organization is not showing a profit

" Financial Stewardship Risks
! Organization has history of bankruptcy or liens
! Organization has history of being target of lawsuits
! Organization has history of explicit findings/ratings of financial 

instability due to stewardship issue
! Organization has history of late payments
! Organization has history of SEC (or foreign counterpart) investigations
! Organization lack of currency in public filings

" Long-term Financial Health Risks
! Company has concerning R&D investment level
! Organization has concerning inventory turnover rate

" Foreign Financial Obligations
! …
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Continuous Application
Across Software

Lifecycle  
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CContiinuouCC us AApplliicatiiononon
Across Software

ppp

Business or Mission Analysis

Stakeholder Needs & Requirements Definition

System Requirements Definition

Architecture Definition

Design Definition

System Analysis

Disposal

Validation

Operation

Sustainment and Continuous Engineering

Support Development

Implementation

Verification

Integration

Transition
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Code Review Static Analysis Tool A

Dynamic Analysis Tool C

Static Analysis Tool B

Fuzz Testing

Pen Testing

Blue Teaming

Red Teaming

Design Review

Attack Surface Analysis

Attack Surface Analysis

Architecture Review

CONOPS Analysis
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Electronics Supply Chain
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Untrusted IP Vendor & Sys. Integ. Untrusted Foundry & Assembly In the Field & Recycling

Maximum Flexibility Minimum Flexibility

Attack Functional Characterization

• How can an attack be decomposed into its functional ingredients?
• These ingredients may be how a countermeasure prevents/detects/mitigates the 

attack.
• Ingredients may be easier to simulate and generate data for

4
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Battelle Proprietary
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