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A research pilot for secure information exchange 
between multiple organizations that is 
continuously monitored, assessed and 
authorized to operate. 

Case Study
Managing Risk With OSCAL
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Case Study

OSCAL
Open Security Controls Assessment Language

- Open Source Project on GitHub
- First Official Release: June 7, 2021 



OSCAL Overview
Open Security Controls Assessment Language

Produce and interpret machine-readable 
security documentation using a common 
specification that promotes 
interoperability.

186 Pages

The ‘Old’ Way



OSCAL Overview
Open Security Controls Assessment Language
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OSCAL Overview
Open Security Controls Assessment Language

Enables automated traceability from selection 
of security controls through implementation 
and assessment.



OSCAL Overview
Open Security Controls Assessment Language

Models in Development: Control Mapping, Shared Responsibilityhttps://pages.nist.gov/OSCAL/
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Model Validation
NIST OSCAL-CLI

Conversion & Resolution
NIST OSCAL-CLI | XML, JSON, YAML

Open Source and 
Commercial License Tools

OSCAL Tools
https://pages.nist.gov/OSCAL/tools/

Certain products may be 
identified on this web page, but 
such identification does not imply 
recommendation by the US 
National Institute of Standards 
and Technology or other agencies 
of the US Government, nor does it 
imply that the products identified 
are necessarily the best available 
for the purpose.



Also: Get Involved!
• Past OSCAL Workshops
• Reference Documentation
• Community Teleconferences
• Future “Office Hours”

• Contributions of Code, 
Experiences and Expertise!

Give OSCAL a Try!
Not Just for Government...

Members of the Army’s parachute demonstration team, the Golden Knights, give each other a high 
five before jumping from an aircraft over Hazel Green, Wis., July 2, 2022. - Defense.gov Photo

https://pages.nist.gov/OSCAL/contribute/



Workflow

Case Study



Development + Security
Documenting Practices, Standards and Process

How do we participate earlier in the 
development process, with constructive 
feedback, and documentation that contributes 
to the momentum of the project? 

Hand off to Nikita



Development + Security
Big Picture View of the Workflow



Development + Security
Documenting Practices, Standards and Process

AC-8 System Use Notification 

a. Display [Assignment: organization-defined system use notification 
message or banner] to users before granting access to the system that 
provides privacy and security notices consistent with applicable laws, 
executive orders, directives, regulations, policies, standards, and 
guidelines and state that:

1. Users are accessing a U.S. Government system;
2. System usage may be monitored, recorded, and subject to audit;
3. Unauthorized use of the system is prohibited and subject to criminal and civil penalties; and
4. Use of the system indicates consent to monitoring and recording;

[...SNIP...]



NIST 800-53
Over 1100 Controls 
and Enhancements

Development + Security
Documenting: Catalogs of Controls

OSCAL Profile

OSCAL Resolved Catalog



Development + Security
Documenting: System Security Plans

186 Pages

OSCAL System Security Plan

Traditional Document

The ‘Old’ Way



Developer Change

Software Testing

OSCAL Content Validation

Assessment Plan Execution

Development + Security
Automated Assessment Plan

OSCAL Assessment Plan

GitHub Actions



Demonstration

Case Study



Questions?

Chris Compton, Alexander Stein, Nikita Wootten
Information Technology Laboratory

Computer Security Division

Contact Us!  

oscal@nist.gov
https://pages.nist.gov/OSCAL/
https://github.com/usnistgov/blossom-case-study

GitHub Case Study Project


