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INTRODUCTION

OPERATIONAL TECHNOLOGY SYSTEMS

Operational technology (OT) is the use of hardware and software to monitor and control
physical processes, devices, and infrastructure.
Manufacturing execution systems (MES), energy management systems (EMS), or supervisory
control and data acquisition (SCADA) systems falls under the category of OT systems.
OT systems process operational data and use various technologies for hardware design and
communication protocols.
Standard protocols used by OT Systems are DNP3, MODBUS, and Profibus.
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INDUSTRIAL CONTROL SYSTEMS (ICS)

Systems that are designed for monitoring, controlling the industrial control systems
or critical infrastructure systems including Distributed Control Systems (DCS), and
Programmable Logic Controllers (PLC) are termed as Industrial Control Systems.
Transformed from standalone to distributed by incorporating COTS component.
Improves Business Processes.
Increases the occurrence of computer-network based attacks.
Essential to have well defined security policies
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INDUSTRIAL CONTROL SYSTEMS (ICS) 

ICS are recommended to follow guidelines developed by the government or
organizations to protect against cyberattacks.
Organizations like NIST has providing guidance for securing ICS networks.
Security misconfigurations occurs when security policies are incorrectly configured
across networking devices.
May lead to disclosure of confidential data and etc.
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The goal is to detect the security policy implemented as control rules of an SDN 
switch deployed in ICS network.
Policies are set of rules or guidelines that determine the course of action.
Security of the system depends upon the configured network flows deployed on 
switches.
There is a distinction between security policies and the technologies that implement 
those security policies.
There is a need to confirm compliance between policy and reality in an ICS network.
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RESEARCH  OBJECTIVE



CONVERSION OF CSP TO LOW-LEVEL FLOW RULES
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Scenario-Based Approach

Allows network operators to specify security policies using example behaviors.
Network operator is responsible to specify the scenarios.

The process used to convert CSP to Low-Level flow rules is described below.



The simple ICS server application is shown below.
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App1 receives and responds to request from a client
application App2 defines the rules at high-level as,

Communication between App1 and App2 should
consist only of the set of authorized messages between
the applications.
App1 is identified by a specific transport layer port (in
this case, TCP port 1062).
App1 and App2 run on authorized machines (as defined
by their IP addresses and potentially MAC addresses).
No other device on the network is authorized to
participate in the Flow (no reading or writing of
messages along with the flow).



Converting CSP into low-level flow rules is done in 3 steps

1. Establishing the domain
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Converting CSP into low-level flow rules is done in 3 steps

2. Defining Ports
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Converting CSP into low-level flow rules is done in 3 steps

3. Defining Scenarios
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Sample scenarios



FLOW TABLE GENERATED BASED ON THE SCENARIO FILE.
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FORMAL APPROACH FOR DERIVING CONSISTENCY
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Definition 1
A policy is a function that maps the subject and target to a set of authorized operations.

P:S×T→P(R)
For each policy, there are multiple low-level flow rules. These rules are defined by the
network administrator while implementing the policies on the networking devices.
The low-level flow rule is represented as,

𝑃𝐿 = <𝑆𝐿, 𝑇𝐿, O, R>,
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Definition 2
We define CSP as a finite non-empty set consisting of elements CSP = {𝑐1, 𝑐2, 𝑐3 ,𝑐4 . . . . 𝑐𝑚 }, where

for all c in CSP represents the low-level implementation of CSP such that c = <𝑆𝑐, 𝑇𝑐, 𝑅𝑞>.
Let us consider a simple example,

“Communication between two devices is achieved using specific protocols and designated ports”
The low-level implementation of the above policy is represented as,

c1 = {Device1, Device2, (Web-based Protocols and Specified Ports)}.
Definition 3

We define ISP as a finite non-empty set consisting of elements ISP = {𝑖1, 𝑖2, 𝑖3, 𝑖4 . . . . 𝑖𝑛}, where
for all i in ISP represents the low-level implementation of ISP such that i = <𝑆i, 𝑇i, O, R>.

For the above sample CSP, the low-level ISP is represented as 𝑖1 = < Bob, Alice, {𝑆𝑚, 𝑅𝑚}, {ARP,
𝐵1}>.
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Definition 4
The relation M: ISP→CSP is consistent mapping if m = (i,c) ∈ M ⇒ 𝑖<𝑆𝑖,𝑇𝑖,𝑂,𝑅> satisfies 𝑐<𝑆𝑐,𝑇𝑐,𝑅𝑞>and ∀ i ∈
ISP ∃ c ∈ CSP such that (i,c) ∈M. And ∀ c ∈CSP ∃ i ∈ ISP, (i,c) ∈ M.

To understand how the mapping process works at network level, let us consider Flow Num 1 from
previous Table,



LOW-LEVEL NETWORK CONFIGURATION BEFORE IMPLEMENTATION OF CSP
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LOW-LEVEL NETWORK CONFIGURATION AFTER IMPLEMENTATION OF CSP
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Network is said to be consistent if all flow rules are applied in accordance with the
organization’s policies.
In our context, we define consistency as behavioral equality among two states, in this
case it is between ISP and CSP.
Bisimilarity is a behavioral equivalency notion that is usually used on processes.
Consider a sample set ISP consisting of elements from 𝑖1 to 𝑖7 and set CSP consisting
of elements from 𝑐1 to 𝑐5.
M is a mapping relation consisting of matching elements from both ISP and CSP. i.e.,

M = {(𝑖1,𝑐1), (𝑖2, 𝑐1), (𝑖3, 𝑐2), (𝑖4, 𝑐3), (𝑖5, 𝑐4), (𝑖6, 𝑐5), (𝑖7, 𝑐5)}
The M is considered as bisimilar, iff

For all i with ISP→i, there must be at least one c such that CSP→c,
The converse, on the rules from ISP.
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ANALYSIS OF CONFIGURATION DATA FILE GENERATED BY FLOW 
CONTROLLER TO DETERMINE CONSISTENCY

FLOW CONTROLLER

A flow controller is software that constitutes a control plane and configures all the
network appliances on how to forward data packets.
It consists of three components; Match, Action and Counter.
The flow controller used for this research is SEL-5056.
This generates and exports a backup copy of the controller flow table database.
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FLOW TABLE GENERATED BASED ON BACKUP FILE



First, we queried the database to collect the flow rules for both ISP and CSP.

In ISP flow table, the rows and columns specify the actual details applied
across networking devices, while in CSP flow table, the low-level version of
high-level rules is presented.

The query’s results are then saved separately as Java objects. Following that,
Java Data Structures are used to map these entities.

The tool produced verbose output for mapping between ISP and CSP, as well
as matrix output for determining how many policies from ISP are in line with
CSP.
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Matrix output generated based on ISP and CSP Verbose output generated based on ISP and CSP



CONCLUSION AND FUTURE WORK

To check if the policies deployed or implemented on an SDN switch are consistent
with the high-level policies defined by the organization, there is a need to develop
formal models.

In this paper, we automated the consistency check process by analyzing the backup
configuration file and high-level policy document.

As a result, the overall process for evaluating the configuration file generated by SDN
controller to ensure that it complies with the organization’s policies is described.

Although we only looked at a single controller’s backup configuration file, we want to
develop a formal methodology for evaluating the consistency of numerous backup
configuration files generated by different controllers in the future.
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QUESTIONS ?
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