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Introduction

• Supervisory Control and Data Acquisition (SCADA) systems control 
and monitor critical infrastructures and similar legacy systems

• A malfunctioning SCADA system, caused by either equipment failure 
or by a malicious agent’s successful cyber attack, creates many 
disastrous consequences for the surrounding populace

• Cybersecurity professionals need tools to test developed mechanisms 
intended for securing critical SCADA systems



Motivation

• Testbeds simulate real-world models and provide insight aligned with the research 
interests in academia and industry

• Alternatively, testbeds may provide a potential source of dataset generation for 
intrusion detection/prevention systems and related cybersecurity development

• A reproducible physical testbed for a SCADA system found in critical infrastructure 
would benefit both students and researchers in SCADA-related fields

• Objective: to describe, design, and implement a reproducible physical testbed that 
features open-source software and functioning physical processes to model 
contemporary control systems found in a spillway system for a hydroelectric dam



Methodology – Spillway Modeling

• Generic dam model, typical chute 
spillways, conventional means to convey 
sequestered water

• Primary and secondary reservoirs in 
closed-loop pumped-storage 
hydropower scenario

• Pump mechanism to fill primary 
reservoir to a setpoint water level

• Controlled gates to control or stage 
waterflow
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Methodology

• 5 Components of a SCADA system

Component in a SCADA system Component in Testbed System

Physical System Sensors: Reservoir water level sensor, water flow sensors;
Actuators: solenoid valves, piezoelectric buzzer alarm, 
RGB LEDs

Cyber-Physical Link Electrical wires to transport voltage/current signals to PLC

Distributed Control System Devices: Raspberry Pi running OpenPLC, UniPi with relays, 
Arduino Uno and Mega processing signals;
Operation: Automatic and Manual modes to pump water 
and control gates implemented in ladder logic

SCADA Network Connection Modbus TCP/IP protocol

Remote Monitoring and Control System ScadaBR on Apache Tomcat webserver



Results

• 3 or 4 slides on results



Results



Results

• Data logs (Modbus Traffic + Network Traffic) record meaningful metrics 
and information for use in ML applications, e.g.

• Packet size, timestamps of transmission, protocol overhead

• Inter-packet arrival time, packet process time

• Throughput, client network flow

• Dataset generation provides a tool to train/test IDS + IPS applications

• Next steps in a future work
• Training profilers

• Extendable datalogger intended for adding/removing meaningful parameters of 
interest



Results



Conclusion

• This paper contributes a reproducible method of constructing a physical spillway testbed model
with accompanying detailed descriptions of the underlying DCS and remote monitoring and control 
system. 

• The designed and implemented testbed aligns with the research interests in academia and industry.

• In constructing a testbed, students and researchers can learn from a testbed representative of real-
world systems with cyber components to emulate an authentic system that is cheaper and easier to 
use than the corresponding existing counterparts. 

• The testbed provides a potential source of dataset generation for research in IDS, IPS, and related 
cybersecurity development for applications in critical infrastructure. 
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