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BACKGROUND

§ Cryptomining is a process in which transactions for various forms of cryptocurrency 

are verified and added to the blockchain digital ledger.

§ Cryptojacking, the unauthorized use of someone else’s computer for cryptomining, 

has become a popular attack similar to ransomware since 2018.



LIMITATIONS OF EXISTING METHODS

§ Malicious mining codes in the websites:
Ø Install a plug-in in the user’s browser, which analyzes the JavaScript code in the website and the usage of the 

computing resources.

Ø Require the cooperation of users and browser vendors and difficult to deploy on a large scale environment.

§ Cryptojacking malware in the host:
Ø Similar to the detection method of malware, mainly by deploying anti-virus software on the host.

Ø Only support the general computers and difficult to deploy effectively.

§ Our solutions:
Ø Instead of deploying at the hosts, MineHunter detects the cryptomining traffic at the entrance of enterprise or 

campus networks by traffic analyzing method.



CHALLENGES
§ Extremely unbalanced datasets. 

Ø Data imbalance is the core challenge in the field of traffic anomaly detection. Machine learning algorithms 

usually require a relatively balanced dataset.

§ Uncontrollable number of alarms. 

Ø Traditional network traffic anomaly detection algorithms usually have the problem of high false positives 

and cannot guarantee the specific number of false positives. 

§ Traffic confusion.

Ø Common obfuscation techniques include adding proxy, load encryption, port replacement, and packet 

padding.

§ Online detection.

Ø Due to the rapid growth of network bandwidth in the actual network environment, there are strict 

restrictions on the computational complexity of the detection algorithm.



INTUITIVE IDEA

§ Two essential characteristics.

Ø One is that the time of task packet issued by a proxy or a mining pool is the same as the time when a new block is 

created.

Ø The other is that cryptomining requires a long period of communication.
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CRYPTOMINING TRAFFIC DETECTION ALGORITHM

§ Cryptomining Traffic Detection Algorithm

Ø Problem & Target Formulation
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<latexit sha1_base64="h22sBfOW1R6aybDgazIn2wRWelM=">AAAB7nicbVDLSsNAFL2pr1pfUZduBovgqiQ+0GXBjcsK9gFtCJPppB0ymQwzE6GEfoQbF4q49Xvc+TdO2yy09cCFwzn3cu89keRMG8/7dipr6xubW9Xt2s7u3v6Be3jU0VmuCG2TjGeqF2FNORO0bZjhtCcVxWnEaTdK7mZ+94kqzTLxaCaSBikeCRYzgo2VujIskvByGrp1r+HNgVaJX5I6lGiF7tdgmJE8pcIQjrXu+540QYGVYYTTaW2QayoxSfCI9i0VOKU6KObnTtGZVYYozpQtYdBc/T1R4FTrSRrZzhSbsV72ZuJ/Xj838W1QMCFzQwVZLIpzjkyGZr+jIVOUGD6xBBPF7K2IjLHCxNiEajYEf/nlVdK5aPjXDe/hqt5EZRxVOIFTOAcfbqAJ99CCNhBI4Ble4c2Rzovz7nwsWitOOXMMf+B8/gA+249m</latexit>

pk3

<latexit sha1_base64="VGu4eI1c0632sg1z2uWsdk7PsTw=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoseCF48V7Ae0IWy2m3bJZrPsboQS8iO8eFDEq7/Hm//GbZuDtj4YeLw3w8y8UHKmjet+O5WNza3tnepubW//4PCofnzS02mmCO2SlKdqEGJNORO0a5jhdCAVxUnIaT+M7+Z+/4kqzVLxaGaS+gmeCBYxgo2V+jLI46BVBPWG23QXQOvEK0kDSnSC+tdonJIsocIQjrUeeq40fo6VYYTTojbKNJWYxHhCh5YKnFDt54tzC3RhlTGKUmVLGLRQf0/kONF6loS2M8Fmqle9ufifN8xMdOvnTMjMUEGWi6KMI5Oi+e9ozBQlhs8swUQxeysiU6wwMTahmg3BW315nfSumt51031oNdqojKMKZ3AOl+DBDbThHjrQBQIxPMMrvDnSeXHenY9la8UpZ07hD5zPH0Bgj2c=</latexit>

pk4

<latexit sha1_base64="Zlf3l5JJSQ/ZYC4ECBkX7B4O75M=">AAACHHicbVDLSsNAFJ3UV62vqks3wSK0oCWpii4qFNy4rGAf0NQwmU7aoTOTMDMRS8iHuPFX3LhQxI0Lwb9x0mah1QMDh3Pu5c45XkiJVJb1ZeQWFpeWV/KrhbX1jc2t4vZOWwaRQLiFAhqIrgclpoTjliKK4m4oMGQexR1vfJn6nTssJAn4jZqEuM/gkBOfIKi05BaPcdm/HVcuHEa4QwkjSrrxvRuPj+ykHtZTliTmgMhyeJjJFbdYsqrWFOZfYmekBDI03eKHMwhQxDBXiEIpe7YVqn4MhSKI4qTgRBKHEI3hEPc05ZBh2Y+n4RLzQCsD0w+EflyZU/XnRgyZlBPm6UkG1UjOe6n4n9eLlH/ejwkPI4U5mh3yI2qqwEyb0qEFRopONIFIEP1XE42ggEjpPgu6BHs+8l/SrlXt06p1fVJq1LI68mAP7IMysMEZaIAr0AQtgMADeAIv4NV4NJ6NN+N9Npozsp1d8AvG5zcFNqFD</latexit>

e(fk) = min
xk�1<p<xk

dis(p, xk�1)
<latexit sha1_base64="m20JZdLkwsk6T5zAvlTPOq1q0co=">AAAB/3icbZDLSsNAFIYn9VbrLSq4cRMsQgVbkqLoRii4cVnBXqANYTKZtEMnk2FmIpaYha/ixoUibn0Nd76Nk7YLbf1h4OM/53DO/D6nRCrb/jYKS8srq2vF9dLG5tb2jrm715ZxIhBuoZjGoutDiSlhuKWIorjLBYaRT3HHH13n9c49FpLE7E6NOXYjOGAkJAgqbXnmQUBkhZ8+eOkoO7ni1RyqTuaZZbtmT2QtgjODMpip6Zlf/SBGSYSZQhRK2XNsrtwUCkUQxVmpn0jMIRrBAe5pZDDC0k0n92fWsXYCK4yFfkxZE/f3RAojKceRrzsjqIZyvpab/9V6iQov3ZQwnijM0HRRmFBLxVYehhUQgZGiYw0QCaJvtdAQCoiUjqykQ3Dmv7wI7XrNOa/Zt2flRn0WRxEcgiNQAQ64AA1wA5qgBRB4BM/gFbwZT8aL8W58TFsLxmxmH/yR8fkD5zCVVA==</latexit>

dis(p, xk) = p� xk�1
<latexit sha1_base64="2ZbpxBL6KVENHMSZ98Hl5JmEi5g=">AAACDnicbVDLSsNAFJ34rPUVdelmsBTqoiUpim6EghuXFewD2hgm00k7ZDIJMxNpCfkCN/6KGxeKuHXtzr9xmnahrQcunDnnXube48WMSmVZ38bK6tr6xmZhq7i9s7u3bx4ctmWUCExaOGKR6HpIEkY5aSmqGOnGgqDQY6TjBddTv/NAhKQRv1OTmDghGnLqU4yUllyzLF1W8e+D0yu72vcFwinJn1k6doPq2E2Dqp1lrlmyalYOuEzsOSmBOZqu+dUfRDgJCVeYISl7thUrJ0VCUcxIVuwnksQIB2hIeppyFBLppPk5GSxrZQD9SOjiCubq74kUhVJOQk93hkiN5KI3Ff/zeonyL52U8jhRhOPZR37CoIrgNBs4oIJgxSaaICyo3hXiEdKhKJ1gUYdgL568TNr1mn1es27PSo36PI4COAYnoAJscAEa4AY0QQtg8AiewSt4M56MF+Pd+Ji1rhjzmSPwB8bnD7vHmz4=</latexit>

sl(f
k) = 1� e(fk)

xk � xk�1

<latexit sha1_base64="46o++7VvB6lPUTQF/QM02cMW4fQ=">AAAB+nicbVDLSgNBEJz1GeNro0cvg0GIIGE3iHoRAl5yESKaB2yWZXYymwyZfTDTq4Qkn+LFgyJe/RJv/o2TZA+aWNBQVHXT3eUngiuwrG9jZXVtfWMzt5Xf3tnd2zcLB00Vp5KyBo1FLNs+UUzwiDWAg2DtRDIS+oK1/MHN1G89Mql4HD3AMGFuSHoRDzgloCXPLNzWSsHYAU+dgcfc0+t7zyxaZWsGvEzsjBRRhrpnfnW6MU1DFgEVRCnHthJwR0QCp4JN8p1UsYTQAekxR9OIhEy5o9npE3yilS4OYqkrAjxTf0+MSKjUMPR1Z0igrxa9qfif56QQXLkjHiUpsIjOFwWpwBDjaQ64yyWjIIaaECq5vhXTPpGEgk4rr0OwF19eJs1K2b4oW3fnxWoliyOHjtAxKiEbXaIqqqE6aiCKntAzekVvxth4Md6Nj3nripHNHKI/MD5/ANF2kwQ=</latexit>

MH(f |[ts, te]) = S
<latexit sha1_base64="BaefrjlWGjKpL/zRi2Iqao6kTPo=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRbBg5TdUtRjwYvHivZDtkvJptk2NMkuSVYoS3+FFw+KePXnePPfmLZ70NYHA4/3ZpiZFyacaeO6305hbX1jc6u4XdrZ3ds/KB8etXWcKkJbJOax6oZYU84kbRlmOO0mimIRctoJxzczv/NElWaxfDCThAYCDyWLGMHGSo/3PSZ998IL+uWKW3XnQKvEy0kFcjT75a/eICapoNIQjrX2PTcxQYaVYYTTaamXappgMsZD6lsqsaA6yOYHT9GZVQYoipUtadBc/T2RYaH1RIS2U2Az0sveTPzP81MTXQcZk0lqqCSLRVHKkYnR7Hs0YIoSwyeWYKKYvRWREVaYGJtRyYbgLb+8Stq1qndZde/qlUYtj6MIJ3AK5+DBFTTgFprQAgICnuEV3hzlvDjvzseiteDkM8fwB87nD5y7j5Q=</latexit>

S 2 [0, 1]

Local interval distance:

Local interval Similarity:

Ø Local Similarity Algorithm

v Naïve Algorithm



CRYPTOMINING TRAFFIC DETECTION ALGORITHM

¡ Two noisy scenarios

Ø high-frequency and large-scale data communications.

Ø periodic heartbeat signals for a long time.

¡ Solutions:
¡ Local similarity algorithm based on credible probability estimation 

Block
Created

Timeline

Sender

High Frequency

Lower Distance

Packet Arrival Time Block Created Time 

<latexit sha1_base64="8eRz2RS4K03S+1ZoTBaK1A5PgdQ=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LFbBU0mkoseCF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB+ybfrniVt05yCrxclKBHI1++as3iFkacYVMUmO6npugn1GNgkk+LfVSwxPKxnTIu5YqGnHjZ/NTp+TcKgMSxtqWQjJXf09kNDJmEgW2M6I4MsveTPzP66YY3viZUEmKXLHFojCVBGMy+5sMhOYM5cQSyrSwtxI2opoytOmUbAje8surpHVZ9a6q7n2tUj/L4yjCCZzCBXhwDXW4gwY0gcEQnuEV3hzpvDjvzseiteDkM8fwB87nD2HsjcQ=</latexit>

ts
<latexit sha1_base64="MapYuAO0IU6SswjKQIF/YldoDJw=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69BKvgqSSi6LHgxWNFawttKJvtpF262YTdiVBKf4IXD4p49Rd589+4bXPQ1gcDj/dmmJkXplIY8rxvp7Cyura+UdwsbW3v7O6V9w8eTZJpjg2eyES3QmZQCoUNEiSxlWpkcSixGQ5vpn7zCbURiXqgUYpBzPpKRIIzstI9dbFbrnhVbwZ3mfg5qUCOerf81eklPItREZfMmLbvpRSMmSbBJU5KncxgyviQ9bFtqWIxmmA8O3Xinlql50aJtqXInam/J8YsNmYUh7YzZjQwi95U/M9rZxRdB2Oh0oxQ8fmiKJMuJe70b7cnNHKSI0sY18Le6vIB04yTTadkQ/AXX14mj+dV/7Lq3V1Uaid5HEU4gmM4Ax+uoAa3UIcGcOjDM7zCmyOdF+fd+Zi3Fpx85hD+wPn8AUy0jbY=</latexit>

te

Block
Created

Timeline

Sender

Low Frequency & Periodicity 

Packet Arrival Time Block Created Time 

<latexit sha1_base64="8eRz2RS4K03S+1ZoTBaK1A5PgdQ=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LFbBU0mkoseCF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB+ybfrniVt05yCrxclKBHI1++as3iFkacYVMUmO6npugn1GNgkk+LfVSwxPKxnTIu5YqGnHjZ/NTp+TcKgMSxtqWQjJXf09kNDJmEgW2M6I4MsveTPzP66YY3viZUEmKXLHFojCVBGMy+5sMhOYM5cQSyrSwtxI2opoytOmUbAje8surpHVZ9a6q7n2tUj/L4yjCCZzCBXhwDXW4gwY0gcEQnuEV3hzpvDjvzseiteDkM8fwB87nD2HsjcQ=</latexit>

ts
<latexit sha1_base64="MapYuAO0IU6SswjKQIF/YldoDJw=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69BKvgqSSi6LHgxWNFawttKJvtpF262YTdiVBKf4IXD4p49Rd589+4bXPQ1gcDj/dmmJkXplIY8rxvp7Cyura+UdwsbW3v7O6V9w8eTZJpjg2eyES3QmZQCoUNEiSxlWpkcSixGQ5vpn7zCbURiXqgUYpBzPpKRIIzstI9dbFbrnhVbwZ3mfg5qUCOerf81eklPItREZfMmLbvpRSMmSbBJU5KncxgyviQ9bFtqWIxmmA8O3Xinlql50aJtqXInam/J8YsNmYUh7YzZjQwi95U/M9rZxRdB2Oh0oxQ8fmiKJMuJe70b7cnNHKSI0sY18Le6vIB04yTTadkQ/AXX14mj+dV/7Lq3V1Uaid5HEU4gmM4Ax+uoAa3UIcGcOjDM7zCmyOdF+fd+Zi3Fpx85hD+wPn8AUy0jbY=</latexit>

te

<latexit sha1_base64="QLpU713aToUxlz83kqo8CZU6ons=">AAACGXicbVDLSsNAFJ3UV62vqEs3g0VohZakKLoRCm5cVrAPaGqYTCftkMmDmYm0hPyGG3/FjQtFXOrKv3GaZqGtBy4czrmXe+9xIkaFNIxvrbCyura+UdwsbW3v7O7p+wcdEcYckzYOWch7DhKE0YC0JZWM9CJOkO8w0nW865nffSBc0DC4k9OIDHw0CqhLMZJKsnVD2Kzi3nvVKwuxaIzgKayYNcvlCCckM9JkYnu1iZ14NTNNq7ZeNupGBrhMzJyUQY6WrX9awxDHPgkkZkiIvmlEcpAgLilmJC1ZsSARwh4akb6iAfKJGCTZZyk8UcoQuiFXFUiYqb8nEuQLMfUd1ekjORaL3kz8z+vH0r0cJDSIYkkCPF/kxgzKEM5igkPKCZZsqgjCnKpbIR4jlYpUYZZUCObiy8uk06ib53Xj9qzcbORxFMEROAYVYIIL0AQ3oAXaAINH8AxewZv2pL1o79rHvLWg5TOH4A+0rx+fop7J</latexit>

sl(f
k) = ↵ ⇤ (1� e(fk)

xk � xk�1
)

<latexit sha1_base64="/YbtG1RFAGD4XH6p/yqrjmyMSzU=">AAACK3icbVDLTgIxFO3gC/GFunQzkZjAAjJDNLohIbpxiYk8EsBJp9yBhk5n0nZMyGT+x42/4kIXPuLW/7DALAQ8SdPTc+7N7T1uyKhUlvVpZNbWNza3stu5nd29/YP84VFLBpEg0CQBC0THxRIY5dBUVDHohAKw7zJou+Obqd9+BCFpwO/VJIS+j4ecepRgpSUnf90oQg2ccalW7HkCk5g747J+J1OSlB5iX1/lRa9sL7hOvmBVrBnMVWKnpIBSNJz8a28QkMgHrgjDUnZtK1T9GAtFCYMk14skhJiM8RC6mnLsg+zHs10T80wrA9MLhD5cmTP1b0eMfSknvqsrfaxGctmbiv953Uh5V/2Y8jBSwMl8kBcxUwXmNDhzQAUQxSaaYCKo/qtJRljHonS8OR2CvbzyKmlVK/ZFxbo7L9SraRxZdIJOURHZ6BLV0S1qoCYi6Am9oHf0YTwbb8aX8T0vzRhpzzFagPHzCwl1p5E=</latexit>

P (e = ek) = (
nk � ek

nk
)mk � (

nk � ek � 1

nk
)mk

Random Sequence:  <latexit sha1_base64="yG9+jHteS+8ZcLd+q/wtWVzy1Qg=">AAAB6nicbVDLSgNBEOz1GeMr6tHLYBA8hd2g6DHgxWNE84BkCbOTTjJkZnaZmRXCkk/w4kERr36RN//GSbIHTSxoKKq66e6KEsGN9f1vb219Y3Nru7BT3N3bPzgsHR03TZxqhg0Wi1i3I2pQcIUNy63AdqKRykhgKxrfzvzWE2rDY/VoJwmGkg4VH3BGrZMeZG/cK5X9ij8HWSVBTsqQo94rfXX7MUslKssENaYT+IkNM6otZwKnxW5qMKFsTIfYcVRRiSbM5qdOyblT+mQQa1fKkrn6eyKj0piJjFynpHZklr2Z+J/XSe3gJsy4SlKLii0WDVJBbExmf5M+18ismDhCmebuVsJGVFNmXTpFF0Kw/PIqaVYrwVXFv78s16p5HAU4hTO4gACuoQZ3UIcGMBjCM7zCmye8F+/d+1i0rnn5zAn8gff5A09YjcM=</latexit>mk packets, <latexit sha1_base64="h0pJtm/fi62Aso98IqGjL/CiSKo=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKRY8FLx4r2g9oQ9lsN+3SzSbsToQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IJHCoOt+O4WNza3tneJuaW//4PCofHzSNnGqGW+xWMa6G1DDpVC8hQIl7yaa0yiQvBNMbud+54lrI2L1iNOE+xEdKREKRtFKD2owGZQrbtVdgKwTLycVyNEclL/6w5ilEVfIJDWm57kJ+hnVKJjks1I/NTyhbEJHvGepohE3frY4dUYurDIkYaxtKSQL9fdERiNjplFgOyOKY7PqzcX/vF6K4Y2fCZWkyBVbLgpTSTAm87/JUGjOUE4toUwLeythY6opQ5tOyYbgrb68Ttq1qlevuvdXlUYtj6MIZ3AOl+DBNTTgDprQAgYjeIZXeHOk8+K8Ox/L1oKTz5zCHzifP1DejcQ=</latexit>nk interval length, interval distance<latexit sha1_base64="DYJac1wZNkfHzEbKXLbA2Yl8rK0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKRY8FLx4r2g9oQ9lsJ+3SzSbsboQS+hO8eFDEq7/Im//GbZuDtj4YeLw3w8y8IBFcG9f9dgobm1vbO8Xd0t7+weFR+fikreNUMWyxWMSqG1CNgktsGW4EdhOFNAoEdoLJ7dzvPKHSPJaPZpqgH9GR5CFn1FjpAQeTQbniVt0FyDrxclKBHM1B+as/jFkaoTRMUK17npsYP6PKcCZwVuqnGhPKJnSEPUsljVD72eLUGbmwypCEsbIlDVmovycyGmk9jQLbGVEz1qveXPzP66UmvPEzLpPUoGTLRWEqiInJ/G8y5AqZEVNLKFPc3krYmCrKjE2nZEPwVl9eJ+1a1atX3furSqOWx1GEMziHS/DgGhpwB01oAYMRPMMrvDnCeXHenY9la8HJZ07hD5zPH0Mojbs=</latexit>ek

<latexit sha1_base64="oy72qEv9pg38rO3cm6sU8Ssy9Nc=">AAAB/XicbVDLSsNAFJ34rPUVHzs3g0VoNyUpim6UghuXFewD2lgm05t26GQSZiZCDcVfceNCEbf+hzv/xmmbhbYeuHA4517uvcePOVPacb6tpeWV1bX13EZ+c2t7Z9fe22+oKJEU6jTikWz5RAFnAuqaaQ6tWAIJfQ5Nf3g98ZsPIBWLxJ0exeCFpC9YwCjRRurahx3C4wHBl7hWhCsoBvfDUqlrF5yyMwVeJG5GCihDrWt/dXoRTUIQmnKiVNt1Yu2lRGpGOYzznURBTOiQ9KFtqCAhKC+dXj/GJ0bp4SCSpoTGU/X3REpCpUahbzpDogdq3puI/3ntRAcXXspEnGgQdLYoSDjWEZ5EgXtMAtV8ZAihkplbMR0QSag2geVNCO78y4ukUSm7Z2Xn9rRQrWRx5NAROkZF5KJzVEU3qIbqiKJH9Ixe0Zv1ZL1Y79bHrHXJymYO0B9Ynz/FjpNv</latexit>

↵ = P (e > e(fk))



CRYPTOMINING TRAFFIC DETECTION ALGORITHM

¡ An exemple of 

Ø Red: Cryptomining flow

Ø Green: high-frequency noise

Ø Yellow: low-frequency periodic noise

<latexit sha1_base64="mhIQbStrSAbG6/8XYGQ8ZPpKUSo=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hd2g6DHgxWME84BkCb2TSTJmdmaZmRXCkn/w4kERr/6PN//GSbIHTSxoKKq66e6KEsGN9f1vb219Y3Nru7BT3N3bPzgsHR03jUo1ZQ2qhNLtCA0TXLKG5VawdqIZxpFgrWh8O/NbT0wbruSDnSQsjHEo+YBTtE5qdlEkI+yVyn7Fn4OskiAnZchR75W+un1F05hJSwUa0wn8xIYZasupYNNiNzUsQTrGIes4KjFmJszm107JuVP6ZKC0K2nJXP09kWFszCSOXGeMdmSWvZn4n9dJ7eAmzLhMUsskXSwapIJYRWavkz7XjFoxcQSp5u5WQkeokVoXUNGFECy/vEqa1UpwVfHvL8u1ah5HAU7hDC4ggGuowR3UoQEUHuEZXuHNU96L9+59LFrXvHzmBP7A+/wBiAOPDA==</latexit>↵

¡ Global Similarity Table (GST)

Ø Iterative algorithm

v addition increment

v subtraction decrement



EVALUATION

¡ Background Traffic ¡ CryptoMining Traffic

Ø 21 Monero mining pool nodes 

Ø cover nearly 80% computing power

Ø all through TLS protocol

Ø duration time same as background traffic

Ø Merge traffic by mergecap

Ø Replay the traffic for detection 

¡ Ethical Considerations
Ø IP addresses anonymized, Payload removed.

Ø Accordance with the policies defined by our 
institution.



EVALUATION RESULTS

¡ Challenge 1: Extremely unbalanced data

¡ Detection case number: 21 * 48 *32 = 30000 cases for ti=0.5 h

¡ Evaluation results of Minehunter (2h-0.6, precision 97%, recall 99.7% )



EVALUATION RESULTS

¡ Challenge 2: Uncontrollable number of alarms

¡ Alert Condition: Check from the head of the table, 

and stop checking if a false alarm is found.

¡ When the detection time is set to 2h, the 

algorithm’s recall can reach 99.8%.



EVALUATION RESULTS

¡ Challenge 3: Traffic confusion

¡ Common method: proxy, load encryption, 
port replacement, and packet padding

¡ “White Box”: 

Ø Packet Delay:

v When the delay time is less than 10s, the overall 
performance of the algorithm is less affected.

Ø Packet amplification:

v The algorithm can effectively combat packet 
amplification by 10 times.



EVALUATION RESULTS

§ Challenge 4: Online detection
§ Average Speed: 350,000 pps

§ Scalability

Ø Different cryptocurrencies 

Ø Websites with embedded mining code



¡ In this work, we propose MineHunter, a practical cryptomining traffic detection algorithm, which can be 

deployed at the entrance of enterprise or campus networks.

¡ Our algorithm has attempted to solve the four core challenges faced in the actual network environment, 

including extremely unbalanced datasets, controllable alarms, traffic confusion, and efficiency.

¡ We conduct a large-scale evaluation experiment in a campus network environment within one month. The 

experimental results show that our algorithm can achieve 97.0% precision and 99.7% recall on the extremely 

unbalanced dataset.

CONCLUSION
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