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‘In Florida, a man killed his wife and two children
several days after he installed surveillance software

on her phone and used it to see her texts and photos;
https: / /www.nytimes.com /2018 /05/19 /technolo

hone-apps-stalking.html
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Nuanced
stalkerware
classification

Steps taken by DOSMELT to perform
nuanced classification of stalkerware.
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Remove common
stopwords with

the NLTK
package

tf-idf (w,d) = TF(w,d) log(N/(df + 1))
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o ® Our solution: Learn-by-predict based active learning paradigm
Raw, unlabeled data We allow DOSMELT to access only a
_ ‘ small amount of labeled stalkerware and
Active Oracle non-stalkerware apps. These examples are

Machine
\ Learning

used to initialize the classifier.

ACHvE i : In each round, DOSMELT selects
Learner

the unlabelled instances with confidence
score larger than 0.9 as the next apps to
be labelled by human analysts,

which are added to the training set in the

subsequent round.

x" = arg max Pg(4; = 1lx;) ¢f (i, yi)
Xi

Learning Trained Classifier
Model
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hosted by stalkerware apps
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® Our solution: A multi-label classification system to identify surveillance functions

Over 73% of stalkerware apps support
at least one surveillance capability,
there are many apps with multiple
capabilities (a multi-label problem).

DOSMELT can report multiple
surveillance capabilities hosted by one
stalkerware app at the same time (a
multi-label classification system).
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. ssed the capability, based on
* In the third an

nd om set of 100 apps to test agreement. Both
researchers achieved a K

rippend a of 0.86 in th round, which indicates strong inter-rater
reliability. T —— i)
* In total, there are this process led to the labeling of 4,839 apps, where 1,462 of them are stalkerware apps with
at least one surveillance capability from the taxonomy of surveillance capabilities. The rest are benign apps.
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keymonitor 12 intercept
whatweb 11 transcript on
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” calendar 30 infrared
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locate lity classification re-
email ising Random Forest
(Extra-Tree).
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database restore
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able 6: Top 25 ranked keywords for stalkerware detection
derived using Random Forest (RF).
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* Adversarial attacks on the self-descriptio

(f * Stalkerware detection methods applied to non-English apps.
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