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Our Approach
• Novel infiltration technique
• Significantly faster
• Practical implementation
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Modulation & Sampling
• Robust and easy modulation
• Like PWM or morse code
• Immediate sampling
• Delayed sampling
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Results
• Distance of 30 cm
• Empirical upper limit for each device



Results
• Raspberry Pi with both circuit types
• MOSQUITO: 166 bps (3 m), 10 bps (9 m)



Exfiltrating Data
• High-speed camera
• Avalanche photodiode



Results
• Raspberry Pi + IP phone‘s green LED
• LED-it-GO: 4,000 bps (8 m)

APD as 
receiver
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Summary
• Covert bidirectional communication channel
• Direct line of sight necessary
• No hardware modifications
• Infiltration of data at 18.2 kbps over 30m
• Exfiltration of data at 100 kbps over 25m



Thanks!

https://intellisec.de/research/lasershark

https://github.com/intellisec/lasershark
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Avalanche Photodiode Spectrum



Data rate for each Target
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