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Introduction
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n Numerous organizations are hit by data breaches and ransomware attacks

n Timely detection and analysis are vital to limit the damage

n Log data are an invaluable source for detection and analysis
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Motivation: Log Data Sources and Their Challenges
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Productive network

Existing dataset

Dedicated testbed

n No access or no permission to perform experiments

n No permission to publish data à reproduction impossible

n Constant state change à no controlled experiments

n Not adaptable à often does not fit requirements

n Often outdated à questionable validity of results

n Often no code / sketchy docs à missing transparency

n Creating a new testbed is very time-consuming

n If not shared, others cannot reproduce log data acquisition

n Others cannot adapt the testbed to build on results

The scientific community requires

reproducible and adaptable testbeds

for log data generation



© Fraunhofer FKIE 
Rafael Uetz               rafael.uetz@fkie.fraunhofer.de ru37z                 ru37z

Testbed Requirements

are available as open source

valid

controlled

reproducible

available

realistic emulate real-world scenario

transparent

adaptable

replicable run on commodity hardware

execute deterministic activity

provide self-tests

sound
experiments

artifacts for
experiments

testbeds for
artifact generation

supports
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Proof-Of-Concept Testbed: SOCBED
Self-Contained Open-Source Cyberattack Experimentation Testbed

Main features

n Simulation of a small company’s network using virtual machines

n Simulation of user activity (web surfing, emailing, file editing)

n Simulation of common multi-step cyberattacks

n Best-practice log data collection

n Optional collection of network traffic

Distinctive design principles

n Runs on commodity computers, open source, full infrastructure as code

n Self-contained, numerous self-tests (unit and system)

n Deterministic user activity and fully scriptable attacks
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fkie-cad/socbed
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SOCBED Architecture
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SOCBED Cyberattacks

infect_email_exe

infect_flashdrive_exe

c2_change_wallpaper

c2_download_malware
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misc_download_malware
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misc_exfiltration

misc_set_autostart

misc_sqlmap
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Sends an email containing an infected executable file

Mounts a drive and runs an infected exe file

Changes the wallpaper on the target host

Downloads malware through Meterpreter

Finds and sends documents over the C&C channel

Obtains cached credentials using mimikatz

Takes a screenshot and downloads it

Downloads malware from a web server

Executes a malicious binary

Copies files to a removable drive

Sets an autostart in the Windows registry

Performs an SQL injection attack to steal credentials

misc_sqlmap

misc_exfiltration

misc_set_autostartmisc_execute_malware

c2_exfiltrationc2_download_malwaremisc_download_malware

c2_mimikatz c2_take_screenshot

infect_email_exe infect_flashdrive_exe
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SOCBED Logging Facilities

n Log data collection from numerous sources

n Storage, search and visualization on a dedicated log server

n Easy download to create log datasets
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Evaluation

Show that SOCBED facilitates sound 
experiments

Show that exemplary experiment is valid, 
controlled, and reproducible

Compare logging configs for detection of 
multi-step attack

Repeated ten times on two independent 
hosts

Consistent attack detection under 
reproduction and adaptation

SOCBED facilitates sound experiments
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Goal

Approach
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Results
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Summary

n Log data are crucial for cybersecurity research

n Testbeds are an important means for generating log data

n Existing testbeds lack reproducibility and adaptability

n SOCBED is a proof-of-concept testbed to facilitate sound experiments

n SOCBED and our evaluation dataset are freely available on GitHub
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fkie-cad/socbed

fkie-cad/socbed-eval-acsac-2021

Please see our paper for more details. Thank you very much for your attention!


