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Goal: Guide the Creation of User Studies

1. Identify understudied use cases

2. ldentifying competing design paradigms that should be
compared in user studies

2



\
|.:I DASHLANE

What We Did
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 Evaluated 33 password
manager implementations
e 12 desktop managers
* 11 i0S managers
* 10 Android managers
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What We Did

* Extracted and prioritized use cases
e Essential, recommended, extended

* |dentified design paradigms for each use case
* In existing tools

* In the research literature

* Unique to this paper

* Conducted cognitive walkthroughs as a first look at usability
* 8 managers
» 17 tasks covering all essential use cases
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In This Talk

e Just the highlights
e Understudied use cases
* Gaps in the identified design paradigms
* Interesting results from the cognitive walkthroughs

Read the paper for the full systematization and usability results
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Essential Use Cases
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Use Cases

(E1)
(E2)

(E3)
(E4)

(E5)

Setup manager
Register credential
Update credential
Remove credential
Autofill credential

(E6)
(E7)
(E8)
(E9)
(E10)

Manually enter credential
Generate password

Sync credentials

Lock manager

Unlock manager
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Setup Manager

Steps Challenges
1. Find and download * A ot of steps, especially for
5> Install non-browsers
- INsta e Could lead to drop off if user
3. Set up an online account interest is not sufficiently high
: . : * Makes it difficult to explore
4. Configure initial settings options
5. Setup up a recovery * Unclear what to do after setup
mechanisms (rare) is complete

Research is needed to smooth out the setup process




Register Credential

* Easy to register credentials

* Unless the same credential is used by two domains
* Common authentication backend
* Improper implementations of single sign-on

* Less than 20% of managers support credential linking
* Poor usability
 Leads to warnings of duplicate passwords

e Hard to use when available
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Credential Link in LastPass

o
Q, Search LastPass Vault
@ Open My Vault
® Recently Used v
& Allitems >
© Additem >
(® Generate Secure Password >
3
@ Security Dashboard @
3
& Account Options v {
2
4) Log Out:scott@ruoti.org [
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Credential Link in LastPass

Account Settings

Multifactor Options Trusted Devices Mobile Devices Never URLs Equivalent Domains URL Rules

Manage your LastPass account information, privacy, email subscriptions, and security settings. @
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Credential Link in LastPass

Account Settings

General  Multfactor Options ~ Trusted Devices  Mobile Devices  Never URLs URL Rules Add Eq uivalent Domains
‘Add domains that use the same login service. We've already listed popular sites that use shared credentials across domains under their control. For o
‘example: amazon.com and its local variations, or gmail.com and other google products.
Enter domains, separated by commas.
Type Action

ameritrade.com, tdameritrade.com Global o +

bankofamerica.com, bofa.com, mbna.com Global @

youtube.com, google.com, gmail.com Global @ +

apple.com, icloud.com Global @

wellsfargo.com, wf.com Global | @

mymerrill.com, mi.com, merrilledge.com Global @

accountonline.com, citi.com, citibank.com, citicards.com, citibankonline.com Goobal | @ +

cnet.com, cnettv.com, download.com, news.com, upload.com Global @

bananarepublic.com, gap.com, oldnavy.com Global o +

bing.com, hotmail.com, live.com, microsoft.com, msn.com, windows.com, windowsazure.com, office.com, skype.com, azurecom  Global @ =

ua2go.com, united.com, unitedwifi.com Giobal | @

overture.com, yahoo.com, flickr.com Gobal @ + On Iy entel' domain S, I'IOI sSu b—domal ns.
zonealarm.com, zonelabs.com Global | @

avon.com, youravon.com Global @ +

1800contacts.com, 800contacts.com Gobal | @ + Add

is needed to design more usable linking p
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Manually Enter Credentials

e Users often need to enter
credentials by hand
* Borrowed computer What's your password? [
e Game console
* |oT device




Manually Enter Credentials

* Entering generated credentials

can be difficult Sitepassword; 2
yEs85770w2h]
1. Difficult to distinguish
characters B
* Nearly no support on desktop Your passwordiic ]|

* Some support on mobile

2. Hard to input using the
device's input method cory SSHORD o

Research is needed on modality-aware password generation
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Recommended Use Cases
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Use Cases

(R1) Audit credentials
(R2) Modify settings
(R3) Recover access
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Audit Credential

What is a credential audit?

* Evaluates the security of
passwords
* Weak passwords
* Reused passwords
* Compromised passwords

What are its limitations?
e Difficult to find

* Overwhelming
e Especially on first use

* Includes false positives

* Missing design paradigms
* |dentify unused credentials
* Prioritize recommendations

We need user studies of credential audits




Recover Access

* Losing access to a password

manager is catastrophic

1Password Account

* Recovery mechanisms are
n e C e S S a ry :::::ngnebits.com
{ M a n a ge r O n |y a S Sec u r-e a S t h e :j:;:r:j::,:;tzsAc-KRsav VC83W-7NTCN-457S8

recovery mechanism
* Most managers do not have ST 1. 1 R,

pppppp @1password.com 1Password apps to set up

strong recovery mechanisms e

Research is needed on long-term recovery mechanisms
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Extended Use Cases
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Use Cases

(X1) Migrate manager
(X2) Share credentials
(X3) Manage identities
(X4) Store sensitive data
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Share Credentials

* Sharing credentials is ©
Com mon place Someone shared an item

with you on 1Password

° N etfl iX You can view this item until 2021-10-12 at 3:05 PM
* Social media 'y R

* Poorly supported
* Between password managers
* With non-users

We need user studies of credential sharing
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Conclusion
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Conclusion

. g
* Most use cases are either
. . E"“E"%Eéﬁhgé‘”%a?‘:gﬁ
unstudied or understudied
v = 5 & 2|5 =la g 3
S O Y ==
. Nearly no researCh has Authors Year géi%%é%é%ééé@@@i@ﬁ
compared the strengths and e, ] £ v
; gluda  fmelus v q
2 |Silver et al.
weaknesses of design e e A ,
di e | A 41
pa ra Igms § PZzgi?rI;;ne‘;al. 2019|[21]] | v v |v
= [Rayet al. 2021][22]) | v viviv
e, o Lyfistaniet al. 2017|[16] Vv v 4
* Lots of exciting research to e el o e P N
be d in thi | <l SR o sl A M ¢
e one in t IS darea! Stobertetal  |2020|(31] vviiv

Table 3: Use cases examined in prior usability studies

Our systematization is aimed to help jump start this research
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