en‘gqurlng.gsu.edu

>
-\'

Global Feature Analysis and Comparative Evaluation of
Freestyle In-Air-Handwriting Passcode for User Authentication

Presented at Annual Computer Security Applications Conference (ACSAC), 2021

Duo Lu’, Yuli Deng?, Dijiang Huang®

dlu@rider.edu
2{ydeng19, dijiang.huang}@asu.edu

' Rider University, Lawrence, New Jersey, USA
? Arizona State University, Tempe, Arizona, USA

' This work is done when Duo Lu is a PhD student at Arizona State University

RI DER % IRA A FULTON SCHOOLS OF VSNAUC Secure Networking And Computing

UNIVERSITY engineering Research Group



Freestyle In-Air-Handwriting Passcode

wearable inertial
sensor

in-air-handwriting

e

Please Login

~

Passcode: [ ]

in-air-handwriting \

wearable
inertial sensor

\ _‘ = 7
\ “3D depth \
camera



System Architecture

Alignment /\
Feature Analysis \/

(Section 4.1) Account Database,
(Section 3.1) Datasets, and Evaluation

(Section 3.3, Section 6)

Hand Motion
Tracking Device

Sample Variation
Feature Analysis

(Section 4.2)
Signal Decision Making

Y

Preprocessing Algorithm

Statistical, Length, and Hand (Section 5)

Geometry Feature Analysis
(Section 4.3)

(Section 3.2)

N\




Devices and Signals

. —_—
- '
o @ o s
S
° o 8

y

trajectory signal

example orientation signal

example

the camera device the glove device



Preprocessing

raw

trajectory M
signal

angular speed

AR raw
AN Signal preprocessed signal

position
speed
acceleration
orientation
angular speed

angular acc



System Architecture

Alignment /\
Feature Analysis \/

(Section 4.1) Account Database,
(Section 3.1) Datasets, and Evaluation

(Section 3.3, Section 6)

Hand Motion
Tracking Device

Sample Variation
Feature Analysis

(Section 4.2)
Signal Decision Making

Y

Preprocessing Algorithm

Statistical, Length, and Hand (Section 5)

Geometry Feature Analysis
(Section 4.3)

(Section 3.2)

N\




Datasets

dataset # signals description
ID-passcode 7,200 Legitimate users create two meaningful strings as an ID and a passcode.
collision 36,000 | Imposters attack with the knowledge of string meaning.
spoofing 18,000 | Imposters attack based on watching recorded videos of legitimate users.
persistence 8,000 Ten sessions of data of legitimate users writing the ID and the passcode.

We constructed four datasets using two types of devices from 180 users.

Our dataset and code library is openly available at https://github.com/duolu/fmkit



https://github.com/duolu/fmkit

Feature Extraction and Matching

Five different types of features are extracted and five corresponding matching scores are computed.

(1) Alignment cost: 0 40

(2) Signal sample distance: 5TTV (3) Signal statistical difference:  dgp

(4) Signal length difference: 01D (5) Hand geometry difference: 0y ap



Alignment Cost
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Signal Sample Distance
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Signal Sample Distance Analysis

scaled element-wise distance
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The signal sample distance feature can be used to distinguish different writers and contents.



Statistical Feature

fR)=(M,Z,P,A, L)

Mean:
Variance.

Correlation.

Amplitude:

LF-ratio:

Mean of each sensor axis, M = (u,, ..., 4 ), where W = mean(SJ.).

Variance of each sensor axis, = (0, ..., 0,), where 0, = var(S)).

1 J
Correlation among sensor axes, P = (axy, a,,. O, Bxy, Byz, BXZ, ...... ),

where Qs B is the correlation of acc, gyro, Euler axis x and y

Xy 7 ny

Sum of amplitude of each axis, A = ()\1, )\d), where )\j = Z|S.J.|.

Portion of low frequency components (below 3 Hz), H = (n,, ..., n,),



Statistical Feature Difference & Length Difference

0sp = mean(abs(f(R) — psr)/0sr) orp = |lr = lr|/Ir
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Hand Geometry Difference

dugp = mean(abs(hr — hr)/hy) -

Only available for the camera device.
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(a) definition of hand geometry features (b) length difference of each hand geometry component

Generally, alignment cost, statistical differences, length differences, and hand
geometry differences are weak features.



Fusion of Features

feature fusion

1
. |
score fusion Sother = W1ac + w2dsp + w3SLp + W4SHGD, |
(more parameters) :

|

(less parameters)
8s—Fusion = OTTV + éother’

The glove device
cannot obtain
hand geometry
feature.
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Comparison with the Two Types of Devices

Fm -~ m - - s m e —— - == T TT T T T T T T T T T s s s s s s s s m |
| . I| . 1
: the camera device :. the glove device I
1 |
using data from the camera device using data from the glove device
method without collision (in %) with collision (in %) without collision (in %) with collision (in %)
FAR | FAR | Zero | Zero FAR | Zero FAR | FAR | Zero | Zero FAR | Zero
S 1K 10K FAR FRR 2 1K FAR e 1K 10K | FAR FRR e 1K FAR

DTW(2) 1.24 | 5.75 | 17.69 | 71.40 | 28.76 | 5.10 | 27.6 872 1.24 | 3.80 | 10.52 | 49.46 | 98.18 | 5.04 | 24.0 38.9

TTV(2) 1.00 | 4.81 | 12.18 | 44.57 | 16.49 | 3.64 | 19.9 3.2 12| 227 7.30 | 48.84 | 50.97 | 4.17 | 23.0 38.9

DTW 0.81 [ 2.39 7.56 | 56.36 | 25.00 [ 3.08 [ 13.3 295 OSSN R1ESS 5.26 | 43.80 856 [ 295 | 12.0 19.6

i i . g 0.70 | 2.38 7.99 | 23.64 | 1554 | 2.16 | 15.2 34.8 0.68 [ 0.85 2.86 | 35.50 | 11.23 | 2.39 | 13.6 23.6

S-Fusion 0.50 [ 1.38 495 | 37.75 | 42.38 | 1.83 7.4 | 15.4 (| 039 | 0.93 2.06 | 36.12 | 16.21 | 1.98 | 15.6 30.9

T-Fusion 0:22 | 0:32 0.78 | 12.33 o) || Zadeit || IKOLE, 17.0 ]} 0.16 | 0.16 | 0.39 2:95 657 4[5 4.7 6.2

F-Fusion 0.26 | 0.31 0.85 | 12.00 730N 2618 11057 16.6 || 0.16 | 0.16 | 0.39 3.10 425 | 1.51 44 5.6

T-Fusion(A) | 0.21 | 0.23 | 0.57 | 10.62 | 3.23 | 2.74 | 10.6 232 1] 0.16 | 0.16 0.42 279 | 0.50 | 1.86 6.5 1252

T-Fusion(E) | 0.10 | 0.12 0.78 | 10.70 472 | 2.40 | 891 183 4{ 0.16 | 0.16 | 0.39 | 2.02 2.29 | 1.38 3.5 5.1

The performances with the two types of devices are close.




Performance Results (ROC)
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Roughly one or two mistakes over one thousand authentication attempts at best.




Comparison with Existing Works

number EER EER . .
Rt of users | (w/o collision) | (w/ collision) DRI Algorithm
Ours (camera) 180 0.10% ~ 1.24% | 1.83% ~ 5.10% Leap Motion SVM, TTV, DTW
Ours (glove) 180 0.16% ~ 1.24% | 1.38% ~ 5.04% | custom data glove SVM, TTV, DTW
Liu et al.[17] 20 ~ 25 ~ 3% ~10% Wii remote DTW
Bailador et al.[2] 96 1.8% ~ 2.1% ~ 5% smartphone DTW, Bayes, HMM
Bashir et al.[3] 40 ~1.8% N/A custom digital pen DTW
Chan et al.[6] 16 0.8% N/A Leap Motion random forest
Tian et al.[31] 18 ~2% N/A Kinect DTW

Our methods have slightly larger datasets and better performance.

Our work provides more comprehensive comparative evaluations and analyses.



Analysis of Scores for All Accounts
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Easy Cases and Hard Cases

(d) collision, & = 0.555 (easy) (e) diff, 6 = 0.294 (hard) () diff, 6 = 0.373 (hard)



More Analysis

e Analysis with active spoofing attacks.

e Analysis of persistent performance with data from multiple sessions.

e Analysis of usability.

(1) easy to memorize —-----——----— Tk Ak 4.3
(2) difficult to guess ——-———- ) 0 & & SXE X!
(3) difficult to leak visually --------- Tk Koyt 3.7
(4) difficult to mimic on leakage -- Yr v ¥r v 4.0
(5) easy to learn and register ----- ) ¢ ¢ ¢ ox& N

(6) fast to login Tk K eve 3.8
(7) easy to update and revoke ----Yr frfrfriy 3.7
(8) preference to use ---------------- Kk KAy 3.5

compare with compare with compare with compare with
password password fingerprint face recognition
(website login) (device unlock) (device unlock) (device unlock)

specd [ERNIONEED EAVIED | zs— o2 I
securty IS0 EEEESD BEISE] EEIE

B Our framework is better. They are the same. M Our framework is worse.

Our work analyzes the strength and limitations in various scenarios.



Long-Term Performance Analysis
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Our work analyzes the long-term performance.
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Thank youl!

More details are available in our paper and at hitps://github.com/duolu/fmkit
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