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• Critical vulnerabilities (Ripple20 [5],
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targeting IoT deployments

• Manual recovery impossible

• How can we link strong remote
recoverability for service providers and
intrusion and anomaly detection?
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Background



Dominance

Dominance (Xu et al. [8])
The hub dominates a device if the hub can choose arbitrary code and force
the device to run it within a bounded amount of time.
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Novel Trusted Computing
Concepts



Strong Dominance

Dominance (Xu et al. [8])
The hub dominates a device if the hub can choose arbitrary code and force
the device to run it within a bounded amount of time.

Strong Dominance
A hub strongly dominates a scheduler if the hub can choose arbitrary code and force the
execution of the code as an activity of the scheduler in a bounded amount of time.
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Weak Dominance
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Weak Dominance
A hub H1 weakly dominates a scheduler S1 if the following conditions are fulfilled:
1. There is a hub H2 that strongly dominates a scheduler S2.
2. The scheduler S2 dispatches the scheduler S1.
3. Given that H2 behaves cooperatively, H1 can choose arbitrary code and force its execution

in an activity of the scheduler S1 in a bounded amount of time.
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System Architecture



System Architecture
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strong dominance
weak dominance
can sign deferral tickets

• Service Machines (SMs)
• Weakly dominated by a

Service Hub (SH)
• Encapsulate services

• Management Machine (MM)
• Weakly dominated by an Infrastructure Hub (IH)
• Isolates the network stack during runtime
• Provides dominance-related functionalities

• An SP can recover a weakly dominated SM even
after a severe software compromise

• Even in case of an VM espace: The IH can still
recover the device
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Achieving Strong Dominance
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Achieving Weak Dominance
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do not add overhead,
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Summary

• Trusted computing concepts: Strong dominance and
weak dominance for future resilient IoT and edge
deployments

• Application-level protocol that binds the runtime state
to strong recoverability guarantees

• System architecture for the proposed concepts,
assuming shared edge and IoT infrastructure

• Proof of concept implementation, showing feasibility
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Thank you for your attention!
Feel free to ask questions!
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Icon Author Contribution:
Some icons used in this presentation are provided by JGraph and their useful tool diagrams.net
(https://github.com/jgraph/drawio). They are licensed under the Attribution 4.0 International (CC BY 4.0).
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