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Data Privacy Leakage Task

- Membership Inference Attack

- Attribute Inference Attack

Distinguish Training Data and Test Data

Complete Data from part of information
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Our Data Privacy Leakage

- Information leakage from FVS 

- Embedding recovery from leakage 

- Image recovery with embedding 
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Methodology

Attacker - ID number Victim

Embedding A Embedding V

Distance

Get Information leakage from FVS 

self-service FVS in Chinese Entry & Exit Bureau



Methodology

Recover Embedding from leakage 

Equation Solving  SVD Rank Retained 



Methodology

embedding-reverse GAN (erGAN) 

Attack Model Overview



Methodology

Generator of erGAN 

Extract information from Embedding Recover the Image from Information 



Evaluation

Embedding Model (EM)

Embedding Recovery Evaluation 

celebA dataset Face Recovery Evaluation 

LFW Dataset



Evaluation

Embedding Recovery Evaluation 

Query times 

EM : Facenet 128 model

EM
RecvEmb

Recovered Embedding

White-Box&Black-Box

Original Embedding



Evaluation

Face Recovery Evaluation 

Original

Facenet-128

Facenet-512

Clarifai-1024

WebRes-1024

White-box

Le



Evaluation

Face Recovery Evaluation 

The second row show the acceptance rate of the images recovered 
The third shows the FID of the generated images (smaller is better). 



Evaluation

Face Recovery Evaluation 

Stability



Evaluation

Face Recovery Evaluation 

Images Recovered with different number of queries. 
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Thank you ! 


