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Industrial Control Systems

Broad class of automation systems used to provide
control and monitoring functionality

System Types
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ICS Applications

Monitor wide ranges of
Industrial processes and
span many domains

Span Many Domains
* Public Transportation
« Health Care and Medicine
« Manufacturing ware @) ) i

 Building Automation
* And Many More!

Motion Detector

Tech &

EEEEEEEEEEEEEEE



[plaintext]

|(nsecure)CS

* Plaintext Communications

* Vulnerable Legacy Devices
Accessible via Internet

* Insufficient Authentication
and Authorization

 Employees Untrained in
Secure Methods and
Techniques



ICS Attacks

DHS published notification that a foreign
government conducted a multi-stage intrusion

campaign that staged malware, conducted spear

phishing, and gained remote access into energy
sector networks. After obtaining access, the
foreign government cyber actors conducted
network reconnaissance, moved laterally, and
collected information pertaining to Industrial
Control Systems (ICS). (2018)

Unknown adversaries

Senior engineers at the
Electricity Supply Board in
Ireland were sent phishing

emails with malicious

software intended to
infiltrate control systems

and give hackers the
power to take out part of
the grid (2017)

Hackers gained access to a
telecom network used by
transmission operator in

the UK and installed a
virtual wire tap to
monitor all unencrypted
traffic passing through
the routers in Northern

Ireland and Wales (2017)

A second attack on the Ukrainian

Attackers targeted
industrial control
systems at three
Ukrainian energy
companies which

left 225,000 citizens

in the dark (2015)

unleashed coordinated
attack on northern
California-causing more
than $15M in damages
after severing 6
underground lines and

firing at substation
transformers (2013)
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Security
after hackers brute-forced
) o Flaws
their way through its simple
) Impacting
password mechanism (2014) )
Critical

Assets' (2018)

Famous hacker team
"Redhack” hacked into
power admin system
and canceling ~$650K
of electricity bills
to be paid to an
electricity production

company (2014)

Image credit: Scott Christensen, GrayMatter

State sponsored
hackers infiltrated
the critical safety

systems for industrial
control units used in
nuclear, oil and gas
plants, halting
operations at least

Since 2012, hackers under the name of
"Operation Cleaver” have been building their

skills to evade detection

by security technologies with ease. To date,
they have successfully penetrated and stolen
data from 50+ companies worldwide (2014)

Using locations in Asia, Night
Dragon hacked into the
applications of oil, gas and
petrochemical companies in
Kazakhstan, Taiwan, Greece and
the United States, thus acquiring
proprietary and confidential
business and personnel
information (2011)
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grid caused another blackout. The
attack appears to be a trial run for
a much larger attack. The Crash
Override malware communicated
directly with ICS to turn power off
and shows the attackers ability to
automate such attacks in the
future. (2016)

--" Dragonfly/Energetic Bear
targeted grid operators and
electricity-generation firms in
_ 7 several countries, including

- the Middle East, injecting
malware and Trojan viruses
into several industrial control
systems during a cyber
espionage campaign (2014)

) N . e e .
Shamoon virus targeted major Programmable logic
energy companies operating in the controllers were
Middle East, shutting down targeted by the
30,000 computers and destroying Stuxnet computer
hard drives and data at a state- virus, causing 20% of
owned energy company (2012). It Iran’s uranium
came back again in a more enrichment

one facility. (2017)

destructive variant in November centrifuges to spin
2016 and January 2017, out of control (2010)
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ICS Communication

Industrial

Control
Protocol

mm IEC 61850

voavus J Des I orc Wicer

Modicon Distributed Open Process Inter-Control
Communication Bus Network Protocol Communications Center Protocol or
Telecontrol Application

Service Element
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DNP3 Protocol

DNP3
APPLICATION
LAYER

DNP3
TRANSPORT
LAYER

DNP3
LINK LAYER

TCP Header

IP Header

Ethernet Header
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DNP3 Application Layer

« Start of fragment

Application First | Last
PP Object | DNP3 Objects Object | DNP3 Objects
Header ' |
gleager’ } ... : . 4 Header |
Application Function Internal Indications
Control Code LSB i MSB
76 5 4 3 5 bit
number
dlz|&|2
—_— —_— E
| 8 __Z; SEQ
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Function Codes and IINs

Function Codes

Internal Indications

Requests (Hex) LSB

0 Confirm 10 Initialize application IIN1.0 All stations

I Read 11 Start application IINI.I |Class I events

2 Write 12 Stop application [IN1.2 |Class 2 events

3 Select 13 Save configuration IIN1.3 Class 3 events

4  Operate 14  Enable unsolicited IN14 | Need time

5  Dir operate 15 Disable unsolicited INLS | Local control

6 Dir operate — No resp 16  Assign class :

7  Freeze 17 Delay measurement IINL.6 Dev?ce trouble

8 Freeze — No resp 18 Record current time [INT.7 | Device restart

9  Freeze clear 19  Open file MSE

A Freeze clear — No resp 1A Close file [IN2.0 | Function code not supported

B  Freeze at time 1B Delete file [IN2.1 | Object unknown

C Freeze attime — Noresp | 1C Get file information [IN2.2 | Parameter error

D Cold restart ID  Authenticate file IIN2.3 | Event buffer overflow

E  Warm restart 1E  Abort file IIN2.4 | Already executing

F Initialize data [IN2.5 Configuration corrupt
[IN2.6 Reserved |
[IN2.7  [Reserved 2

Responses (Hex)
81 Response Georgia @A
82 Unsolicited response Tech ||
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DNP3 Attacks

Application Layer most susceptible to attack
because it provides the data payload

Function Code Attacks

Internal Indications Attacks
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WRITE

FREEZE/CLR

COLD/WARM

RESTART
INITIALIZE

STOP

UNSOL
RESPONSE

An attacker could use this to overflow or corrupt the outstation’s memory

Injecting this to an outstation, it could lead to device malfunctions and
crashes

Perpetually sending these messages could DoS the outstation and never
let it completely start up

Transmitting with random data objects could cause the outstation to
reinitialize itself and lead to system state inconsistencies resulting in
device failures

Could terminate applications running on the outstation and make it
unresponsive to commands from the master

Assuming unsolicited response mode is enabled, attackers can use this
to cause DoS or buffer overflow unsuspecting nodes by repeatedly
transmitting data packets



Internal Indication Attacks

Internal Indication Flag

Set from the outstation to the master. This triggers the

lIN2.5 master to send a new configuration file which could then
Configuration Corrupt | be intercepted by a MITM and swapped with the
attacker’s desired configuration

Will trigger the master to request event data. If an
IIN2.3 attacker keeps this bit set she can dupe the master into
' an infinite loop of requesting data, to impede it from

Event Overflow Buffer )
performing other tasks

Georgia @
Tech

CREATING THE NEXT



The Problem

DNP3, like many ICS protocols, is insecure

Data communications in the wild may differ
from protocol operation in theory

Little research dedicated to the characterization
of ICSs or DNP3 with real network traffic




Contributions

DNP3 Application Layer traffic analysis of
large-scale power substation dataset

Attack and mitigation assessment of
previously proposed techniques from real-world
dataset perspective

Lightweight application layer defense and
security enhancing recommendations




Power Substation Dataset

Captured from Four Medium-Voltage Distribution
Substations

Dataset Size (GB) Nodes Collection Period
A1 21.7 228 September 2013 - February 2014
A2 146.4 300 January - August of 2015
A3 147 300 August 2015 - April 2016
B 0.34 199 August 10 - August 11, 2015
C 5.7 121
April - May 2016
D 11.7 104
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Traffic Characterization - A1
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Datasets A2 -D
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Function Code Analysis
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Key Characterization Takeaways

Real world DNP3 data can vary from
substation to substation

But data trends DO EXIST!

Some of the worst attacks from the
literature are reasonably detectable
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Assessment of Proposed DNP3 Attacks
and Mitigations

Goal - Better understand the breadth of
DNP3 attack landscape

Investigate two DNP3 attacks
proposed in the literature

If given, analyze their proposed
mitigation techniques
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I Y un et ol [38) I A1

Attack 1 = =5

2000

1500

Proposed Two Scenarios ...

« Abnormal Control/Data
Transfer

« Traffic Flooding

Countermeasure

» Whitelist-based approach s
which categorizes all seen .
network traffic into bursts ¢

. : N
Shortcoming — Expensive Y
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Jeong-Han Yun, Sung-Ho Jeon, Kyoung-Ho Kim, and Woo-Nyon Kim. 2013. Burst- based anomaly
detection on the DNP3 protocol. International Journal of Control and Automation 6, 2 (2013), 313-324.



Main Goal

* |dentify function codes
which pose the largest
threats to DNP3

Implementation

 Simulated DNP3 network —
1 MTU and 3 RTUs
configured via OpenDNP3

Shortcoming — Simulated

READ
WRITE
CONFIRM
SELECT
OPERATE
FREEZE
CLEAR
RESTART
INIT
RESPONSE
UNSOL RESPONSE

START
STOP
EN/DIS UNSOL

C. Singh, A. Nivangune, and M. Patwardhan. 2016. Function code based vulnerability analysis of DNP3. In 2016 IEEE International
Conference on Advanced Networks and Telecommunications Systems (ANTS). 1-6. https://doi.org/10.1109/ANTS.2016. 7947865
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Baseline Distribution Countermeasure

Use limited set of application layer function codes to
generate a baseline of normal network behavior

# of Occurrences

Substation Function Code

Distribution
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In addition to the baseline distribution approach for
detecting network availability compromises other
techniques have been proposed

[10] Darwish et al.

2018

[23] Lee et al.
2014

[16] Fovino et al.
2010

[36] Valdes et al.

2009

Time based mitigation technique for detecting MITM
attacks

DNP3 Authenticated Encryption method

Using IDS rules which describe critical ICS system
states

Anomaly detection for monitoring host
communication patterns and individual network flows



Summary and Future Work

Application layer characterization of real power
substation network traffic

Analyzed the efficacy of previously proposed
DNP3 attacks and defenses

Proposed a lightweight application layer
defense and gave security recommendations

Future Work - Numerical evaluation
on proposed theoretical approaches
with real world data




QUESTIONS?

Contact:
cirvene3@gatech.edu
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