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ICS Attacks

● Stuxnet attacking Iran nuclear facilities

● Use of multiple zero day exploits

● Focus on specific PLC device

● ICS devices were not built to be published over 

internet

● Honeypots could help detect attacks
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ICS Honeypots

● ConPot: Generic ICS Honeypot supports SFTP, FTP, Guardian AST, S7, Modbus, ...

● GasPot: Guardian AST Honeypot (Gas Tank Inventory)

● Scada-Honeynet: Simulated PLC TCP/IP Stack, Modbus, Telnet, ...

● GridPot: Combines ConPot with power distribution system simulator

● iHoney: Waste water treatment plant simulator

● They are all low interaction (obviously)
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Challenges of designing ICS Honeypots

● It is inherently difficult to make a 
good ICS honeypot

● Proprietary protocols

● Sensors that collect data from real 
world
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Attacks on Automatic Tank Gauges

● GasPot simulates Veeder Root’s ATG 
devices.

● Historically hackers attacked these 
devices to:

○ Rename tank information

○ Resize tanks (Cause overflow)

○ Shutdown dispensing

○ Hide leaks by suppressing alerts
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Fingerprinting categories
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1. Default configuration

2. Missing protocol features

3. Unusual behavior

4. Fingerprinting the underlying OS
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Default configuration (ConPot)
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Protocol Port Signature Shodan Censys

Siemens S7 102

PLC name: Technodrome 214 185

Plant identification: Mouser Factory 215 162

Serial number of module: 88111222 182 92
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Default configuration (ConPot)
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Protocol Port Signature Shodan Censys

HTTP 80 Last-Modified: Tue, 19 May 1993 
09:00:00 GMT

240 133

Telnet 50100 Connected to [00:13:EA:00:00:00] 31 -

IEC104 2404 Data Received: 680e00000000 13 -

Ethernet IP 4818 Product name: 1756-L61/B LOGIX5561 83 -
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Default configuration (ConPot)
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Default configuration (GasPot)
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GasPot default station names
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Missing protocol features (ConPot and Scada Honeynet)
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● Plcscan shows unknown protocol 

for Modbus on ConPot

● Similar results on Scada Honeynet
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Missing protocol features (GasPot)
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● Guardian AST, Automatic Tank Gauges support a variety of commands.

● I20100 query returns in tank inventory information. (Supported by GasPot)

● I30100 returns sensor status report. (Not supported, returns 9999FF1B)
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Unusual behavior
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On a normal ATG device, the temperature, oil level and other features are going to 

change over time.
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Platform fingerprinting
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● The operating system

● List of open ports
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Specific fingerprints for GasPot
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● These features are not inherently different

● Use these for validation

Extra features

● Response time (GasPot returns instantly, 
Real ATGs take longer to respond)

● Output text formatting 
(Only \n instead of \r\n)
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Results: Example hosts in our dataset
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Results: ATG device locations
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Results: ATG device detected by detection heuristics
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Deciding if a host is a honeypot
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Result: Geolocation of detected GasPots
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Source code is publicly available

● ICS scanner module:
OWASP Nettacker project (Automated penetration testing tool)
https://github.com/zdresearch/OWASP-Nettacker/blob/master/lib/payload/scanner/ics_honeypot/ics.py

● Guardian AST Honeypot module:
OWASP Honeypot project
https://github.com/zdresearch/OWASP-Honeypot/tree/master/lib/modules/ics

○ Dynamic response to queries
○ Added support for missing commands

○ Added delay to responses to simulate behavior of real devices

○ Fixed line breaks
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https://github.com/zdresearch/OWASP-Nettacker/blob/master/lib/payload/scanner/ics_honeypot/ics.py
https://github.com/zdresearch/OWASP-Honeypot/tree/master/lib/modules/ics
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Conclusion

● Honeypots provide an invaluable tool for detecting ICS attacks

● Creating ICS honeypots is challenging by its nature

● Existing ICS honeypots can easily be fingerprinted

● Case study on fingerprinting GasPots on the internet

● Providing the ICS scanner module & the Guardian AST honeypot that is more 

resilient to fingerprinting
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