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Research Vision Discrete Event Stochastic Models

We propose to develop a theoretically sound methodology and associated tools to * Adversary View Security Evaluation (ADVISE) defines formal models of adversary
enable EDS stakeholders to model cyber adversaries, identify likely attack paths behavior while compromising cyber-physical systems.

through an EDS, and identify candidate countermeasures to thwart attacker  Dynamic Reliability Block Diagram (DRBD) defines formal models of component
objectives. and system level unintentional failure and repair behavior.

e Stochastic Activity Network (SAN) defines formal models of system operation and
behavior. SAN model also interfaces with external simulations such as OPAL-RT

Th reat M Od e | S fO r R i S k An a IyS i S and MatPower to understand electric power flow.

* The Mobius tool evaluates DES models using discrete-event simulation with
respect to custom, quantitative metrics such as value to the adversary of a
_ particular attack step or the expected operational time for a specific period.
* Are theoretically sound

* Consider cyber and physical aspects \ j / \ j /

 Consider malicious actions and unintentional faults Remote Desktop into Gain Physical Access to
Substation HMI Substation HMI

Energy sector stakeholders lack risk assessment tools that

Ontology-Based Threat Modeling

* Ontology describes the set of all types: Components, Relationships, Attributes, HMI Bus Microgrid Utility

Substation Station

DES Model Fragments. Ontology can be reused across multiple system studies. Access Access osures) \Jeasures
* Origin model describes a specific system instantiation by defining instances of
types contributed by the ontology. o) Key
* Discrete event stochastic system model generator constructs detailed, DES models Open Sy 2;:?8@
that Fan be examined in simulation by the Mobius tool to calculate quantitative Me::;’;i'_"gr;:;‘;:gg?ef O Knowodse
metrics.
* The ontology will be based on IEC CIM and IEC 61850 Object Model. - CA) z::
 The approach is applicable to oil and gas systems with some alteration. GDZ'::;;:' () systemsv

IdentifiedObject
mRID: Sring -
a

name:arlng : '
T / Data Objects - . . . .
—— -— = | K C | th Ext | Simulat
: | oupling wi xternal Simulation
Epiprth " | Logical Nodes -
/. e gz—ir\mmals 1 . .
cmjmm Sy 1. * DES state transitions change
ConductingE&quipmen
7 | | — parameters in a coupled system e THET Cares
5522723,, EnergyConsumer Conductor PowerTransformer . . LB TNEEE T PO ' ' GTI%?:;ZTT :
?ﬁ%ﬂ%?{%;lﬁrentﬁow e [I'\; — S I m u I at I O n 1 12 . ModeTCP Server -
= B Physical Device 1 * The system simulation is updated A | catren s
R N— - (Protectlon de‘"ce) 1. f th t t 3 vl . : . . . : . . Variables To: 5  -From:-3
breakingCapacitz et O r e n eW S a e SendDataFlag . NewDataSeq|f[——©
: | Data Atrioute /

Breaker E
inTransiTime : Seconds LoadBreakSwitch

NewDataFlag|f——

* The output in turn updates the DES
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* Concept is applicable to O&G N ] I N .
Mébius Ontology Discrete Event Stochastic Model : : o e
— Just need a process simulation . .

8 N ADVISE Model RTDS or Opal Simulation
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Model Fragment Types .. .
n s Discrete Event DRBD Model * Thisis a new project
Siochastichegs] ﬁ * We are looking for energy delivery stakeholders to validate the
Generator Unintentional ReDAIr Processes h d id f hi : di
Type Faults P approach and provide reterence architectures 1or case studies
Palette  We are soliciting input from O&G as to integrating process models
SAN Model for, e.g., pipeline SCADA
Mébius Origin Model External Sims e Contact: kjkeefe@lllinois.edu avaldes@illinois.edu
System Behavior (OPAL-RT,
System Instance MatPower, etc.) Disclaimer:
Diagram This report was prepared as an account of work sponsored by an agency of the United States Government. Neither the United
States Government nor any agency thereof, nor any of their employees, makes any warranty, express or implied, or assumes any

legal liability or responsibility for the accuracy, completeness, or usefulness of any information, apparatus, product, or process
disclosed, or represents that its use would not infringe privately owned rights. Reference herein to any specific commercial
product, process, or service by trade name, trademark, manufacturer, or otherwise does not necessarily constitute or imply its
endorsement, recommendation, or favoring by the United States Government or any agency thereof. The views and opinions of
authors expressed herein do not necessarily state or reflect those of the United States Government or any agency thereof.

References

1. Communication Networks and Systems in Substations - Basic Communication Structure for Substation and Feeder

Equipment, [EC Standard 61850-7, August 2010. 5. K. Keefe, B. Feddersen, M. Rausch, R. Wright, and W. H. Sanders. 2018. An Ontology Framework for Generating

2. Common Information Model: Energy Management System Application Program Interface, IEC Standard 61970, Discrete-Event Stochastic Models. Proceedings of the 15th European Performance Engineering Workshop (EPEW
DEEElofr ATIE, 2018), October 2018, Paris, France, pp. 173-189.

3. M. Backes, K. Keefe, and A. Valdes. A microgrid ontology for the analysis of cyber-physical security. In 2017 Workshop 6. A.Kushner, S. Amin, and S. Sastry. Research Challenges for the Security of Control Systems. Proceedings of the 3rd
on Modeling and Simulation of Cyber Physical Energy Systems (MSCPES), April 2017, Pittsburg, PA, USA, pp. 1-6. Conference on Hot Topics in Security, July 2008, San Jose, CA, USA, pp. 1-6.

4. G.Clark, T. Courtney, D. Daly, D. D. Deavours, S. Derisavi, J. M. Doyle, W. H. Sanders, and P. G. Webster. 2001. The 7. E.LeMay, M. D. Ford, K. Keefe, W. H. Sanders, and C. Muehrcke. Model-based Security Metrics Using ADversary Vlew
Mobius Modeling Tool. In Proc. of the Ninth Int. Workshop on Petri Nets and Performance Models (PNPM 2001), Security Evaluation (ADVISE). In 2011 Eighth International Conference on Quantitative Evaluation of SysTems,

September 2001, Aachen, Germany, pp. 241-250. September 2011, Aachen, Germany, pp. 191-200.

iti.illinois.edu




