
• How to assess the effectiveness? Automatic techniques fail already for current obfuscators!
• Measuring structural properties of chains/execution is interesting, but still not enough... Thoughts?!

OPEN QUESTIONS

BOOSTING VM OBFUSCATION

• Opcode handlers → ROP chains
• Dispatcher → ROP program

• Combine handlers into threaded
chains, then transform them
(swap gadgets, add junk, etc.)

Prototype: 

Tigress+ROP

pop rbp ; ret

0x1

pop rdi ; ret

0x2

mov rax, reg[rbp] ; ret

pop rsi ; ret

const

pop rbx ; ret

0x2

mov reg[rdi], rsi ; ret

mov rcx, reg[rbx] ; ret

add rax, rcx ; ret

mov reg[rbp], rax ; ret

R1 = R1 + R2

pop rbp; ret

0x1

mov rax, reg[rbp]; ret

pop rbx ; ret

0x2

mov rcx, reg[rbx];ret

add rax, rcx; ret 

mov reg[rbp], rax; ret

pop rdi; ret

0x2

pop rsi; ret

const

mov reg[rdi], rsi ; ret

R2 = const
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• Lengthy, obfuscated opcode handlers
• Static diversity in ISA generation

• Hide Virtual PC

Known attacks
• VPC identification [SP09]

• General-purpose deobfuscation [SP15]
• Symbolic execution [ACSAC16, DIMVA18]
• Program synthesis [USENIX17]
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RETURN ORIENTED PROGRAMMING

Good properties for obfuscation setting
• Control flow is destructured

• Gadget diversity & sparsity
• Same gadgets reused in different tasks
• Static analysis can be difficult
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CALL GRAPH

ROP FLOW

if-then:
test rax, rax

jne else

mov rdi, 0x1

jmp next

else:
mov rdi, 0x2

next:

RSP

0x0

and rsi, rcx; ret

add rsp, rsi; ret

neg rax; ret

pop rcx; ret

pop rsi; ret

0x18

adc rcx, rcx; ret

neg rcx; ret

pop rdi; ret

pop rsi; pop rbp; ret

pop rdi; ret

next

0x1

0x2

JNE

JMP

RDI = RA ? 2 : 1

ROP ENTRY


