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• Companies develop and deploy frequent releases of their 
software.

• PB: How to maintain the security of the software when 
the code changes?
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Current solutions

• Companies use two common approaches:
• Perform full security assessment of the software in  each new 

release.
• Use keywords, e.g., encrypt, secure, hash.
• Use notations and peer-review of all the changes by the 

senior developers .

• Both approaches are:
• Impractical
• Time-consuming
• Expensive
• Cause conflicts based on the different understandings of 

software architecture.
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Research Question

How to trace the impacts of code changes on the security of 
a given software?
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Approach

1. Model the security assurance of the software using 

security assurance cases.

2. Associate code parts to security claims/requirements.

3. Related code changes to attack surface entry points.

=> Relate assurance case elements to code changes.
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Security assurance case
Broken Authentication Vul.

Security Assurance Case



Example of Call Graph -- WALA



Call Graph – Security Functions



Example Claim – Strong Session Management

1. Verify if SIDs are not exposed in the URL (e.g., URL rewriting)
2. Verify No session fixation attacks
3. SIDs timeout after specific amount of time
4. SIDs are rotated after successful login
5. SIDs or authentication tokens are properly invalidated during 

logout, idle, and absolute timeouts.

Related nodes
• compiere/process/SessionEndAll, main
• compiere/process/SessionEndAll,  clinit



Any Comments!

Thank you

Lotfi Ben Othmane
othmanel@iastate.edu

http://@iastate.edu


Example of Call Graph -- WALA


