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Latest SQL Research in the Field
Detection and Prevention of SQL Injection Attack by Dynamic Analyzer and Testing Model - Nadeem et al. @ 
UAF Sub Campus Burewala, Pakistan, Jan 2017

Analysis of SQL Injection Detection Techniques – Singh et al. @ Concordia University, Montreal, Canada, Jan 
2017

Contributions of 
work done here



Our Research Contributions

S. No Tools Blind SQLi In-band SQLi

1 Vega (Static) x x

2 .NET Security 
Guard (Static)

x

3 Burp Suite 
(Dynamic)

x

4 RAT (Dynamic) x x

X – can detect this form of 
injection



Our Research Contributions Cont.

● Static analyzers are prone false positives 
● Both Static and Dynamic analyzers can give false negatives
● New SQL Injection techniques - Fast Flux SQL Injection and Compounded SQL Injection

Program Analysis For 
Database Injection –
Ramsingh, Iona 
College, May 2017



Future Work
● Improve program analysis tools for SQL injections (combination of static and dynamic analyzers)
● Analyze and understand why some of these tools have a high percentage of false negatives and false 

positives


