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Overview

• How Galois got here 

• Some lessons we learned 

• implementation language factors 

•decomposition surprises 

•managing theorem proving 

•complex path to market 

• Some challenges we see
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Market opportunity: 
bad reference monitors
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Another bad reference monitor
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Motivation for MILS’  
approach to reference monitors
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The Trusted Services Engine (TSE)
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TSE demo

• breathtaking demo goes here
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Low’s view of TSE
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High’s view of TSE
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TSE architecture
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Block Access Controller assurance
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A surprise challenge: 
consistency across domains
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A shifting landscape of software  
evaluation, certification and accreditation
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TSE Project

1985 2005 2009
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Operating system options
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Some lessons we learned
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Implementation language Haskell CC

Theorem proving is hard

Communication is harder

Decomposition can surprise

Evaluation, certification and 
accreditation is bewildering



© 2015 Galois, Inc. All rights reserved.

Applying lessons learned

• Tearline wiki 

• Federated search 

• Separation Kernel SBIR 

• Trusted handheld
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Applying lessons learned: SMACCMPilot
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http://www.cbsnews.com/videos/creating-drones-that-cant-be-hacked/
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Applying lessons learned: SMACCMPilot

18

Architecture  
specification 

in Tower

Component  
specifications 

in Ivory

Generated AADL 
model

Generated implementation

#define DBG(_f, _a...)               
tlog_write(TLOG_DBG, _f, ##_a) 

#define SCHEDULER_MAX_TIMEOUT        600 
#define SCHEDULER_POLL_FD           
(SCHEDULER_POLL_READ_FD |   \ 
                                     
SCHEDULER_POLL_WRITE_FD |  \ 
                                     
SCHEDULER_POLL_EXCEPT_FD) 

#define MIN(a, b)                   ((a) <= 
(b) ? (a) : (b)) 
#define MAX(a, b)                   ((a) >= 
(b) ? (a) : (b)) 

#define scheduler_for_each_event(s, event, tmp) 
\ 
        list_for_each_entry_safe(event, tmp, 
&(s)->events, next) 

typedef struct event { 
        char                         mode; 
        event_id_t                   id; 

        int                          fd; 
        int                          timeout; 
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Outstanding challenges

• Finding a trustworthy platform to run trusted systems on 

• COTS CPU’s are very complex 
• Security mechanisms such as TPMs, IOMMU’s, secure enclaves, 

etc, are important, but add complexity 

• trustworthy CPU’s are not COTS 

• assurance in the face of multicore is ongoing research 

• The market for trustworthy systems is still emerging - still a hard sell 

• though the value proposition is (sadly) growing fast 

• Complexity is inevitable 

• how to analyze systems with emergent behavior
19
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Questions?
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dylan@galois.com
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Backup slides
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A shifting hardware landscape
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2002 2006 2007
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NICTA’s seL4 design process
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Fig. 2. The seL4 design process.

2.2. Kernel Design Process
OS developers tend to take a bottom-up approach to kernel design. High performance
is obtained by managing the hardware efficiently, which leads to designs motivated
by low-level details. In contrast, formal methods practitioners tend toward top-down
design, as proof tractability is determined by system complexity. This leads to designs
based on simple models with a high degree of abstraction from hardware.

As a compromise that blends both views, we adopted an approach based around an
intermediate target that is readily accessible to both OS developers and formal meth-
ods practitioners [Elphinstone et al. 2007; Derrin et al. 2006]. It uses the functional
programming language Haskell to provide a programming language for OS develop-
ers, while at the same time providing an artefact that can be automatically translated
into the theorem proving tool and reasoned about.

Figure 2 shows our approach in more detail. The central artefact is the Haskell
prototype of the kernel. The prototype is derived from the (informal) requirements
and embodies the design and implementation of algorithms that manage the low-
level hardware details. It can be translated automatically into the theorem prover
Isabelle/HOL to form an executable, design-level specification of the kernel. The ab-
stract, high-level, functional specification of the kernel can be developed manually,
concurrently and semi-independently, giving further feedback into the design process.

Already in very early development stages it is possible to link the Haskell prototype
with hardware simulators such as QEMU. In this link, normal user-level execution
is enabled by the simulator, while traps are passed to the kernel model which com-
putes the result of the trap. This enables the developers to run and test user-level
binary programs against early kernel API versions. The arrangement provides a pro-
totyping environment that enables low-level design evaluation from both the user and
kernel perspective, including low-level physical and virtual memory management. It
also provides a realistic execution environment that is binary-compatible with the real
kernel. For example, we ran a subset of the Iguana embedded OS [NICTA 2006] on the
simulator-Haskell combination. The alternative of producing the executable specifica-
tion directly in the theorem prover would have meant a steeper learning curve for the
design team and a much less sophisticated tool chain for execution and simulation.

ACM Transactions on Computer Systems, Vol. 32, No. 1, Article 2, Publication date: February 2014.

from “Comprehensive Formal Verification of an OS Microkernel” Klein et al, ACM TOCS Feb 2014
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The accreditation process
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Tearline wiki
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Federated search
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Trusted handheld project 
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