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ABSTRACT 
This poster will describe the RAVEN project at the University of Tulsa’s Institute for Information 
Security (iSec).  RAVEN is being developed to fuse intrusion detection and network traffic data with 
network modeling and attack graph generation in a common framework that supports intuitive user 
interaction analysis. RAVEN visualizes networks, traffic patterns and compound exposures, displaying 
latent relationships and prevailing attack vectors.  The poster will present the core technology elements of 
RAVEN and describe how they are integrated to yield a practical real time attack management solution. 

 

1    Introduction 
Identifying, analyzing and responding to network attacks in real time are exercises fraught with several 
challenges.  Acquiring the relevant network intelligence, integrating it meaningfully with other security-
related information, and presenting the synthesized knowledge in an intuitive format conducive to sound 
decision-making present difficulties on their own.  Combined under the constraints of real time attacks, 
the standard solution sets fail. RAVEN is a hybrid technology under development designed to overcome 
these challenges, allowing operators to rapidly identify, evaluate and mitigate on-going attacks.   

RAVEN comprises three components: Attack Graph Generation, which takes in a network model and a 
list of vulnerabilities to generate an attack graph; Stream Aware Network Detection (SAND), a tool for 
analyzing network packet information and the identification of network protocols; and Dynamic 
Visualization of Network Environments (DVNE), a tool that stores information gathered from SAND and 
produces a graphical representation of the network traffic.  

2    Attack Graph Generation  
RAVEN generates an exhaustive attack graph using a custom network model in an XML format.  The 
model contains system information about each host on the network, and can be cross-referenced to 
vulnerability information from a source database. This information includes the operating system, 
software and services that are installed on the host, the IP address of machines that the host is directly 
connected to, and the open ports on the host.  RAVEN is designed to utilize any vulnerability database 
that can be exported in XML format.   

An exhaustive search is performed to identify each possible vulnerability combination.  The search 
algorithm allows RAVEN to use any host on the network as the root or goal node during attack graph 
generation.  Each time a unique vulnerability path is detected, the path is logged in the attack graph 
database.  The result of the search process is a comprehensive attack graph describing every possible 
combination of known attack over a network.  This information is intelligently projected to the operator 
based on observations made from network traffic flow analysis. 

3    SAND 
Active network traffic flow analysis is a key enabler in RAVEN’s real time attack management scheme.  
SAND actively scans a network to identify incoming and outgoing protocols in each network stream, as 



well as for identifying source and destination IP addresses.  Each time a new stream is detected, this 
information is passed to a logging module and added to the stream database.  The same network stream is 
kept in the database until the stream times out.  A timeout occurs when either the stream changes, such as 
the protocol changing between source and destination IP, or when no packets are transmitted between the 
source and destination IP for a specified period of time. 

RAVEN uses information gleaned from network traffic to cull the analytic space of the exhaustive attack 
graph.  This aids both computational and cognitive scalability.  Restricting the full attack graph to the 
elements participating in active traffic flows makes compound exposure analysis more tractable, and 
creates opportunities for more selectively intelligent presentation of security related data. 

4    DVNE 
The DVNE interface is predicated on multi-touch device hardware that allows one or more users to 
articulate a virtually unlimited number of contact points on a screen, affording a fairly intuitive mode of 
interaction with graphical data.  These devices allow for simultaneous interactions from multiple users 
and are used by RAVEN to display an interface that allows for visual exploration of the network model, 
attack graph, and live traffic data.  

DVNE uses the network model to render a network graph showing all nodes in the network and the 
connections between them. This network graph forms the base layer of the visualization onto which active 
network traffic data is layered. Selecting a node from this graph produces a breakout with additional 
information about the node taken from the network model, and allows a user to build a secondary 
visualization using attack graph data.   Additionally, DVNE allows for the definition of critical nodes to 
create a secondary attack graph visualization with highlighted attack paths.  

5    RAVEN 
The RAVEN architecture, shown in Figure 2, includes three main components, the attack graph generator, 
the network flow analyzer, and the visualization module, along with an over encompassing GUI. These 
components are designed to be as independent of one another as possible.  To that end, each module reads 
from, and writes to selective tables in a database. 

RAVEN relies on system and vulnerability information, shown as imports to the tool. This information is 
then stored within separate databases. The attack graph generator component then constructs an attack 
graph while the network analysis component, shown as DVNE/SAND, determines what network 
protocols are active on the network. This information is combined where it is subsequently pruned and 
displayed to the user through the GUI component.  

6    Current and Future Work     

The core elements of RAVEN (Attack Graph Generation, SAND, DVNE) have been developed.  They are 
undergoing integration, testing and evaluation.  Future work will explore acceleration techniques for 
vulnerability analysis, opportunities for enhanced data fusion, usability testing and the extension of 
RAVEN to specific network and application domains, e.g., SCADA networks and cyber physical 
systems.  
 

 


