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Abstract 
 
We propose Std-ratio approach to detect stepping-stone 

intrusion, as well as Std-clustering method to find TCP 
packet round trip time of a connection chain. Std-ratio is a 
method to use the ratio between the standard deviation of 
the round trip time gaps to the downstream neighbor host 
and to the end side of a connection chain. Std-clustering is 
a method to determine the round trip time cluster by com-
paring the standard deviation of each candidate cluster. 
Comparing with previous approaches, Std-ratio has the 
advantages: 1) it can be applied to encrypted sessions; 2) 
it is not necessary to monitor a connection chain all the 
while; 3) it has low false negative and positive error; 4) it 
can overcome the unit bar problem.  
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1. Introduction 

 
A common way to detect stepping-stone [1] intrusion is 

to estimate the number of hosts compromised by comput-
ing the length of a connection chain [2][3][4]. One typical 
way to compute the length of a connection chain is to es-
timate a TCP send packet [5] round-trip time (RTT). Most 
of the previous approaches [2][3][4] focused on a point to 
compute a packet RTT by matching a send packet with its 
corresponding echo packet. The first problem is that so far 
there is no way to match up send and echo packets exactly, 
especially when there is send-echo pair overlap which 
occurs often on the Internet. The second problem is even if 
we can estimate the length of a connection chain, but how 
we do know if that length is long or short. That is to say 
we need a unit bar to measure how long a connection 
chain is. The paper [2] proposed an idea to use the RTT 
between a send packet and its corresponding acknowl-
edgement from a downstream neighbor host as its unit bar. 
This will incur false negative error if the unit bar is too 
long or short. The step-function method proposed in [3] 
can overcome the above difficulty but introducing a prob-

lem that a connection chain must be monitored all the 
while.  

In this paper we propose an approach to find the RTTs 
of a connection chain by using standard deviation based 
clustering algorithm (Std-clustering) rather than traditional 
clustering method [6][7][8], and a method to detect step-
ping-stone intrusion by computing the ratio between the 
standard deviation of the RTTs to the downstream 
neighbor host and the standard deviation of the RTTs to 
the victim site (Std-ratio). The smaller the ratio is, the high 
probability a connection is used by an intruder. The ex-
periment results showed that Std-clustering algorithm can 
find more accurate RTTs than the Greedy algorithm, and 
much more RTTs than the Conservative algorithm [4]. 
Std-ratio algorithm can solve unit bar problem of paper [2], 
decrease the false positive error and the false negative 
error. 
 
2. Main Technical Ideas  

 
Suppose a connection chain established by using 

OpenSSH (here it can be any tools, such as telnet, rlogin) 
[9][10] is monitored at host hi, its down stream neighbor 
host is hi+1, the end host of the connection chain is host hn 
which is called the victim site as well. We capture the send 
and echo packets of the chain in a certain time interval and 
put them into two sequences S and E respectively. Here 
we assume S with n elements and E with m elements are 
as the following, 

S={s1, s2,…, sn}, 
E={e1, e2,…, em},  

here s represents a send packet, e represents a echo packet, 
and the subscript of them represents the packet chrono-
logical order. 

Each send packet at hi is going be acknowledged at 
host hi+1 first, and finally echoed by hn. We also capture 
the packets acknowledged by hi+1(ack packet) at host hi 
and put them into sequence A. Assuming A has k elements 
as the following, 

A={a1, a2,…, ak}. 
The RTT between a send packet and its echo packet is 
denoted e-RTT, as well as the RTT between a send packet 
and its ack packet is denoted a-RTT. We make an assump-



tion that all the send packets in S are echoed or acknowl-
edged by the packet in E or A.  

 
2.1 Std-clustering algorithm to find RTT sequence 

 
Given two sequences S and E or A, we form n sets S1, 

S2, …, Sn with size N1, N2,…, Nn respectively , as the fol-
lowing, 
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Here, siej represents the gap between ith send packet and jth 
echo packet. Each element of S1, S2, …,Sn must be posi-
tive value. 

We generate cluster Ci (1≤i≤N1*N2…*Nn) and find 
the RTT cluster as the following steps: 
1) Ci has n elements ci1, ci2,…, cin with standard 

deviation σi; 
2) ci1∈S1, ci2∈S2,…, cik∈Sk, …, cin∈Sn; 
3) For any two clusters Ci and Cj, there is at least 

one element different. 
4) Find the cluster CRTT among all the clusters 

formed with smallest standard deviation. 
5) Filter CRTT by removing the elements which 

have the same echo packet and only keep the 
one with smallest gap. 

 
2.2 Std-ratio algorithm to detect stepping-stone in-
trusion 
 
1) Find the a-RTT cluster and e-RTT cluster from S, E 

and A sequences by using Std-clustering algorithm; 
2) Compute the standard deviation σe of e-RTT and σa 

of a-RTT clusters respectively; 
3) Compute the ratio r between σe and σa. 
4) Compare the ratio r to one with any two predefined 

numbers ε, δ which are all between 0 and 1, and ε 
<δ is satisfied.  
If δ>−1r , then there is an intrusion; 

Or if ε<−1r , then there is no intrusion at all;  

Or if εδ <−< 1r , then it is undetermined.  
 
3. Experiment Results 

 
We designed two experiments on the Internet to verify 

the above two algorithms. In the experiments one connec-
tion chain that spanned USA and Mexico was established. 
The hosts used in the experiments are all locate in Univer-
sity of Houston but the host Mex which is located in Mex-

ico. Our program made by using Libpcap [11][12] based 
on the algorithms proposed in this paper were running at 
Acl08 which is a host under control.    
 
3.1 Experiment to verify Std-clustering algorithm 

 
The best way to verify Std-clustering algorithm is to 

compare the clustering result with real RTTs. The way to 
get real RTTs of a connection is to control the typing 
speed to make each send packet to be echoed before the 
next packet is sent. We built a connection chain that had 
four more hosts connected after Acl08 and monitored the 
chain, captured the send and echo packets only when the 
chain had been established. We control our typing speed 
as slow as possible so as to be sure that each packet had 
been echoed before the next packet was sent. It is easy to 
get the RTT for each send packet because there is no send-
echo overlap. We use Std-clustering algorithm to get the 
cluster results which are supposed to correspond the RTTs 
of the chain. We compare them to see if all the RTTs are 
clustered. The comparison result is showed in Figure 1 in 
which X axis represents clustering RTTs and Y axis repre-
sents the real RTTs each with unit microsecond.   

From Figure 1 we know that all of the real RTTs are 
clustered by Std-clustering algorithm. In this experiment 

we captured 119 send packets and had 119 real RTTs. Std-
clustering algorithm output 119 RTTs with each value 
very close to the real one.  
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Figure 1: To verify the accuracy of clustering algorithm

 
3.2 Experiment to verify Std-ratio algorithm 

 
The purpose of this experiment is to verify if the Std-

ratio algorithm works in detecting stepping-stone intrusion. 
We established a connection chain as Figure 2 a) shows, 
and then increased the chain one more host each time as 
Figure 2 b)-e) show respectively. For each chain we cap-
tured send, echo and ack packets at Acl08, carried out Std-



clustering algorithm to get a-RTT and e-RTT clusters, 
computed their standard deviations. The results are pre-
sented in Table 1. It shows that the more hosts a chain has, 
the more possible the chain is used by intruders. We also 
have another experiment result that showed the unit bar 
problem can be solved by Std-ratio algorithm. Duo to the 
limitation of the pages, we will not show the result here.  

 

 
Item 

Host N 
σe σa r 

2 1475.08 2072.27 0.7118
3 1224.06 3545.01 0.3453
4 1024.81 5046.09 0.2031
5 1140.68 4881.66 0.2337
6 917.14 5409.90 0.1695
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Figure 2: Connection chains with two to six hosts 
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Table1: Experiment results with different length of a con
nection chain 
 
 
4. Conclusion and Future Work 
 

We have proposed Std-ratio approach to detect step-
ping-stone intrusion, as well as Std-clustering algorithm to 
find the RTTs of a connection chain. Std-ratio is a method 
to detect stepping-stone intrusion by estimating the length 
of a connection via the ratio between the standard devia-
tion of the a-RTTs and of the e-RTTs for the same chain. 
Comparing with other approaches, it has the advantages: 1) 
it can be applied to encrypted sessions; 2) it is not neces-
sary to monitor a connection chain all the while; 3) it has 
low false negative and positive error; 4) it can overcome 
the unit bar problem.  

The work presented was carried out under the condi-
tions that the network traffic is uniform and there is no 
intruder’s manipulation over the connection chain. In the 
future, we need to verify Std-clustering, and Std-ratio al-
gorithm under different network traffic, as well as the 
chain is manipulated by an intruder, such as packet ran-
dom delay and chaff [13]. Another work in the future is to 
prove that the cluster with smallest standard deviation has 
the highest possibility to be RTT sequence in theory.  
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