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Abstract 1

A number of recent applications have been built on
distributed hash tables (DHTs) based overlay networks.
Almost all DHT-based schemes employ a tight determin-
istic data placement and ID mapping schemes. This fea-
ture on one hand provides assurance on location of data
if it exists, within a bounded number of hops, and on the
other hand, opens doors for malicious nodes to lodge at-
tacks that can potentially thwart the functionality of the
overlay network.

This paper studies several serious security threats in
DHT-based systems through two targeted attacks at the
overlay network’s protocol layer. The first attack ex-
plores the routing anomalies that can be caused by mali-
cious nodes returning incorrect lookup routes. The sec-
ond attack targets the ID mapping scheme. We disclose
that the malicious nodes can target any specific data
item in the system; and corrupt/modify the data item to
its favor. For each of these attacks, we provide quanti-
tative analysis to estimate the extent of damage that can
be caused by the attack; followed by experimental vali-
dation and defenses to guard the overlay networks from
such attacks.

1 Introduction
A number of recent applications have been built on dis-
tributed hash table (DHT) based overlay networks. An
example, of one such popular application is the distributed
file storage application. These overlay network based
applications are serverless and thus radically differ from
traditional server-based applications. The server based
applications have a single point of control and are thus
optimized to provide very high performance. However,
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server based applications incur heavy administrative over-
heads and maintenance costs. A server requires a ded-
icated administrative staff, upon whose competence its
reliability depends and upon whose trustworthiness its
security depends [1]. Physically centralized servers are
vulnerable to geographically localized faults, and their
store of increasingly sensitive and valuable information
makes them attractive, concentrated targets for subver-
sion and data theft, in contrast to the inherent decentral-
ization of desktop workstations.

A new breed of serverless applications have recently
emerged like SETI@Home [14], Gnutella [6], CFS [4],
Farsite [1] and etc. In contrast to traditional applica-
tions, they harness the resources available at desktop
workstations that are distributed over a wide-area net-
work. For example, SETI@Home uses the idle comput-
ing power available on personal computers to perform
signal processing; applications like Gnutella, CFS and
Farsite provide a distributed and decentralized file stor-
age service. As the hardware resources are becoming
cheaper and cheaper, these desktop personal computers
are turning out to be more and more powerful. As a
consequence, a large fraction of computing, networking
and storage resources available at these desktop com-
puters are underutilized [1]. The collective resources
available at these desktop workstations amount to sev-
eral peta-flops of computing power and several hundred
peta-bytes of storage space. Their collective power is
several order of magnitude larger than the most power-
ful supercomputer built so far.

These emerging trends have motivated the develop-
ment of various applications on wide-area overlay net-
works. An overlay network is a virtual network formed
by nodes (desktop workstations) on top of an existing
IP-network. Overlay networks typically support a lookup
protocol. A lookup (or a search) operation identifies
the location of a file (say, the IP-address of a node that
hosts the file) given its filename. There are two kinds
of lookup protocol that have been popularly deployed,
(i) unstructured overlay networks: Gnutella-like over-
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lay networks, and (ii) structured overlay networks: dis-
tributed hash tables (DHT) based overlay networks. Un-
structured overlay networks use an inefficient broadcast
based lookup protocol that floods a search query over the
entire overlay network. A DHT based lookup protocol
intelligently routes a search query such that it reaches
the destination node in a small and bounded number
of hops. This has made DHT-based overlay networks
a popular choice for file storage applications like CFS,
Farsite and OceanStore.

Serverless applications are faced with the challenge
of having to harness the collective resources of loosely
coupled, insecure, and unreliable machines to provide a
secure, and reliable file-storage service. To complicate
matters further, some of the nodes in the overlay network
could be malicious. Hence, serverless applications must
be aware of the potential threats that could be caused
by malicious nodes. One way to minimize threats in
these systems is to understand the potential threats and
the level of damages they may cause to the system and to
increase the system’s ability to defend itself from mali-
cious intents, malicious behaviors, and potential threats
incurred by known attacks or unpredicted attacks.

In this paper, we focus primarily on the vulnerability
at the overlay networks layers for serverless application
services. In particular, we focus on several attacks that
can potentially thwart the functionality of the system, by
preventing the nodes from locating or accessing data on
a DHT-based overlay network. The research presented
in this paper has two novel contributions. First, we iden-
tify attacks on the DHT-based routing schemes and iden-
tify some critical properties of the overlay network rout-
ing (lookup) protocol that determine the extent of dam-
age caused by these attacks. Second, we extend in the
results in the Sybil Attack paper [5] and show that if
pseudo-spoofing is not controlled by the system then the
malicious nodes can easily target any data item stored in
the system. We provide an in-depth quantitative analysis
on the extent of damage these attacks might cause, fol-
lowed by experimental validations, and present counter
measures against them.

2 Formal Model
In this section, we formally describe a set of common
properties of structured overlay networks. Our formal
model brings out the important concepts behind DHT-
based systems like Chord [17], CAN [12], Pastry [13]
and Tapestry [2] that aid us in analyzing the vulnerabili-
ties and security threats on structured overlay networks.

A typical DHT-based overlay network consists of a
routing table based lookup service. The lookup service
maps a given key to a node (usually the IP-address of the

node) that is responsible for the key. Storage protocols
are layered on top of the lookup protocol. For instance,
CFS [4] is a wide-area cooperative file system layered
on Chord [17]; while OceanStore [8] is a distributed file
system layered on Tapestry [2]. A generic DHT-based
lookup service has the following properties:

(P1) A key identifier space, �. � is a �-bit identifier
space where each data item is mapped to a unique iden-
tifier � � � using any standard hash function (like MD5
[11] or SHA1 [15]).

(P2) ID Mapping Scheme defines a node identifier space
�. For example, Chord uses a one-dimensional circular
identifier space; while CAN uses a �-dimensional co-
ordinate space. Each node � is assigned an identifier
����� � �. Some DHT based systems (CAN [12]) al-
low nodes to choose their identifier, while most others
derive the identifier of a node �, namely �����, as a
strong one-way function of an external identifier (���)
of the node �. For example, ����� could be equal to
�	
���� ����, where �� ��� denotes the IP-address of
node �. In this example, IP-address of a node is used as
its external identifier.

(P3) Rules for dividing the node identifier space among
the nodes. The DHT-based schemes define a responsi-
bility function for every node � which maps it to a con-
tiguous segment of identifier space � at time �, denoted
as �
�����. At any given time instant �, ��
����� �
� � ����� partitions the node identifier space �, where
���� refers to the total collection of all nodes in the sys-
tem at time �. The algorithms also ensure that statis-
tically every node � shares the identifier space equally;
that is, at any time instant �, 
�������
������ �

���������
���� .

Note that the function 
����� depends on the nature of
the identifier space. For example, in Chord, 
��������
could be defined as the length of the segment �; while in
CAN, 
�������� could be defined as the volume of the
coordinate space spanned by �.

(P4) Data Placement Scheme specifies rules for map-
ping keys to nodes: A node � is responsible for a key
� � � at time � if and only if � � �
�����. This guar-
antees that any key � would always be found since the
set ��
����� � � � ����� partitions the node identifier
space �.

(P5) Routing Scheme uses the per-node routing tables.
Routing table entries on every node maintain references
to other nodes. More specifically, a distance metric is
defined between any two identifiers � and � as ��
���� ��.
For example, in Chord, ��
���� �� may be simply de-
fined as the length of the segment ��� ��; while in CAN
��
���� �� could be defined as the Cartesian distance be-
tween the points � and � in a �-dimensional coordinate
space. When a node � is queried for key �, it returns a
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node � that is closer to key �; that is, ��
�������� �� �
��
�������� ��.

(P6) Rules for updating routing tables as nodes join
and leave. When a new node � joins the network at
time �, it typically contacts an existing node � � ����
such that ����� � �
�����. Note that there always
exists such a node � since the set ��
����� � � �
����� partitions the identifier space �. The node � typ-
ically assumes responsibility over a portion of the iden-
tifier space mapped to node �; that is; �
������ and
�
������ partitions the space �
����� for �� � �.
Similarly, when a node leaves the network, it hands over
its responsibilities to another node in the system.

The DHT-based systems guarantee location of any
data item within a bounded number of application level
hops. However, this advantage comes with a price: the
DHT-based systems enforce a highly rigid structure and
rely heavily on the correct functioning of (almost) all
nodes in the system. In short, an attacker can potentially
harm the overlay network by targeting these delicately
balanced structures enforced by DHT-based systems.

3 Adversary Model
Adversaries refer to those nodes in the system, which
either intentionally or unintentionally fail to follow the
systems’s protocols correctly. For example, an adver-
sary may try to mislead non-malicious nodes by provid-
ing them with wrong information in the form of incor-
rect lookup results or providing invalid data through the
data storage layer. We also assume that an adversary
may be aware of other malicious nodes and hence, they
may join hands (collude) in a conspiracy against the le-
gitimate nodes.

We assume that the underlying IP-network layer is
secure. Hence, (i) A malicious node has access only
to the packets that have been addressed to it, (ii) All
packets that can be accessed by a malicious node can be
potentially modified (corrupted) by the malicious node.
More specifically, if the packet is not encrypted (or does
not include a message authentication code (MAC)) then
the malicious node may modify the packet in its own
interest, and (iii) The underlying domain name service
(DNS), the network routers, and the related networking
infrastructure is completely secure, and hence cannot be
compromised by a malicious node.

We also assume that a malicious node may own one
or more external identifiers (like IP-addresses). A ma-
licious node may assume any of the external identifiers
it owns. The number of external identifiers that could
be owned by a node depends entirely on the nature of
the external identifier. For example, with IP-address as
the EID, introduction of IPv6 [7] could permit a mali-

cious node to utilize virtually thousands of IP addresses.
The same argument applies to dial-up users who ob-
tain Dynamic IP-address from a huge ISP (Internet Ser-
vice Provider). If the overlay network allows a node to
choose its identifier, then it only makes it easier for a
malicious node to attack the system. Therefore, our ad-
versary model assumes that the system always derives a
node’s identifier from its EID.

Under the adversary model discussed above, a col-
lection of malicious nodes can perform the following
targeted attacks:

� Attacking the Routing Scheme (Routing Anoma-
lies): The malicious nodes return incorrect lookup
results, thereby, increasing the probability of lookup
failures or dramatically increasing the cost of the
lookup operation. We identify the key properties
of the lookup protocol that determine the extent
of damage caused by such an attack. We also il-
lustrate the vitality of these properties in resisting
the attack through existing systems like Chord and
CAN.

� Attacking the ID Mapping Scheme: The malicious
nodes plant an attack on a chosen data item stored
in the network. We show that such an attack is
very powerful, though it is quite expensive for the
malicious nodes to execute such an attack.

4 Attacks on the Routing Scheme
A typical DHT-based overlay network constructs a topol-
ogy in which every node plays the role of a client, a
server, a router, and a domain name server. Nodes act
as router cum domain name server when they translate
an identifier to the IP-address of a node that is respon-
sible for the identifier (see Property P4 in Section 2).
Malicious nodes can potentially exploit this feature to
misguide legitimate nodes with incorrect lookups. For
example, a malicious node can lie about the next hop
when it is queried for some identifier. This could result
in denial of information - a legitimate node is denied ac-
cess to a data item; or result in sub-optimal performance
of the lookup algorithm.

There are several possible defense mechanisms to coun-
teract such vulnerabilities. Concretely, the properties of
the distributed lookup algorithm can be used to ascertain
whether a lookup for a given identifier is correct or not.
For example, Sit and Morris [16] exploit the fact that:
at each hop of the Chord lookup algorithm the query
originator knows that the lookup protocol should lead
him/her closer to the destination identifier (see Property
P5 in Section 2). Hence, the query originator can check
for this and detect an incorrect lookup. On sensing an in-
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correct lookup, the query originator can choose an alter-
native (possibly sub-optimal) path towards the destina-
tion identifier. Informally, a lookup path from a source
node � to a destination node � is the sequence of nodes
through which the lookup operation succeeds. In view
of the above discussion, the performance of a lookup al-
gorithm (in the presence of malicious nodes) depends
on the following three factors: (i) Existence of multiple
alternate paths between any two identifiers, (ii) Lookup
costs along alternate paths between any two identifiers,
and (iii) Ability to detect incorrect lookups.

4.1 Alternate Lookup Paths

We first highlight the importance of alternate (possibly
sub-optimal) paths in enhancing the performance and
the robustness of a lookup algorithm in the presence
of malicious nodes. We capture the notion of alternate
lookup paths using the notion of independence of lookup
paths. We formally define independence between two
lookup paths as follows:

Definition Independent Lookup Paths: Let � and � be
different lookup paths from node � to node �. Two
lookup paths � and � are said to be independent if and
only if they do not share a common node other than the
source node � and the destination node �.

Hence, each independent lookup path 2 between a node
� and a node � is a statistically independent route for
a lookup with key � � �
����, originated at node �,
to succeed. Note that the property of independence is
stronger than that of alternate paths. For instance, there
may exist multiple paths between node � and node �;
however all these paths may happen to share a common
node, thereby making no two of them independent.

Most of the DHT-based systems do not guarantee the
existence of multiple independent lookup paths between
any two identifiers. For instance, in Chord, all lookups
for a key � � �
���� will succeed only through the
node �������, where ������� denotes the predecessor
of node � along the Chord identifier circle. Hence, the
number of independent lookup paths between any node
� and key � � �
���� is one, since all such lookup
paths include node �������. If the node ������� were
malicious, lookup for any key � � �
���� would fail.
On the other hand, this situation is greatly mitigated in
DHT-based schemes like CAN that have multiple inde-
pendent lookup paths between any two identifiers. More
specifically, a �-dimensional CAN topology has � inde-
pendent lookup paths.

2In general one can estimate number of independent paths as fol-
lows: By Menger’s theorem [9], the number of independent paths
equals the vertex connectivity of a graph; and vertex connectivity can
be measured using network flow techniques [10]

We use the probability of lookup failure as a metric
for measuring the benefits of alternate lookup paths. A
lookup for node � at node � results in a failure if all
the lookup paths from node � to node � contain at least
one malicious node. Intuitively, larger the number of
independent lookup paths, smaller is the probability of
lookup failure. In the following portions of this section
we derive bounds on the probability of lookup failure in
terms of the number of independent lookup paths.

Quantitative Analysis. Let ��� denotes the number of
independent lookup paths between the source and des-
tination node, � denotes the fraction of malicious nodes
in the system, and � denotes the number of hops re-
quired for a lookup to succeed. Given ��� independent
lookup paths of length � hops, one can show that the
probability of lookup failure is bounded by Equation 1.

��	
 � ��������� �	������ � �����������	
 (1)

Note that the existence of ��� independent paths be-
tween a source node 
�� and destination node �
� im-
plies that there exists nodes ���� ��� 	 	 	 � ��	
� one of
which occurs on all paths from the node 
�� to node
�
�. The lower bound is derived from the fact that a
lookup from node 
�� for node �
� is guaranteed to fail
if all the ��� nodes ���� ��� 	 	 	 � ��	
� were malicious.
Let ���� ��� 	 	 	��	
� be any set of ��� independent
lookup paths between node 
�� and node �
� contain-
ing nodes ���� ��� 	 	 	 � ��	
� respectively. The proba-
bility of a lookup succeeding on any lookup path �� with
� hops equals �� � ��� , namely, the probability that
all the nodes on that path were good. The upper bound
follows from the independence of lookup failures along
each independent lookup path 3. For small values of �,
the probability of lookup failure can be approximated to
�� 
���	
 (� 
�� �). Intuitively, the longer a lookup
path (� ), the higher is the chance that at least one node
on the lookup path turns out malicious. The statistical
independence in lookup failures along multiple indepen-
dent paths ensures that the probability of lookup failure
decreases exponentially with the number of independent
paths (���).

4.2 Alternate Optimal (less costly) Lookup
Paths

Yet another important issue to be addressed with regard
to alternate lookup paths is the cost of these alternative
paths themselves. Ideally, the alternate paths should be
alternate optimal paths; otherwise, choosing highly sub-
optimal alternate paths may degrade the performance of

3This is an upper bound because the presence of alternate (but not
independent) lookup paths may decrease the probability of lookup fail-
ure
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a lookup algorithm. Unfortunately, most of the DHT-
based schemes do not address such issues. For illus-
tration, in Chord, say a node � queries a good node �
for key � and obtains the result as node  . Now, node
� issues a query for key � to node  . If node  were
malicious, it would return an incorrect lookup result. If
node � were to detect the invalid result, the best choice it
has is to ask node � (previous node on the lookup path)
for its next best choice for the query with key �. Now,
node � has to return a sub-optimal result, since it is not
aware of any node that is closer to key � than the mali-
cious node  . Since Chord maintains pointers to nodes
at distance that are an integer power of �, it is likely
that the next best choice proceeds only half the distance
along the identifier circle when compared to the optimal
choice. On the other hand, in CAN it is quite possible
for the alternate paths to be near optimal. Consider the
same scenario described above. Assume, without loss
of generality, that the identifier of node � and key � dif-
fer along coordinates ���� ��� 	 	 	 � ���. Now, if node �
and node  varied along a coordinate � (for some �,
� � � � �), then node � could choose other neighbor-
ing nodes that vary along coordinates other than � . In
comparison with Chord, the alternate choices provided
for a lookup in CAN, is likely to be much closer to opti-
mality. We defer further discussion on alternate-optimal
paths to the end of this section.

4.3 Detecting and Recovering from Invalid
Lookups

Having highlighted the importance of good alternate paths,
we now study the importance of detecting incorrect (ma-
licious) lookups. In the discussion that follows, we as-
sume two failure modes for nodes in our system: Crash
failures and Byzantine failures. When a node has crash
failed it does not return any results for lookup queries.
Under Byzantine failure, a node can return a potentially
malicious value for any lookup query. In the following
portions of this section, we quantitatively analyze the
cost of lookup operation under both these failure modes.
For the sake of simplicity of analysis, we assume that the
DHT-based scheme has multiple alternate-optimal paths
between any two identifiers (like CAN). Hence, the re-
sults obtained from the results of our analysis below can
be viewed as lower bounds on the lookup costs.

Quantitative analysis. Let � denote the mean number
of hops required to perform a lookup operation. For in-
stance, in Chord, � � �

� ��!���; in CAN, � � 

��

�

�

where � is the number of nodes in the system and � rep-
resents the dimensionality of CAN’s coordinate space.
Let � denote the percentage of bad nodes in the system.
Also assume that the bad nodes are uniformly spread

throughout the node identifier space. Let ���� be a func-
tion that maps the number of hops required for a lookup
when all nodes are good to the number of hops required
when �� of the nodes are malicious. In other words, if a
lookup would require � hops when all nodes are good, it
would require ���� hops when �� of the nodes are bad.

Crash Failures. Assuming crash failures for nodes, �����
(the mapping function for crash failures) satisfies the
following recurrence relation.

����� � � � ��� ������ � �� � ������ (2)

When a node � queries a node � for the next hop to-
wards a key identifier �, node � expends one hop. If
node � is a good node (probability = � � �) then it
would return a correct lookup result. Hence, node �
would have to traverse �� � more hops to reach the key
identifier � in the scenario where no node has crashed.
In the presence of crash-failed nodes, this would require
���� � �� hops by the definition of function ��. If node
� had crashed (probability = �), it would not return any
lookup result. Node � on detecting this (though a time-
out mechanism) can choose an alternate-optimal path
towards key �. Hence, node � would have to traverse
� more hops to reach the key identifier � in the scenario
where no node has failed. In the presence of crash-failed
nodes, this would cost node� additional ����� hops (it is
still possible to reach key � in � hops in spite of ruling
out one lookup path, since we have assumed the pres-
ence of alternate-optimal pathss).

Solving the recurrence relation, we get,

����� �
�

�� �
(3)

Hence, the expected (average) number of hops required
for a lookup operation is, �������� �

�
��� since, � �

���� by definition.

Byzantine Failures. Assuming Byzantine failure of nodes,
the cost of a lookup operation depends on certain prop-
erties of the DHT-based system. In most of the DHT-
based systems it is possible to detect invalid lookups
with a reasonable degree of certainty since the lookup
at each hop is supposed to get closer to the destination
identifier [16]. Hence, the query originator can check
for this and detect an incorrect lookup. Upon finding
an incorrect lookup, the query originator can choose an
alternative (possibly sub-optimal) path towards the des-
tination identifier. However, in certain cases like CAN’s
RTT optimization, the lookup results cannot be verified
since the intermediate lookup results are not available to
the source node (query originator). In view of the above
discussion, we consider the following two scenarios:

� Scenario �: An incorrect lookup can always be
detected.
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� Scenario �: An incorrect lookup cannot be de-
tected; and hence, the querier blindly follows the
lookup result.

Observe that Scenario 1 is simply equivalent to that of
crash failure of nodes. Note that if a non-malicious node
� receives an incorrect lookup from a malicious node �
then node � can simply assume that node � has crash
failed. Hence, the lookup cost in scenario � is given by
Equation 3.

Assuming that incorrect lookups can neither be de-
tected or corrected, ����� (the mapping function for sce-
nario 2) satisfies the following recurrence relation,

����� � � � ��� ������� �� � ������ (4)

Note that the first two terms in the expression for ��
follows from the same arguments for crash failures; it
costs unity for node � to query � and ���� � �� addi-
tional hops if node � were good. However, if node �
were malicious, it would return an incorrect lookup and
node � would blindly abide by node �’s result. Note
that a collection of malicious nodes " may keep circu-
lating the query among nodes in " , thereby ensuring
that the query never succeeds. However, this would cost
bad nodes in terms of their bandwidth for answering re-
peated queries. Hence, we assume that bad nodes return
a random node in the system as the next hop for key
� to the query originator node �. Now, since the ran-
dom node could be located anywhere in the network, it
would be � hops away from the key � in the scenario
where all nodes are good. Hence, in the presence of ma-
licious nodes, the lookup operation would cost node �
additional ����� hops.

Using the recurrence relation 4 we compute the aver-
age number of hops required for a lookup operation as
follows. We approximate �������� to �������� which
is equal to ����� (since � � ����). Note that �����
denotes the lookup cost for scenario 2 in the presence of
malicious nodes when it would have required � hops
in the absence of malicious nodes. We observed that in
most DHT-based systems the mean number of hops� is
also the most probable number of hops between any two
random nodes in the system. Hence, such an approxima-
tion does not significantly perturb our analytical results.
Further, our experimental results in Figure 3 show that
this approximation is acceptable. Hence,

�������� � ����� �
�� ��� ���

���� ���
(5)

Summary. Clearly, scenario � pays higher penalty for
its inability to detect and recover from invalid lookups.
Intuitively, in scenario 1 (or under crash failures), the

DHT Lower Expt Upper
Bound Result Bound

Chord 0.1 0.29 0.40
CAN-2 0.01 0.09 0.16
CAN-3 0.001 0.04 0.06
CAN-4 0.0001 0.015 0.028
CAN-10 0.0 ���� ����

Table 1: Probability of Lookup Failure (� � ���):
Quantitative Analysis

lookup makes one successful hop with a probability ��
�; hence, each hops translates into �

��� hops. On the
other hand, scenario 2, pays heavily for every failed lookup.
Let us say that we start with a state � where the lookup
operation is � hops from its target. Now, this lookup
operation succeeds if all the nodes in the path to the tar-
get are good (�� � �� � ��� ); else it is back to its
original state �. Hence, the probability that a lookup
succeeds in any given attempt starting from state � is
�� � ��� ; and hence the lookup cost is varies as �� �
���� .

4.4 Experimental Validation

We have so far identified and quantitatively analyzed the
importance of multiple independent paths, alternate op-
timal paths, the ability to detect and recover from invalid
lookups. Now we present two sets of experiments to val-
idate the above analysis. First, we study the dependency
between the number of independent paths and the proba-
bility of lookup failure. Second, we measure the lookup
cost in the presence of malicious nodes and evaluate the
performance of the proposed defense mechanisms re-
garding to the two scenarios: An incorrect lookup (1)
can always be detected or (2) cannot be detected.

Experiment I. In this experiment, we demonstrate that
having multiple independent lookup paths indeed de-
creases the probability of lookup failures. We simulated
the working of a P2P system using the Chord lookup
protocol with 1024 nodes. The average lookup cost when
there are no malicious nodes is 5, i.e., � � 	. We
also constructed CAN systems with approximately the
same average lookup cost; a 2-dimensional CAN with
100 nodes (� � 	), a 3-dimensional CAN with 216
nodes (� � 
#	), a 4-dimensional CAN with 625 nodes
(� � 	), and a 10-dimensional CAN with 1024 nodes
(� � 	). A random set of �� of the nodes were chosen
to behave maliciously. From a practical standpoint, we
associate a time-to-live ($$%) with every lookup oper-
ation. Hence, a lookup operation is successful only if it
terminates correctly within TTL overlay network hops.

Table 1 compares the experimental results with the
bounds obtained from our analytical model (Equation
1, Section 4.1) when � � ���. Although the bounds
obtained from our quantitative analysis are not abso-
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lutely tight (because Equation 1 does not consider al-
ternate but not independent paths), the trends revealed
by our analysis closely reflect the results obtained from
our experiments. Most importantly, observe that the up-
per bound on the probability of lookup failure sharply
decreases with increase in the number of independent
lookup paths. This motivated us to experiment with over-
lay network with different number of independent paths.

Figure 1 shows the probability of lookup failure with
$$% � ��� and � � ��� and varying � . Observe that
the probability of lookup failure increases with the mean
number of hops (� ). Note that for any lookup path to
succeed, all the nodes on the lookup path must be non-
malicious; longer the path, higher is the probability that
at least one malicious node appears on that path.

Experiment II. In this experiment, we illustrate the per-
formance of DHT-based systems for the scenarios � and
� discussed in section 4.3. Figure 2 shows the aver-
age lookup cost for scenario � wherein, the legitimate
nodes verify whether the lookup result appears to be
valid by checking if the new node is indeed closer to
the key �. On detecting an invalid lookup, node � gets
the next best alternative node and forwards the query to
it. Note that this strategy for detecting invalid lookups
has scope for an one-sided error; it may conclude that
an incorrect (or a sub-optimal) lookup result is correct.
The estimates from our quantitative analysis are labeled
as ‘check Ehops’ (Equation 3, Section 4.3); they de-
note the lower bounds obtained on the expected number
of hops assuming a large number of independent paths.
The lines labeled ‘chord check’ and ‘can� check’ refer
to the cases wherein the lookup protocol checks for va-
lidity as a part of the Chord, and the �-dimensional CAN
protocols respectively. We shall discuss the implica-
tions of Figure 2 in conjunction with Figure 3. Figure
3 shows the average lookup cost for scenario � wherein,
the legitimate nodes do not test the validity of lookup
results. The line labeled ‘nocheck Ehops’ (Equation 5,
Section 4.3) shows the results obtained from our quan-
titative analysis. The lines labeled ‘chord nocheck’ and
‘can� nocheck’ refer to the cases where the Chord and
the �-dimensional CAN protocols were used without check-
ing for the validity of lookup operations. Based on Fig-
ures 2 and 3, we can testify the following statements:

Validate our quantitative analysis. Observe that ‘check
Ehops’ and ‘nocheck Ehops’ act as lower bounds for

the ‘check’ and the ‘nocheck’ versions of the lookup
protocol respectively. Also, observe that the results for
a 10-D CAN closely matches our quantitative analysis,
since our analysis was specifically targeted at obtaining
lower bounds on lookup costs assuming a large number
of independent paths between any two identifiers.

Checking the validity of a lookup result becomes very
important for large values of �. However, for small val-
ues of �, checking the validity of a lookup result is not
very vital in the presence of multiple independent paths.
In fact, for � � 
��, a 10-D CAN with no validity
checks incurs no more than 5-8% higher lookup cost
than a 10-D CAN that performs validity checks. But, for
large values of � (around � � ���), lookup protocols
that do not include validity checks incur as high as 40-
50% (for 10-D CAN) to about 200% (for Chord) (Note
that Figure 3 shows the results only up to � � 	��).

Importance of good alternate paths. Since ‘can10 check’
has multiple near-optimal alternate paths, its lookup cost
is within twice of the optimal lookup cost even when �
equals 70%. On the other hand, ‘chord check’ shows
much poorer performance, primarily because of the fact
that Chord does not provide multiple independent lookup
paths. Further, the vitality of alternate paths is more bla-
tantly revealed by Figure 3 from the fact that, ‘chord check’
performs much worse (3-4 times) than ‘can10 nocheck’.

5 Attacking the ID-to-Key Mapping
Scheme

In this section, we present the ID-to-Key mapping at-
tack (ID Mapping for short) that show how the malicious
nodes could exploit the identifier-to-key mapping to cor-
rupt a chosen data item stored in the system by spoofing
multiple identities (pseudo-spoofing). We quantify and
analyze the cost of attacking a chosen data item and dis-
cuss some approaches to mitigate this problem.

The famous Sybil Attack paper [5] showed that en-
tities (nodes) can forge multiple identities for malicious
intent, and hence, a small set of faulty entities may be
represented through a larger set of identities. Douceur
concludes in [5] that for direct or indirect identity vali-
dation (without using a centralized trusted agency), a set
of faulty nodes can counterfeit an unbounded number of
identities (pseudo-spoofing). One solution suggested to
counter the Sybil attack in [5] is using secure node IDs
that are signed by well-known trusted certifying authori-
ties. However, as Douceur pointed out himself that man-
dating that every node must possess a certificate would
turn out expensive. Hence, one is forced to employ weak
secure node IDs (with challenge-response schemes to
verify the node IDs); for example, several systems like
CFS [4] use the IP-address of a node as its weak secure
ID. Therefore, it becomes very important to quantify and
analyze the security trade-offs when weak secure IDs are
used. This section discusses an extension of the pseudo-
spoofing attack which results in the loss of a chosen data
item (�) assuming the identity of the data item (�����)
is known.
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Figure 1: Probability of a lookup failure:
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Figure 2: Lookup Costs: Scenario 1 with
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Figure 3: Lookup Cost: Scenario 2 with
� � �

Almost all DHT-based system use a strong one-way
hash function (like MD5 [11] or SHA1 [15]) to derive
a node identifier from its external identifier (EID) (re-
fer Section 3); and, any node � has direct access to a
data item � if and only if ����� � �
���� (see prop-
erties P2 and P4, Section 2). Therefore, for a malicious
node � to target a data item with identifier �, it needs
to select an EID such that if node � joins the system
with ����� � �	
���#����, it will be made respon-
sible for the target data item �. However, we show that
the cost of attacking a specific data item � � � (key
identifier space �) is much easier than inverting the ID
mapping hash function. Recall that by birthday paradox
[18], the cost of inverting a strong one-way hash func-
tion is &�

�

���������, where � is the hash space (in

our case, the identifier space). In this section, we present
a &�'� attack for attacking any chosen data item stored
in the system. This attack assumes significance because
the number of good nodes ' is of the order of a few
thousands, while 
�������� for say MD5 is ����.

Concretely, given the identifier of a data item � a
malicious node can locate the node at which the data
item � is stored using the lookup protocol. Let the data
item � be stored at node ( at time �, namely, ����� �
�
���(�. A malicious node � gains access to the tar-
get data item � as follows: First, it attempts to pick an
EID that hashes into �
���(�. As we have described in
section 2 (P6), when a node � with ����� � �
���(�
joins the network, it would share the responsibility of
node (. Given that the node � gets assigned a portion of
the node (’s responsibility, there is a good chance that
the target data item � indeed gets assigned to node �.
Observe that if the system did not enforce restrictions
on a node’s identifier, a malicious node � could trivially
choose its node identifier to be ����� thereby ensuring
that the target data item � is assigned to it.

5.1 Quantitative Analysis

Let ' denote the number of good nodes in the system.
Assume for the sake of simplicity that there are no ma-
licious nodes in the system. Now, every node in the sys-

tem would be responsible for approximately �)'�� por-
tion of the identifier space. The identifier space can be
viewed as if it were divided into ' equal sized buckets.
Hence, the probability that a random identifier falls into
a given bucket ( is �)'. The probability that a mali-
cious node hits upon an EID that hashes into bucket ( in
its ��� attempt is given by,

���� 	������
� �

�
��

�

'

����
�

'
(6)

where the first � � � attempts fails to fall into bucket (,
while the ��� attempt succeeds. Observe that the number
of attempts required in Equation 6 follows a Geometric
Distribution. The malicious nodes could choose ( such
that their target data item � is currently held by node (,
i.e., ����� � �
���(�. Using the standard properties
of a Geometric distribution, it follows from Equation 6
that the expected number of attempts required to obtain
an identifier that hashes into node ( is '. Also, the prob-
ability that more than ' attempts are required is �

�
for

substantially large values of '. But, having obtained an
identifier that hashes into node (’s identifier space does
not guarantee that the malicious node � is assigned the
target data item �. (Note �
������ and �
����(� parti-
tions �
���(�, for �� � � (see property P6 in Section 2).
Since the data item � can lie anywhere in the identifier
space assigned to node (, the probability that node � gets
to store data item � after it joins the network is �

� . Hence,
with a reasonably large probability, a malicious node �
can obtain access to a target data item � in ' attempts.
Hence, an adversary that possesses ' pseudo-identifiers
can obtain access to the target file replica �� with prob-
ability ������� � '� � �� �

�

�
�� �

�

�
(equivalently,

������� � '� � �� �
�

�
�� �

�

�
� �

�

�
� � �

�

�
). Con-

sequently, one can improve the chances of this attack in
&�'� attempts since, for some integer � � �:

������	
� �� ��
���� � ��� �

�
�

�

�
� �

�




��
�

(7)

In a system where  replicas are maintained for each
data item, a group of * malicious nodes may join hands
to corrupt a data item � irrecoverably as follows. Each
of the malicious nodes performs an ID Mapping attack

8



� Mean time E[����] Pr(���� � ��) Pr(���� � ��)
(ms)

1024 2.32 2112 0.80 0.96
2048 4.22 4301 0.76 0.95
4096 8.47 8157 0.76 0.97
8192 16.08 16421 0.84 0.99

Table 2: Attack on ID Mapping Scheme

using the above strategy on any of the  replicas of data
item �. When the malicious nodes succeed in gaining
control over �� copies of the data item �, they can cor-
rupt it and leave the system.

Consider the case wherein the IP-address of a node
is used as its EID. Given the fact that IPv6 can poten-
tially provide every node with thousands of addresses, it
is quite feasible, though expensive, for a malicious node
to perform this attack. The same argument is also appli-
cable to dial-up users who obtain Dynamic IP-address
from a huge ISP (Internet Service Provider). Also note
that computing &�'� hashes is computationally feasi-
ble. As a simple example, using the standard OpenSSL
library, a typical 900MHz Pentium III takes about 1 sec-
ond to compute one million hashes (MD5).

5.2 Experimental Validation

We simulated the Chord lookup protocol [17] with vary-
ing number of good nodes. We chose 100 random data
items to attack. Table 2 summarizes our observations on
the number of EIDs required for a successful attack on
these data items. Our observations very closely match
the results from our analysis (Equation 7): ������� �

'� � �#� and ������� � �'� � �#�.

5.3 Defense

The Sybil attack paper [5] suggests the use of trusted
certification authorities to strictly bind an identity to an
entity (node). However this requires every node to re-
veal its identity in order to join the system. It may also
discourage a few nodes from joining the overlay net-
work in the first place. In order to reduce certification
costs and motivate users to join the overlay network, one
could employ weak secure identifiers, like the node IP-
address, which can be challenged and verified easily.

There are other approaches that could mitigate this
problem. When a new node joins the system, it typically
contacts a publicly known and trusted bootstrap server
to obtain an entry point node to bootstrap itself into the
system. In our solution, the bootstrap server assigns a
random �� � � to a node (and issues a certificate with
a short life-time) when it joins the system. Observe that
if a malicious node joins the system &�'� times, it gets
assigned a given target data item with a large probabil-
ity as in Equation 7. However note that contrary to the
techniques that derive a node’s ID from its EID, a mali-

cious node cannot offline determine the EID that can be
used to gain control over the target data item. Instead,
the malicious node has to physically attempt joining the
system &�'� times, each time contacting the bootstrap
server. Note that contacting the bootstrap server &�'�
takes significantly longer time; but, it does not prevent a
malicious from eventually gaining control over a target
data item. To prevent this, one could implement weak
security checks through the bootstrap server; for exam-
ple, the bootstrap server could detects frequent attempts
by a node from a single IP-domain 4 to join the sys-
tem. In conclusion, the overlay network may use weak
secure IDs as long as spoofing a large number of pseudo-
identifiers over a short duration of time is very hard.

6 Related Work
Sit and Morris [16] discuss several security considera-
tions in a distributed hash table based overlay networks.
They present a framework for performing security anal-
ysis of structured overlay networks and discuss a wide
range of possible attacks including: routing table main-
tenance and network partitioning; application layer at-
tacks on file storage; and ad hoc attacks like denial-of-
service attacks by rapidly joining and leaving the net-
work. Their paper suggests the use of repeated checking
as a defense against routing attacks on the system. Our
work not only quantifies the lookup costs using repeated
checks but also shows that merely performing repeated
checks does not help especially in the absence of multi-
ple independent lookup paths.

Castro et al. [3] discuss several issues on secure rout-
ing in DHT based overlay networks. They suggest re-
dundant routing as a solution for strengthening the rout-
ing scheme using a routing failure test based on the den-
sity of node identifiers. In redundant routing, the query
source sends lookup query through different routes with
a hope that at least one them eventually reaches the des-
tination node. Note that our analysis on multiple near
optimal independent paths is applicable to the case where
redundant routing is used. Also note that having multi-
ple independent paths improves the probability of suc-
cess and lowers the lookup cost for both repeated check-
ing and redundant routing techniques.

The Sybil attack paper [5] showed that entities (nodes)
can forge multiple identities for malicious intent, thereby
having a set of faulty entities represented through a larger
set of identities. The paper also suggests that one solu-
tion to the Sybil attack is using secure node IDs that are
signed by well-known certifying agents. However, re-
quiring every node to possess a certificate would turn

4Multiple IP-addresses owned by a node hopefully fall into the
same IP-domain
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out quite expensive; and may discourage even the good
nodes from joining the system in the first place. Hence,
one is forced to employ weak secure node IDs (that sig-
nificantly reduce the number of identities owned by an
entity). Therefore, this paper (Section 5) assessed the
risks and security threats when such weak secure IDs
are deployed in a DHT-based overlay network.

7 Conclusion
We have studied vulnerabilities of the overlay network
layer in a DHT-based overlay networks through investi-
gating two targeted attacks and suggesting possible de-
fense mechanisms. We have identified the key prop-
erties of a DHT-based system that determine the hard-
ness of these attacks. First, we have highlighted the
importance of multiple independent paths, alternate op-
timal paths, the ability to detect and recover from in-
valid lookups. Second, we discussed an attack on the
ID Mapping Scheme and showed that attacks on chosen
data items are quite plausible on DHT-based systems;
we have also demonstrated the dependency between the
hardness of such an attack and the number of external
identifiers owned by a node. We have presented quan-
titative analysis to estimate the extent of possible dam-
ages caused by these two types of attacks and used ex-
perimental methods to demonstrate the validity of the
attacks identified. In conclusion, we strongly believe
that incorporating these security features in the over-
lay network layer will provide a secure infrastructure for
building large-scale distributed and decentralized appli-
cations.
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