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Abstract

It is well-known that CA plays the central role in
PKI. In this paper we introduce a new component into
PKI, DA (decryption authority), which decrypts im-
portant and sensitive messages for clients under cer-
tain conditions. A PKI with DA provides solutions
to many security problems in e-commerce and on-line
transactions. If we consider that public key cryptog-
raphy provides both digital signature and asymmetric
encryption technologies, DA completes PKI by adding
the missing half function. More importantly, DA can
greatly increase PKI implementation service revenue.
In this paper, we describe the application background
and technical principle of DA, give a general explana-
tion on how DA serves clients, and review some rel-
evant research work. We believe that the PKI with
DA has great potential to lead to a killing product for
e-commerce security.

1 PKI Including CA and DA

Public Key Cryptography

In order to communicate, collaborate and access
sensitive information securely in both Internet and
Intranet environment, there are a number of secu-
rity services which need to be provided to protect re-
sources from possible security threats. They include
user ID/authentication, con�dentiality, access control,
integrity, and non-repudiation. Encryption and digi-
tal signature o�er solutions to implement these secu-
rity services. Public key cryptography uses a pair of
mathematically related keys. One of the key is made
available to the public (public key), and the other is
kept private (private key). Public key cryptography,
which includes both digital signature and asymmet-
ric encryption capabilities, can play an integral role in
countering security attacks by providing end-to-end
security of information, in terms of con�dentiality, in-
tegrity, and proof of origin.

PKI with CA

A public key infrastructure (PKI) is normally used
to automatically manage public keys through the use
of public key digital certi�cates and digital certi�cate
authorities. A public key digital certi�cate is a dig-
ital document that certi�es the association between
the identity of an individual, company or server to
a public/private key set. To protect from the possi-
ble forgery of the certi�cate, a trusted certi�cate au-
thority (CA) is needed to vouch for the identities of
individuals, companies, or servers to whom it issues
certi�cates. It is necessary that the CA's public key
be securely distributed manually, from a trusted di-
rectory server, or built in as a trusted part of the pro-
gram. The PKI addresses requirements that relate to
the generation and distribution of keys, the obtain-
ing of public key certi�cates and the distribution of
Certi�cation Revocation Lists (CRLs) which are the
hot lists of the canceled certi�cates. In order to en-
hance the pure software-solution to the PKI/CA tech-
nology, the public key crypto smart cards can be used
as tamper-resistant devices to store private keys and
digital certi�cates to improve the exibility and mobil-
ity of the users. There are many companies that pro-
vide certi�cate-based authentication. Many of their
systems implement ITU X.509 v.3 standard which is
a standard format for public key certi�cates and X.509
Certi�cate Revocation List (CRL) v.2 standard CRLs.

PKI with DA

In some practical environments, a trusted authority
who conducts decryption is demanded. We call it DA
(decryption authority). It is a frequently occurred sit-
uation where a party A is willing to give some precious
and important messages to another party B under cer-
tain conditions. To guarantee the messages reach B
only under those conditions, A can encrypts the mes-
sages by DA's public key and give the ciphertexts to
B, while B can obtain the messages by asking DA to
decrypt the ciphertexts for him. DA only does it un-



der those conditions. The conditions may include who
should be the recipients of the messages and when the
messages should be received, etc. A di�cult problem
here is that sometimes B should be convinced that the
ciphertexts from A are indeed the encryption of those
messages instead of some garbage messages. A new
technique in public key cryptography can solve this
problem.

DA for Digital Signatures

It is widely believed that digital signatures will
play a very important role in on-line business in the
future. Many countries are making digital signa-
tures legal to support e-commerce security. Digital
signatures address the authentication, integrity, and
non-repudiation requirements. Considering the above-
mentioned messages to be signatures, we need public
encryption schemes in which people can prove to oth-
ers that a ciphertext is an encryption of a required
signature. Technically, such public key encryptions
schemes exist, which are called veri�able encryption
schemes (VES). Therefore, DA's public key should be
the public encryption key of VES. With appropriate
application of DA, many security problems can be per-
fectly solved in the on-line business where digital sig-
natures play key roles. We will give some concrete
examples of application of DA later in the paper.

Compare CA and DA

Both CA and DA are trusted authorities, but they
play di�erent roles. CA conducts signing while DA
conducts decrypting. They exploit the two aspects
of public key cryptography, namely, digital signature
and asymmetric encryption. In the viewpoint of the
objects, CA deals with user's public keys while DA
deals with user's digital signatures. The output from
CA is the so-called certi�cate, i.e., the signature by
CA's private key, while the output from DA is the
plaintext decrypted from DA's private key. Both CA
and DA must have public keys, which are the root
of the trust and are supposed to be correctly known
by everyone. From business viewpoint, DA has more
prospective pro�t than CA since DA is more often
used.

2 A Brief Description of VES

A veri�able encryption scheme (VES) is a special
public-key encryption scheme for encrypting veri�able
values. A veri�able value is a number that satis�es a
mathematical formula, such as a digital signature or a
discrete logarithm of a given element etc. A VES can
be used to encrypt such a veri�able value, meanwhile
the encrypter can convince others that the encrypted

value indeed meets the requirement ( satis�es a math-
ematical formula) without disclosing the value.

A little bit more formally, let's assume that x is a
discrete logarithm of G with base g, i.e., G = gx. By
a VES, an encrypter can encrypt x by DA's public
key KP . Denote the ciphertext by C = KP (x). The
encrypter can prove to others that C is indeed the
encryption of x without disclosing x. If the proof is
passed, the value y obtained by decrypting C with
DA's private key must satisfy G = gy.

A VES of digital signature is similar. Let s be a dig-
ital signature on messagem under veri�cation keyKV .
Then s passes a signature veri�cation algorithm veri,
i.e., veri(s;m;KV ) = yes. By a VES, an encrypter
can encrypt s with DA's public key KP (denoting the
ciphertext by C = KP (s)), and prove to others that
C is indeed the encryption of s under public key KP ,
without disclosing s. If the proof is passed, the value y
obtained by decrypting C with DA's private key must
satisfy veri(y;m; VK) = yes.

A VES for discrete logarithm can be easily con-
verted into a VES for digital signature. There have
been several research papers proposing various VES
for digital signatures. We will give a brief review of
them later.

So far VESs have only been used to encrypt ver-
i�able values with certain homomorphic veri�ability,
such as a discrete logarithm, an e-th root, or a sig-
nature. No VES of pre-image of a general one-way
function, say a hash function, has ever been proposed.
It seems to be a very hard problem.

3 An Analogy of VES and Its Applica-

tions

When explaining PKI to a layman, we can analogize
a PKC with a box that has a lock embedded on it. The
box can be left open with key removed. Everyone can
lock the box but only the key owner can open it. For a
similar intuitive illustration, we can analogize a VES
with a glass box with a lock. The di�erence of a VES
from an ordinary PKC is that everyone can \see" what
is actually locked inside the box. But no one can get
it except for the (private) key owner.

The VES of digital signature has great potential
in the application when digital signatures are practi-
cally prevalent. One example is for the online auction
where digital money is used. A digital money is a dig-
ital signature on a message of a certain format. The
signature itself is the precious value while the format
of the message should be public and in consistence
with some standards.

Consider a situation of online auction where we



have a seller and some bidders. Every bidder bids
a price. Now we have a dilemma whether the seller
should collect all the digital money from all bidders.
If yes, the seller is able to \escape" with all the money.
If no, a malicious bidder can destroy the auction by
bidding a very high price without actually giving the
money. Everything may happen on Internet. By ex-
ploiting VES, such a dilemma can be perfectly re-
solved. We can ask each of the bidders to put his
digital money into a glass box and lock the box by
DA's public key. Then all bidders can give these boxes
to the seller who is not able to open the box. But the
seller can \see" that the money in the boxes are indeed
what the bidders bid. The seller takes the bidder of
highest price as the winner. In this case the seller can-
not escape with all the money since he cannot open
the boxes. On the other hand, no bidder can mali-
ciously destroy the auction by over bidding since his
money is in the box that can be opened by the DA.
See Figure 1.

seller

bidder1

bidder3

"you are winner"
bidder2 DA

If bidder2 refuses to pay

Figure 1: Solving the dilemma in online auction by
VES

Of course here we must carefully specify the condi-
tions on which the DA opens the box for the seller, in
preventing any fraud from the seller.

The advantage of exploiting VES here is that the
DA is o�-line. If the bidders and the seller perform
properly in the auction(which is the majority situa-
tion, we believe), the DA is not involved. This greatly
decreases the communication burden of the DA.

One thing worth mentioning is that the seller is able
to get the winner's digital money twice if he still goes
to DA after receiving the money from the winner. But

it does not matter since this is digital money. You can
always copy digital money yourself.

Another possible application is online contract sign-
ing. Online contract signing is an important step in
the B-to-B e-commerce. Before the real transaction,
each party would like to obtain the other party's com-
mitment to the transaction statement, i.e., the digital
signature of a contract. But who should give his sig-
nature �rst is a problem. No one is willing to give out
his signature �rst without any guarantee. VES can be
used here as a guarantee where Party A gives his sig-
nature in the glass box to Party B. B can \see" that
the stu� inside the box is indeed A's signature and
B is convinced that the box is locked by DA's public
key. Now he feels easier to give his signature to A. See
Figure 2.

1. A’s signature in box

2. B’s signature

3. A’s signature

A B

DA

4. If not getting A’s signature in step3 

   B’s signature
   A’s signature in box

5. B’s signature

5. A’s signature

Figure 2: Guarantee of recoverability of A's signature
by VES

Other applications include certi�ed email where the
sender wants to obtain receiver's signature as the re-
ceipt while the receiver wants to obtain the sender's
signature as non-repudiation evidence.

In online shopping, fair exchange of the money and
the e-goods or e-invoice is a desired feature, which can
be realized by using VES and DA.

4 A Prospective Security Service

Cryptography has been intensively developed in the
past two decades. A huge amount of research work in
this area has been done. Although cryptography has
lead to so many security technologies and products, it
seems that market has mostly favored at two of them



so far, PKI and VPN. In security product exhibitions
the most often seen products are PKI and VPN.

According to the study of Datamonitor Corpora-
tion, PKI market is expected to grow to 2.8 billion in
the next three years.

year US Europe Rest of World Total
1999 158 58 16 232
2000 234 130 32 405
2003 627 545 191 1363

Table 1: PKI Product Revenues (�gures in US mil-
lions)

year US Europe Rest of World Total
1999 195 90 23 308
2000 282 165 46 493
2003 610 542 223 1375

Table 2: PKI Implementation Service Revenues (�g-
ures in US millions)

Market analysis �rm Datamonitor is even more opti-
mistic, projecting $3.5 billion in total U.S. and Eu-
ropean revenues from PKI products and services by
2003.

In the above survey �gures, the PKI implementa-
tion service revenues is only for the CA part, i.e., the
fees for issuing certi�cates. The typical valid period
for a certi�cate is one year, which means that CA
serves each client once per year.

Like CA, DA also provides service to its clients. In-
stead of issuing certi�cates, DA decrypts messages for
clients. Unlike certi�cate, such service has no concept
of valid period. Therefore, there is no limit on how
many times of service a client request within one year.
The service is provided whenever a client requests it.
That is the reason why we say DA is potentially more
pro�table than CA.

DA's service can be generally described like this:
When a client requests DA to decrypt a message C
for her, DA decrypts C by his private key and checks
whether the decrypted messages following certain for-
mat speci�ed by this PKI system. The format should
include two parts. The �rst part is the message M
that the client wants. The second part is the condi-
tions, only upon which DA gives M to the client. DA
refuses to give M to the client if either the decrypted
message does not follow the format \M jjconditions",

or the conditions are not satis�ed. The detailed spec-
i�cations on format and conditions should depend on
the applications, similar to the attribute certi�cate de-
�ned in X.509 standard.

The example of conditions may be a time period
within which DA returns M , or a requirement that
the client should provide some digital objects, etc.

If M is a signature (the situation this paper mainly
focuses on), VES should be used. In that case, the
conditions are put into the \label" of VES. A \label"
of VES is intuitively like a sticker put onto the glass
box from inside before the box is locked. The \label"
cannot be changed by anyone once the box is locked.
But everyone can see the \label". More formal discus-
sions will be presented in the last section.

Architecture of DA

DA consists of four main parts, RA(registration
agent), DAA(DA agent), DPM(decryption policy
managent), DAC(DA core). Such a classi�cation is
more from engineering viewpoint. This is similar to
the classi�cation within CA. Logically, DA, as well as
CA, is a complete unit with one function.

RA

DAA

Decryption Authority

DPM

private key

DAC

client

client

Figure 3: Outline of DA

Here DAC is the private key holder and the de-
cryption implementor. DAC trusts DAA and decrypts
whatever from DAA and sends the decryption out-
come back to DAA. DAC should never disclose the
private key, not even to DAA.

DPM is the decryption policy maker. It speci�es
what kind of clients can receive what kind of service
under what condition. This party is most related to
applications. It is more dynamic.

RA is the �rst place a client to go. It issues some id
tokens or authentication keys to clients for their later
accesses to DAA. RA is subject to the control from



DPM so that the clients can get proper previledges.
DAA is the party to decide whether to decrypt for

a client. In one case, DAA has to ask the DAC to de-
crypt a ciphertext �rst, then check the \conditions".
It gives the plaintext to the client only if the \condi-
tions" are met. In the other case (using VES), DAA
can determine whether the \conditions" are met be-
fore asking the DAC doing the decryption.

5 Related Research Work

As we mentioned earlier, if the encrypter who en-
crypts the message and the recipient of the ciphertext
are not mutually trusted, the recipient must ask the
encrypter to prove that what is encrypted is indeed
that message. VES has to be exploited here. VES
has been much studied recently. Many VESs have
been proposed and applied to various situations, see
[ASW98, Ate99, BDM98, Bao98, BT99, CM98, FO98,
Sta96, YY98].

VES vs Zero-knowledge Proof

VES of digital signatures are di�erent from those
zero-knowledge proof protocols of owning a signature,
like in [CD98, FO97, KP98, NBMV99]. In the zero-
knowledge proof protocols a prover can prove that he
owns a digital signature without any one being able to
recover the signature, while in the VESs the prover not
only prove he owns the signature but also must allow
the owner of the decryption key being able to recover
the signature. Therefore, in those zero-knowledge
proof protocols the commitment function can be any
one-way function, but in the VESs the commitment
function must be a trapdoor one-way function. The
second di�erence is that the zero-knowledge proof pro-
tocols aim at zero-knowledge proof while the VESs aim
at the hardness of recovering the signature without
the decryption key. Hence, disclosing half bits of the
signature is regarded insecure in the zero-knowledge
proof protocols, but still regarded secure in the for-
mer VESs.

Two Party VES vs Three-Party VES

VESs can be classi�ed into two classes from the ap-
plication angle. We call them two-party VESs, such
as those in [BT99, CM98, FO98, Sta96, YY98], and
three-party VESs, such as those in [ASW98, Ate99,
BDM98, Bao98]. In two-party VESs, the �nal ci-
phertext receiver is the decrypter(the decryption key
owner), and the decrypter need not return the de-
crypted value to any one else. The applications of
the two-party VES include key escrow, group signa-
ture, veri�able secret sharing, etc. In the three-party
VESs, the decrypter plays a role of a trusted third
party (TTP). The TTP must return the decrypted

value to the party who legally requests for the TTP's
decryption (In our proposal, a DA from PKI plays this
role of TTP). The applications include fair exchange
of digital signatures, on-line auction, electronic pay-
ment systems, etc. Therefore, three-party VESs have
one more requirement than two-party VESs, that is,
resisting chosen ciphertext attack. From this view-
point we say that a secure three-party VES must be a
secure two-party VES, the converse direction does not
necessarily hold.

Techniques to Construct VESs

In [ASW98, Sta96, YY98], the VESs are con-
structed by cut-and-choose method. Such a method
brings comparatively large complexity both in com-
putation and in message size. In [ASW98], the con-
struction is very general that can combine any public-
key scheme with any digital signature scheme. Ac-
tually, it presents a VES of pre-images of any homo-
morphic one-way function and an arbitrary PKC. In
[Ate99, Bao98, BT99, FO98], VESs are constructed
with methods di�erent from cut-and-choose. The VES
in [Bao98] is the most e�cient one both in computa-
tion and in message size among all the VESs of dis-
crete logarithms. Its security proof is similar to that of
[PS96]. By the same method of [Bao98], the new pub-
lic key scheme from Paillier [Pai99] can be converted
into an e�cient VES for discrete logarithm. [Ate99]
presents a batch of e�cient VESs of signatures. The
VESs in [BT99, FO98] have smaller complexity in mes-
sage size than that of [ASW98], but have similar or
even larger computation complexity except for very
small RSA exponent e, say, e = 3 or 5.

Advantage of VES in Applications

In a three-party VES, the decryption key owner is
usually a TTP. The application may be a fair exchange
protocol where the TTP is made o�-line by exploiting
VES. Detailed studies can be found in [ASW98] and
[BDM98]. The advantage of o�-line TTP is that when
the two exchanging parties are honest, the TTP is not
involved. Therefore, for majority of situations, the
TTP seems not exist. And the fair exchange proto-
cols using VES have much smaller number of com-
munication rounds, compared with the protocols of
[BGMR90, EGL85].

VES was applied to the multi-party fair exchange
in [BDNV99] that has advantage of o�-line TNP over
the previous multi-party fair exchange protocols.

VESs has been applied to other situations, for ex-
ample fair electronic payment systems in the same
principle as in [BF98].



6 Labeled VES

Formal Description of a Three-Party VES

Let � be a homomorphic one-way function. En-
crypter encrypts a secret x to the ciphertext C by
Decrypter's public key KP and generates a certi�cate
Cert for proving that C is indeed the encryption of
x such that �(x) = X . Encrypter gives (C;Cert;X)
to Veri�er. Veri�er veri�es (C;Cert;X;KP ). If the
veri�cation is passed, then the decryption result of C
(by the private key of KP ), denoted by y, must satisfy
�(y) = X .

generates Cert

C
Cert

x

Encrypter Verifier
C, Cert

Decrypter(DA)

verifies C and Cert

verifies C, Cert, decrypts C to x

encrypts x to C 

Figure 4: Three-party VES

Security Requirements of VES

1. Decrypter is always supposed to be hon-
est(Decrypter plays the role of TTP in some ap-
plications). The security for Decrypter is that his
private key won't be disclosed even if Encrypter
and Veri�er collude.

2. The security for Veri�er is that if he is hon-
est(following the scheme properly), he won't be
fooled by Encrypter. In other words, once
(C;Cert;X;KP ) pass his veri�cation, he can get
the x such that �(x) = X by the help from De-
crypter.

3. The security for Encrypter is that x should not
be disclosed to Veri�er unless Veri�er goes to De-
crypter for decryption. That is, it is computa-
tionally hard to �nd x from C;Cert;X .

Convert VES to Labeled VES

In all the VESs, Cert is a non-interactive proof in
which the challenge is the value hashed from some
messages (random oracle). We denote CertA the non-
interactive proof in which the challenge is the value
hashed from the messages and A. Here A is called
the label. In application of fair exchange, A may be
a speci�cation of the exchanging parties and values to
be exchanged. In a labeled VES, the label A can never
be changed or replaced.

7 Concluding Remarks

In this paper, we propose a new component for PKI,
DA, which can greatly increase PKI implementation
service revenue. DA decrypts important, valuable,
sensitive messages for clients.

We basically classify DA's decryption into two
classes. The �rst class is that the client does not know
what is really encrypted. Here we assume that the
client trusts the encrypter. Any public key encryption
scheme can be used for the �rst class. The second
class is that the client is able to check whether the en-
crypted message is what he wants, by exploiting VES.
In this paper we focus more on the second class, since
the �rst class is very simple from technology view-
point.

In both �rst class and second class, the key point
of implementation of DA is the speci�cation of for-
mat. For example of the �rst class, the message being
encrypted should be M jjcondition. In some applica-
tion the condition could specify a date and a recip-
ient, while DA only returns M to the recipient after
that date. The speci�cation of the format of condition
must be carefully studied for any practice.

In the second class the technique is more compli-
cated. The condition must be added to the label of
a labeled VES. How to specify the format of label so
that DA can automatically operate is very important
in concrete applications.
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A The Public Key Encryption Scheme

In this appendix, we give the mathematical descrip-
tion of two e�cient (labeled) VESs for discrete loga-
rithm based digital signatures, one for DSA and the
other for Schnorr signature scheme. The two VESs are
very e�cient with the computational cost of each VES
just about twice that of the corresponding signature
scheme. First let us look at the public key encryption
we are using.

Consider Okamoto-Uchiyama trapdoor one-way
function [OU98] with the following parameters:

� Private key: two primes p; q. Here p is recommended
to have 350 bits and q 324 bits.
� Public key: n = p2q and g.

Here g � n and g mod p2 is a primitive element of
Z�
p2
. Note that a randomly chosen g from Zn satis�es

the above requirement except for a negligible proba-
bility 1=p.

Plaintext: m 2 f0; 1gjpj�1

Encryption: C = gm mod n

Decryption: m = (Cp�1 mod p2)�1

(gp�1 mod p2)�1
mod p

The correctness of the decryption:
Since gp(p�1) = 1 mod p2, we have

gp�1 = 1 mod p

Let
(gp�1 mod p2) = lp+ 1

then

Cp�1 = (lp+ 1)m = mlp+ 1 mod p2

Remarks on the OU trapdoor one-way function

� The security of the one-way function is based on
the di�culty of factorization of n = p2q.

� The above scheme cannot be taken as a public key
encryption scheme since it is fragile to a chosen
ciphertext attack: if we encrypt a message M
larger than p and decrypt the ciphertext to get
m, we can obtain p with large probability since
p = gcd(n;M �m).

� The scheme can be easily changed to a public
key encryption scheme that is semantically secure
and resisting any chosen ciphertext attack. See
[OU98].

� In our scheme, we use OU trapdoor one-way func-
tion instead of OU public key encryption. In

our application, semantic security is not necessary
since what being encrypted in VES is a discrete
logarithm of a known value. That discrete loga-
rithm is usually randomly chosen in the signature
generation.

� We need to make it resisting chosen ciphertext at-
tack since in our application the TTP should de-
crypt for others in resolution. What we exploit
here is the so-called know-plaintext property.

B Labeled VES for Discrete Log

Besides the parameters in A, we have P;Q and G
where P and Q are two primes such that Q is a factor
of P � 1, and G is an element of Z�

P of order Q. The
recommended sizes of P and Q are 1024-bit and 160-
bit, respectively. Let h be a one-way hash function of
f0; 1g� ! f0; 1g160 used as Fiat-Shamir heuristics.

In the VES for DisLog, we have three parties

� TTP: who generates p; q; n; g etc, for OU scheme.
n; g are public.
� Prover: who knows a secret x < Q such that
Gx = Y mod P , and encrypts x by the TTP's public
key. Label is a binary string from Prover.
� Veri�er: who veri�es that the ciphertext from Prover
is indeed the encryption of x.

Labeled VES for Digital Signatures

Prover:

compute C = gx mod n (encryption of x),

randomly choose w 2 f0; 1g380,

set a = gw mod n, A = Gw mod P , r =
h(C; Y; a; A; Label), c = w � xr,

make sure 0 < c < 2380 � 2320 (otherwise repeat
until getting the required values)

Prover sends to Veri�er:

C; Y; r; c; Label

Veri�er:

check r = h(C; Y; gcCr; GcY r; Label) and 0 < c <
2380 � 2320.

If the check is correct, the (r; c) is a valid certi�-
cate for equivalence of dislog of Y and decryption
of C, with label Lable. Later when necessary,
Veri�er may ask TTP to open C for him.

Veri�er sends to TTP:

C; Y; r; c; Label



TTP:

check r = h(C; Y; gcCr ; GcY r; Label) and 0 <
c < 2380 � 2320. If OK, compute X =
(Cp�1 mod p2)�1

(gp�1 mod p2)�1
mod p and let x = X if X < p=2

or x = X � P if X > p=2.

TTP sends Veri�er:

x mod Q

This scheme evolves from the one in [Bao98]. The
principle of the scheme is the non-interactive zero-
knowledge proof of equality of discrete logarithms in
di�erent groups where one of the groups has unknown
order. The computation of exponents is conducted in
integer ring Z instead of in a prime �eld Zq . This tech-
nique has also been adopted in [Ate99, BT99, CM98,
FO98, PS99].

We will not give formal security proof to the scheme
here. Instead, we give a sketch to highlight the critical
points of the proof.

� Disclosing c = w�xr, 0 < c < 2380� 2320 does not
lead to disclosing any bit of x. This is because [0,
2380 � 2320] is a common range of c for every x.
In other words, for 0 < c < 2380 � 2320, every x
in [0, 2160] is equally probable. The information
of gw does not help in �nding x.

� c < 2380 guarantees jxj < 350 = jpj. This is because
in c = w � xr, r is a 160-bit value hashed from
some messages including gw. If jxj � 350, xr has
510 bits. To make c only 380 bits, w must be
510 bits with higher 130 bits the same as xr. It
is probabilistically impossible to �nd such w and
r, since r is again dependent of w. For random
oracle assumption of h, this is like to require the
160-bit outcome of h have 130 bits matching a
format speci�ed by the input. Even for birthday
paradox the security level is 2�65.

� The formal security proof can be established fol-
lowing the procedure and method in [PS96].

� With overwhelming large probability, we also have
jxj < jpj � 1. So if the decrypted value X > p=2,
that means the original x must be negative. So
the returned value is x = X � p.

The parameter sizes like 160, 350, 380 etc here are just
for simplicity. They should be formalized in formal
proof.

C VES for DSA and Schnorr Signature

VES for DSA

Let P;Q and G to be the same as in B. DSA can
be described as follows.

� Private key: x 2 ZQ
� Public key: y = Gx mod P
� Signing: given a message m, randomly choose k 2
ZQ, set R = Gk mod P and s = (m+ xR)=k mod Q.
The signature on m is the pair (R; s). Here m is sup-
posed to be the message already hashed by a one-way
hash function.
� Verifying: check whether Rs = GmyR mod P .

The encryption of the signature is performed only
on s while leaving R plain. Knowing R will not make
it any easier to fabricate a signature since �nding s
such that Rs = GmyR mod P requires solving the
discrete logarithm problem. Moreover, R itself con-
tains no useful information since k is randomly chosen
(therefore, R is like a random variable). Hence, in
our VES for DSA, the ciphertext of the signature is
(R;C), where C = gs mod n.

VES for Schnorr Signature

The Schnorr signature scheme has the same envi-
ronment setting as that of the DSA. We assume that
the same P;Q;G as in B are used here.

� Private key: x 2 ZQ
� Public key: y = Gx mod P
� Signing: randomly choose k 2 ZQ, set K = Gk,
R = h(m;K) and s = k + sR mod Q. The signature
on m is the pair (R; s). Here h is the one-way hash
function as in B.
� Verifying: check whether R = h(m;Gsy�R).

The encryption of the VES is performed only on
s while leaving R plain. But here we need to intro-
duce K where K = Gsy�R. The ciphertext of the
Schnorr signature is (K;R;C) where C = gs mod n.
The veri�cation of (K;R;C) is to prove

R = h(m;K) and
Gs = KyR and
gs = C.


