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Design for securability is an approach to obtain distributed information systems possible to 

secure during operation.  To achieve this, three steps have to be supported in the design of 

these distributed systems. Firstly, the interactions and relations between the system and its 

environment have to be captured. Secondly, a set of security requirements on the system has 

to be formulated. Thirdly, the set of requirements has to be implemented in the system. This 

position paper focus on the third step which requires system models and design methods and 

tools.
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Introduction 

There are many problems inherent with the launch and patch approach to security. Also the 

more careful approach of using red teams/tiger teams rather than waiting for things to break, 

has its limitations and drawbacks (Gula, 1999), (Schudel & Wood, 2000). The use of vastly 

distributed information systems will drastically increase the risks associated with security 

breaches (Schneier, 2001). Thus, the need to get it right from the start should be a cornerstone 

in all future system development. Unfortunately, systems will always contain flaws. Thus, 

risk management becomes a necessity and “to get it right from the start” means building 

systems able to handle failing components and unexpected events. This creates new demands 

on the ability to comprehend vastly distributed systems and to understand the effects of events 

in these systems. 

Design for securability, our approach to applying engineering principles to system security 

design, can be described as: 

•  integrating knowledge of the system and its environment and  

•  being based on  

o the importance of mutual trust between system owner and operators and in 

system and organization, 

o requirements engineering, 

o systems modeling, 

o methods and tools for design support and finally  

o how risk management may be eased by such a design approach. 

Engineering principles and security architectures 

Realizing the fact that no system can be designed to be secure, but can include the necessary 

prerequisites to be secured during operation; the aim is design for securability. The 

characteristics aspired of such a system vary from case to case and is influenced by factors 

such as time, cost, throughput and risks. Thus, requirements engineering, as described in 

(Sommerville & Sawyer, 1997), becomes an important tool for the security engineer. There 

are other reasons to use requirements engineering in the system development process. The 
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main benefit is the ability to decide which system functions are required and thus, decrease 

the total number of functions and number of flaws in the system. 

Firstly, the interactions and relations between the system and its environment have to be 

captured. This usually results in a complex structure, as illustrated by Figure 1, in which trust 

is a central component. Trust relies on operations performed by operators, by information 

systems and on operations performed within an organizational context. 
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Figure 1: The relations between a system, the organization, operators and the 
system owner. 

At the top level, the system owner’s trust in the system relies on the performance of the infor-

mation system and on different actions taken by operators. The operator’s trust is more 

directly related to the performance of the information system and especially the way the 

system’s performance is experienced through the human-system interaction.  Actions taken 

by an operator has security implications within the information system and the way this 

makes the system perform influences the operator’s trust or possibly lack of trust.  

The actions taken by the operator and the functions of the information system is also set 

within an organizational context, which also has an impact on trust. As an example, a policy 

regarding backup of data is worthless, if you have no routines to implement the policy. 

Secondly, a set of requirements on the system has to be formulated. From this set security-

relevant requirements can be extracted, as illustrated by Figure 2. Starting with a textual 

description of the system requirements, the general system requirements are refined into state-

ments concerning security. These are thereafter validated and checked for consistency. 

Through this process of requirements engineering, security related issues are integrated at an 
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early stage of the system development. This is in contrast to what often happens with add-on 

security at a late stage, perhaps even after the rest of the system development is over. 
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Figure 2: The process of formulating a set of consistent security related 
statements from a textual description of system requirements. 

Thirdly, the set of requirements has to be implemented in the system. This is a complex 

process that has to extend throughout the lifetime of the system. Ideally, there would be a 

well-formulated process extending from the set of requirements to the implemented system, 

and also facilitating and enhancing risk management of the implemented system. However, 

this demands, on top of the task to design an efficient security architecture, the solution of all 

traditional system development issues. Therefore, at this point, the formulation of a frame-

work for design and evaluation of security architectures, based on a system implemented at 

some level of abstraction, would be a great step forward. Such a framework has to be based 

on the ability to efficiently model the studied systems. Thus, systems modeling and the design 

framework are discussed in the following section. 

 

Systems modeling and design framework 

The designers’ ability to model distributed information systems is essential for the compre-

hension and assessment of the corresponding systems and design decisions. Furthermore, 

design tools have to support such an ability. Thus, an efficient modeling technique is a pre-

requisite for the design of distributed information systems. The purpose of system models is 

to create a notion where system requirements and characteristics meet. System models can be 

built before the system actually has been implemented (design models) or for a present 

system (analysis models). As a first step, these system models will enable designers to reason 

about the modeled systems even before any design methods have been implemented.  
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To efficiently model systems, system characteristics have to be extracted both from high-level 

descriptions of the system and from models of system components, as illustrated by Figure 3. 

Moreover, the models have to be able to capture the system requirements. This is essential in 

order to be able to verify, validate, or assess system requirements and alternative implement-

tations. 
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Figure 3: A system model has to capture both the requirements put on a system 
and its characteristics (from high-level descriptions and component models). 

To build the system models a modeling technique is required. An adequate modeling 

technique has to fulfill design process requirements and enable the capturing of security-

relevant system characteristics. Thus, the formulation of an adequate modeling technique 

requires knowledge of the security-relevant system characteristics that have to be captured in 

order to efficiently design a security architecture. Consequently, a set of security-relevant 

system characteristics is needed for two important tasks: to assess the security of a system and 

to formulate an appropriate modeling technique. It is important to realize that this results in a 

strong influence on the mechanisms to be included in a modeling technique, e.g. mechanisms 

to capture system structure or data flow. Still, a modeling technique can hopefully be formu-

lated is such a way that the demands of a dynamic set of security-relevant system charac-

teristics will not require redesign of the modeling technique. A conclusion is that the 

modeling technique has to be flexible and expressive. 

To be able to enumerate important security-relevant system characteristics, a tree structure 

with the three roots confidentiality, integrity, and availability (CIA) can be used. The tree 

structure is extended by detecting which security characteristics are descendants of C, I, and 

A respectively, as illustrated by Figure 4. An effort along these lines, resulting in a structure 

with 55 distinct characteristics, is presented in (Stjerneby, 2002). The quest for a set of 

security-relevant system characteristics enabling exact assessments of the security level of a 

system is indeed a difficult task, as discussed at the ISSRR workshop 2001 (ACSA, 2002). 

Still, a set as detailed as possible will support the formulation of adequate modeling 
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techniques and the models created with this modeling technique will enhance the awareness 

and assessment of security-relevant issues. 

Confidentiality Integrity Availability

 
Figure 4: Security characteristics in a tree structure. 

Figure 5 illustrates the concept of a framework for assessment and modification of system 

descriptions. System requirements, high-level descriptions, and component descriptions are 

used to build system models. The system models are analyzed and modified using design 

methods and tools. Finally, the result is fed back to the system descriptions and requirements. 

The number of ways this process can be performed with a mix of manual work and automatic 

tools is infinite. However, even assuming all analysis, modifications, and feedback to be 

manual, a systematic design process facilitated by system models would enable the security 

engineer to validate the requirements specified for the system. 

To build comprehensible models capturing all the necessary information, an expressive 

modeling technique supporting hierarchies (abstraction) and several different views of a 

system is required. Using a standardized modeling language has several advantages, e.g. 

utilization of all the work put into the formulation of the language, the possibility of designers 

already being familiar with the language, and the possibility to use tools developed according 

to the standard. Considering the requirements on the modeling technique and the advantages 

of using a standardized language, the unified modeling language (UML) is a strong candidate 

as a base for the aspired modeling technique. UML is biased towards object oriented software 

development. However, it contains diagrams for modeling of the structure of a system, 

although these mechanisms are rarely used (Akehurst & Waters, 1999). The diversity of UML 

opens the possibility to create modeling techniques for a number of models and model views 

supporting the use of engineering principles through the whole (security architecture) design 

process, enabling design for securability.  



Published in the Workshop for Application of Engineering Principles to System Security Design (WAEPSSD) Proceedings 
http://www.acsac.org/waepssd 

An ACSA - WAEPSSD 2002 Position Paper  Page 7/8  

System model

System
components

Model modificationSecurity analysis

System 
description

Systembeskriv
ningar

System
requirements

 

Figure 5: A framework for analysis and modification of system models. 

Conclusions 

There is a need to formulate methods covering the chain of development steps from mapping 

the structure of a system and its environment, via the requirements engineering process, to the 

design of security architectures. Systematic design of security architectures requires powerful 

modeling techniques and design methods and tools. The process is called design for secura-

bility since a system cannot be designed secure. 

Even though the feasibility of creating a set of security-relevant system characteristics is an 

open question, we believe that system models enabling designers and design tools to assess 

and modify current and future systems are viable. The formulation of the corresponding 

modeling techniques is greatly improved by the presence of sets of security-relevant system 

characteristics. 
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