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Introduction 

Th er e is an  incr easing in t er est  in  r esearch  and developm ent  in  infor -
mat ion  secur i ty. It  is an  ar ea wh er e act ive r esearch is being conduct ed 
con t emporan eou sly wi t h  appl icat ion  of t h e t ech n ology. For  example, 
Int ern et  and r elat ed informat ion h ighway research  and developm ent  ar e 
occurr ing wh i le n ew applicat ions ar e being added. Consequ en t ly, many 
research  r esu lts ar e con tain ed in  t ech n ical r eports t hat  ar e avai labl e 
pr imar ily wi t h in  cer t ain  professional commu n it ies. Th e r esearch  r esu lts 
and appl icat ions repor ts t hat  have appear ed in  t h e open  l it eratu r e (pro-
fessional jou rnals and con fer ence proceedings) ar e scat t er ed in  several 
differ en t  sources. In spit e of t h is, t h er e ar enÕt  many n ew in t erdiscipl i -
nary books in  t h is ar ea. Th ose t hat  ar e coming ou t  focus pr imar ily on  
appl icat ion  issu es or  address a narrow range of t opics, such as comput er  
viruses. 

In assembling t h is col lect ion  of in t erdiscipl inary essays, we have had a 
twofold object ive: first , t o provide a compreh ensive summary of t h e r e-
su lts of t h e r esearch, developm ent , and applicat ion  exper ience in  in -
format ion  secur i ty up t o t h is poin t , and second, t o poin t  t oward 
direct ions for  fu t u r e work. We have at t empt ed t o obtain a balance 
among var ious viewpoin t s Ñ  som e essays are research -or ien t ed, som e 
ar e from th e producerÕs viewpoin t , som e from th e consum erÕs perspec-
t ive. We bel i eve t hat  t h is diversity of viewpoin ts provides a r ich n ess 
gen eral ly not  available in on e book. Th e diversi t y is eviden t  in con fl icts 
and con t radict ions among t h e essays. Th e opin ions expr essed ar e solely 
t h ose of t h e individu al au th ors and do n ot  represen t  any organ izat ion . 
We have n ot  t r ied t o r econcile t h e differ ences. Th ey r eflect  t h e dynamic 
natu r e of t h e subject  mat t er . 

To t h e great est  ext en t  possible, we have t r ied t o col lect  a coh er en t  set  
of essays. Th e ear ly essays provide backgrou nd for  t hose t hat  follow.  
However, t h er e is n ot  a lin ear  progression. Nor is t h er e 100 percen t  u n i-
formity in t ermin ology. Concern ing t erminology, in som e of t h e essays 
we have adopt ed a conven t ion  t o iden t ify words t hat  ar e used in  t h e 
con t ext  of in format ion  secur i ty in  ways t hat  differ  from th eir  common 
English usage. Th ese Òr eserved wordsÓ are set  in  a different typeface. We 
h ope t hat  t h e change in  typeface wil l r emind you  of t h e special usage 
wit h ou t  being t oo dist ract ing. 

Next  we give br ief summaries of all essays inclu ded in  t h is collect ion . 
In Essay 1, ÒWhat  Is Th er e t o Worry Abou t? An  In t roduct ion  t o t h e Com-
pu t er  Secur ity Problem,Ó Don  Br ink ley and Roger  Sch el l provide an  over -



2  In forma tion Securi t y  

view of t h e vu ln erabi li t ies and t hr eat s t o in format ion  secur ity in com-
pu t er  syst ems. Th e essay begins wit h a h ist or ical presen tat ion , con-
t rast ing t h e compu t er  secur i ty problem wit h  commu n icat ion  secur i ty 
problems. Next , i t  descr ibes fou r  broad ar eas of comput er-r elat ed 
t hr eat s: t h eft  of compu tat ional r esources, disru pt ion  of computat ion al 
services, u nau t h or ized informat ion  disclosur e, and u nau t h or ized infor -
mat ion  modificat ion. Classes of informat ion -r elat ed t hr eat s are de-
scr ibed, and examples of each  ar e provided. Th ese classes are 
inadvertent human error, user irresponsibil i ty , direct probing, probing w ith 
an art i f ice, direct penetration, and subversion of security  mechanism. Th e 
roles of Trojan  h orses, viruses, worms, bombs, and ot h er  k inds of mali-
cious softwar e ar e descr ibed and examples provided. 

Essay 2, ÒConcepts and Termin ology for  Compu t er  Secur i ty,Ó also by 
Don  Br ink ley and Roger Sch el l, provides an  in t roduct ion  t o many of t h e 
concepts and t erms t hat  ar e m ost  importan t  in  gain ing an  u nderstand-
ing of in format ion  secur i ty. It  focuses on  t ech n iqu es for  ach ieving access 
con t rol wi t h in  compu t er  syst ems and n etworks. Th e essay begins by de-
fin ing what  is m ean t  by informat ion  secur i ty and descr ibing why it  is im-
portan t  t o const rain  t h e defin i t ion  t o prot ect ion  t hat  can  be 
m ean ingfu l ly provided wi t h  a significan t  degree of assurance wit h in  
comput er  syst ems. Th e t h eory of informat ion  secur ity Ñ  t h e r efer ence 
mon it or  concept  Ñ  is in t roduced n ext  t hrough  an  analogy wit h  informa-
t ion  secur i ty concepts from th e wor ld of people and sensit ive docu -
m ents. Next , t h e essay fu r t h er  develops t h e presen tat ion  of t h e t h eory 
by in t roducing concepts and t erms relat ed t o t h e secur ity pol icy. Dist inc-
t ions bet ween  discret ionary and n ondiscr et ionary secur ity policies ar e 
provided, and support ing policies ar e in t roduced. Tech n iqu es for  bu i ld-
ing a secur e syst em based on  t h e pr inciples of t h e t h eory are presen t ed, 
along wit h  m et h ods for  usefu lly ver ifying t h e secur ity of a syst em. Th e 
secur ity kern el is pr esen t ed as a usefu l, h igh -assurance r eal izat ion  of 
t h e r efer ence m on it or  concept , and t h e pr inciples beh ind t h e process of 
design ing and implem ent ing on e from scratch  ar e discussed. Improve-
m ents t o t h e secur i ty of an  ex ist ing operat ing system that  ar e feasible, 
as wel l  as fu ndam ental lim it at ions on  t h ose improvem en ts, are de-
scr ibed n ext . Final ly, t h e r efer ence m on it or  con cept  is applied t o n et -
works, and cryptography and access con t rol are sh own to be u sefu l  
par t n ers. 

Wit h ou t  appropr iat e managem en t , it  is impossible t o main tain  secur ity 
in  a syst em or  n et work of m ore t han  min imum complexity. In Essay 3, ÒA 
Ph ilosophy of Secur i ty Managem ent ,Ó David Bailey discusses secur i ty 
managem en t  of complex syst ems, including t h e scope of t h e secur i ty 
managerÕs role and t h e con fl ict ing pressur es t hat  must  be balanced. Bai-
ley ends by discussing a st rat egy for  t h e secur i ty manager t hat  has been  
used successfu lly on a large local n etwork. 
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Essay 4, ÒMaliciou s Softwar e,Ó by Marshal l Abrams and Harold Podel l, 
discusses t h e t hr eat s, vu ln erabi li t ies, r isk , effects, and cou n t erm easur es 
concer n ed wit h  viruses, worms, and ot h er  forms of maliciou s softwar e. It  
defin es several common types of maliciou s softwar e bu t  avoids narrow 
semant ic dist inct ions. Th e possible at t acks inclu de u nau t h or ized m odi-
ficat ion  of data and softwar e (inclu ding t h e operat ing syst em) and u nau -
th or ized u t i lizat ion  of resources, oft en  r esu lt ing in  den ial of service. Th e 
essay considers viruses in  st and-alon e computers as wel l  as n et work  
vu ln erabil it ies. Lessons learn ed from th e stu dy of var ious at t acks ar e 
presen t ed as gen eral poin t s for  t h e fu tu r e, including det ect ion , r educ-
t ion , recomm endat ions, and legal rem edies. 

Th er e ar e mu lt iple views of corporat e (en t erprise) comput ing, each  
wit h  i ts own m etaph ors and t erms of r efer ence. Th e differ en t  views in -
corporat e differ en t  levels of abst ract ion, in  wh ich  detai ls ar e suppressed 
t o concen t rat e at t en t ion  on  t h e issu es importan t  t o t h e par t icu lar  ob-
server . Essay 5, ÒAbst ract ion  and Refin em ent  of Layer ed Secur i ty Policy,Ó 
by Marshall  Abrams and David Bailey, examin es t h ese differ en t  m eta-
phors wi t h  respect  t o t h e en t erpr ise secur i ty pol icy. Th e r esu lt  is a lay-
er ed pol icy in wh ich  each main layer  relat es t o on e of t h e syst em  
m etaph ors, and t h e pol icy descr ibed for  a lower level of detai l is an  im-
plem en tat ion  of t h e pol icy at  a h igh er  level. Th e layer ed view of pol icy 
h elps system design ers, managers, and users u nderstand t h e rat ion al e 
for  secur ity pol icy at  t h e lowest  levels of abst ract ion , because t h e r ela-
t ionsh ip of t h e low-level pol icy t o t h e en t erpr ise in format ion  pol icy is 
clear . 

Th e Trust ed Comput er  Syst em Evalu at ion Cr it er ia (TCSEC) provide t h e 
basis for  evalu at ing t h e effect iven ess of secur i ty con t rols bu i l t  in t o com-
pu t er  syst ems. In Essay 6, ÒEvaluat ion  Cr it er ia for  Trust ed Syst ems,Ó 
Roger Sch el l and Donald Br ink ley summarize t h e defin i t ion  and re-
qu irem en ts of t h e TCSEC used t o classify syst ems in to seven  h ierarchi-
cal classes of en h anced secur i ty prot ect ion . Th is essay also summarizes 
t h e h ist ory, t ech n ical fou ndat ions, and basic secur i ty requ ir em en ts of 
t h e TCSEC. Th ese cr it er ia have for  a number of years been  u sed in  
specifying secur ity requ ir em en ts du r ing acqu isi t ion  of products and sys-
t ems, gu iding t h e design  and developm ent  of trusted systems, and evalu -
at ing syst ems used t o process sensit ive in format ion . 

In Essay 7, ÒInformat ion  Secur i ty Pol icy,Ó Ingr id Olson and Marshal l 
Abrams discuss informat ion  secur ity policy for  au tomat ed informat ion  
syst ems (AISs), focusing on  in format ion  con t rol  and dissem inat ion . In -
format ion secur i ty policy addresses such  issu es as 

¥ disclosur e, in t egr ity, and avai labi li ty concerns; 
¥ wh o may access what  informat ion in  what  man n er; 
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¥ basis on  wh ich  t h e access decision  is made (for  example, user  
charact er ist ic such  as nat ional i ty or  group affin i t y, or  som e ext er -
nal condit ion such  as t im e or  st atus); 

¥ maximized shar ing versus least  pr ivilege; 
¥ separat ion of du t ies; 
¥ wh o con t rols and wh o owns t h e informat ion ; and 
¥ au th or i ty issu es. 

Th is essay discusses som e of t h e aspects t hat  must  be consider ed wh en  
developing an  informat ion  secur i ty policy for  a given  organ izat ion. 

In Essay 8, ÒFormal M et h ods and Models,Ó James Wil liams and Mar-
shal l Abrams discuss how th e m ot ivat ion  for  u sing formal m et h ods in  
t h e con t ext  of t rust ed syst em developm ent  st ems pr imar ily from th eir  
abi li ty t o provide precision , consist ency, and added assurance dur ing 
t h e elaborat ion  of secur i ty requ ir em ents across differ en t  developm ent  
stages. Th e subject  mat t er  of formal m odels an d specificat ions can  be 
illust rat ed by look ing at  t h e var ious k inds of secur ity at t r ibu t es and re-
qu irem en ts t hat  have t u rn ed u p in  publish ed secur ity models. Examples 
discussed in  t h is essay relat e t o n ondisclosur e policies, data in t egr ity 
pol icies, and user -con t rolled pol icies. Th is essay concludes wit h a dis-
cussion  of t ech n ical and m et h odological issu es relat ing t o t h e effect ive 
use of formal m eth ods. 

Essay 9, ÒRu le-Set  Model ing of a Trust ed Compu t er  Syst em,Ó by Leon-
ard LaPadu la, descr ibes a n ew approach  t o formal m odel ing of a t rust ed 
comput er  syst em. A fin i t e-stat e m ach in e m odels t h e access operat ions 
of t h e t rust ed comput er  syst em, wh i le a separat e ru le set  expr esses t h e 
syst emÕs t rust  pol icies. A powerfu l featu r e of t h is approach  is i ts abi li ty 
t o fit  several widely differ ing t rust  pol icies easi ly wit h in  t h e sam e m odel. 
LaPadu la shows h ow th is approach  t o m odel ing relat es t o gen eral ideas 
of access con t rol, and r elat es t h is approach  t o t h e implem en tat ion  of 
real syst ems by con n ect ing t h e ru le set  of t h e m odel t o t h e operat ions of 
a Un ix Syst em V system. Th e t rust  policies dem onst rat ed in  t h e ru le set  
of t h e m odel include t h e mandatory access con t rol pol icy of Un ix Syst em  
V/ MLS, a version  of t h e Clark-Wilson  in t egr ity pol icy, and two support -
ing pol icies t hat  implem ent  roles. 

Essay 10, ÒRepresen tat ive Organ izat ions Th at  Part icipat e in Open  Sys-
t ems Secur i ty Standards Developm ent ,Ó by Harold Podel l, presen t s an  
in t roduct ion  t o repr esen tat ive organ izat ions t h at  par t icipat e in  open  
syst ems secur i ty standards developm ent  r equ i red for  in t eroperabil ity 
and secur i ty of busin ess and governm ent  compu t er  n et work commu n i-
cat ions. In t ernat ional agreem en ts include a commitm ent  of t h e stan -
dards organ izat ions t o support  open  syst ems secur ity standards t o 
ach ieve Òbrand-independen tÓ n et work configu rat ions and in t er faces. 
Four in t err elat ed issu es provide a basis for  in t erpr etat ion  of cu rren t  
t rends in  t h e developm ent  of sel ect ed open  syst ems standards: 
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1. t h e importance of secur ity standards as an econ omic issu e t o 
support  in t ernat ional el ect ron ic comm erce; 

2. a conceptu al view of open  syst ems secur i ty st andards relat ion -
ships; 

3. a br ief overview of t h e commit t ee st ructu r e of t h e In t ernat ional 
Organ izat ion  for  Standardizat ion  (ISO), t h e In t ernat ional Elect ro-
t ech n ical Commission  (IEC), t h e In t ernat ional  Tel eph on e and 
Tel egraph  Consu lt at ive Commit t ee (CCITT), and select ed nat ional 
and regional organ izat ions; and 

4. an  overview of importan t  secur i ty standards commit t eesÕ act ivi t ies. 

Essay 11, ÒPen etrat ion  Test ing,Ó by Clark  Weissman, in t roduces flaw-
less pen et rat ion  t est ing as a requ ir em en t  for  h igh -rat ed secur e syst ems 
Ñ  t h ose rat ed above B1 based on  t h e Trust ed Comput er  Syst em Evalu a-
t ion  Cr it er ia (TCSEC). Pen et rat ion  t est ing is a form of st ress t est ing, 
wh ich  exposes weakn esses Ñ  t hat  is, flaws Ñ  in  t h e t rust ed compu t ing 
base (TCB). Th is essay descr ibes t h e Flaw Hypot h esis M et h odology 
(FHM), t h e ear l iest  compreh ensive and widely used m et h od for  conduct -
ing pen et rat ion  t est ing; reviews mot ivat ion  for  pen et rat ion  t est ing and 
pen et rat ion  t est  plan n ing; defin es a flaw as a demonst rat ed u nspecified 
capabi li ty t hat  can  be exploi t ed t o violat e secur ity pol icy; and provides 
an  overview of t h e FHM and its analogy t o a h eur ist ic-based st rat egy 
gam e. Ten  m ost  product ive ways t o gen erat e hypoth et ical flaws ar e de-
scr ibed as par t  of t h e m et h od, as ar e ways t o con firm t h em. A review of 
t h e r esu lts and r epresen tat ive gen er ic flaws discover ed over  t h e past  20 
years is presen t ed. Th e essay conclu des wit h specu lat ions on  fu tu r e 
m eth ods of pen et rat ion  analysis using formal met h ods: math em at ically 
specified design, t h eor ems, and proofs of correctn ess of t h e design. 

In Essay 12, ÒEvalu at ion  Issu es,Ó Marshal l Abrams and Harold Podel l  
presen t  an  in t roduct ion  t o evalu at ion  issu es in  t h e US and European  
Commu n ity (EC) t o i llust rat e t h e two sch ools of t h ough t . Fol lowing de-
velopm ent  of draft  nat ional and regional cr it er ia, t h e US, Canada, and 
t h e EC are work ing on  Common Cr it er ia (CC). Th e au t h ors compar e t h e 
proposed evalu at ion  approach es in  t h e h ope t h at , in t h e in t ernat ional 
process of developing t h e Common Cr it er ia, t h ere wi l l be a convergence 
t o assist  t h e m u lt inat ional producers of secur e products and syst ems in  
evalu at ion by differ en t  nat ional en t i t ies. In t eroperabi li ty of in format ion  
t ech n ology and IT secur ity t o suppor t  el ect ron ic comm erce depends, in  
par t , on  an  acceptance of evalu at ed products in  differ en t  cou n t r ies and 
regions. Th er efor e, an  importan t  aspect  of evalu at ion  is t h e develop-
m ent  of in t ernat ional agreem ents for  reciproci ty of evalu at ions of secur e 
products. 

Essay 13, ÒSupport ing Policies and Fu nct ions,Ó by Marshal l Abrams and 
Harold Podel l, observes t hat  t h e major  policy object ive Ñ  t o prot ect  in -
format ion  asset s against  specific harm Ñ  usu al ly requ ir es addit ional 
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pol icies and fu nct ions for  support  and implem entat ion . Th is essay dis-
cusses suppor t ing pol icies and fu nct ions drawn from th e TCSEC, t h e 
support ing ÒRainbowÓ ser ies, and t h e ITSEC. 

Essay 14, ÒSecur ity Engin eer ing,Ó by Marshall Abrams, Harold Podel l, 
and Dan  Gambel, is concern ed wit h  t rust ed syst em in t egrat ion  and/ or  
developm ent  t o m eet  mu lt i level secur i ty (MLS) and operat ional requ ir e-
m ents. It  addresses t ech n ical issu es such  as h ow to combin e products 
securely, TCB alt ernat ives, and typical secur i ty engin eer ing phases. It  
also addr esses t h e m anagem en t  concerns of cer t ificat ion  and accredit a-
t ion . 

Essay 15, ÒCryptography,Ó wh ich  was wr it t en  by Marshall Abrams and 
Harold Podel l, discusses cryptograph ic prot ect ion  of in format ion  confiden-
tiality and integrity as t hat  informat ion passes from on e poin t  in  space-
t im e t o an ot h er . Mor e r ecen t  uses of cryptography, such as authentication 
and nonrepudiation, ar e also discussed. 

Th e essay begins wit h  an  in t roduct ion  of t h ese ideas, including som e 
basic examples, t h en  proceeds t o t h e defin i t ion  of a cryptograph ic sys-
t em, making t h e dist inct ion  bet ween  conven t ion al k ey or  symm etr ic k ey 
sch em es and public key or  asymm etr ic key sch em es. Th e au t h ors presen t  
som e classical examples begin n ing wi t h  Ju l ius Caesar. Both  subst it u -
t ion  and permutat ion ciph ers are included, as well as a word abou t  t h eir  
weakn esses. Th e Data Encrypt ion  Standard (DES) serves as an  exampl e 
of a product  ciph er wh ose st r ength  der ives simply from repeat ed appl ica-
t ions of both  permutat ions and subst i t u t ions. 

Th e essay t h en  t u rns t o public key sch em es or  syst ems. A public key sys-
t em can be u sed by anyon e t o encrypt  a m essage for  a given  r ecipien t , 
bu t  on ly t hat  recipien t  can  decrypt  it . Al t h ough  t h er e ar e many pro-
posed in  t h e open  l it eratu r e and t hr ee have been  widely implem en t ed, 
t h e essay focuses on  t h e m ost  popu lar  system Ñ  RSA. RSA (Rivest , 
Shamir , and Adlem an) is a widely used public key syst em wh ose st r engt h  
lies in t h e difficu l ty of factor ing cer t ain large num bers. 

A discussion  of public key managem ent  is fol lowed by an  in t roduct ion  
t o public key and conven t ion al k ey managem ent  issu es. Th e au t h ors 
also discuss authentication and integrity issu es t h at  ar e associat ed wit h  
conven t ional k ey syst ems. In addit ion, l ink  encrypt ion  and end-to-end 
encrypt ion  ar e descr ibed and con t rast ed. Th e essayÕs final t opic is t h e 
in t egrat ion  of compu t er  and commu n icat ions secur ity. 

Essay 16, ÒLocal Area Networks,Ó by Marshal l Abrams and Harold Pod-
el l, addresses local ar ea n etwork (LAN) commu n icat ions secur ity. LANs 
ar e in t roduced as providing 

1. a pr ivat e commu n icat ions facil ity, 
2. services over  a relat ively lim it ed geograph ic ar ea, 
3. a h igh data rat e for  comput er  commu n icat ions, and 
4. common access t o a wide range of devices and services. 
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LANs shar e many secur ity problems and approach es for  t h eir  solu t ions 
wit h  poin t -t o-poin t  conven t ional commu n icat ions syst ems. In  addit ion , 
LANs have som e u n iqu e problems of t h eir  own : 

1. u n iversal data availabil ity, 
2. passive and act ive wir etap t hr eats, 
3. end-t o-end access con t rol, and 
4. secur ity group con t rol. 

Cou n t erm easur es include physical prot ect ion  and separat ion  by physi-
cal, logical, and encrypt ion  m et h ods. Trust ed Net work In t er face Un its, 
encrypt ion, and k ey dist r ibu t ion  ar e also discussed. An  example is dis-
cussed t o il lust rat e differ en t  aspects of LAN secur ity. Th e example is a 
composit e of several ex ist ing product  featu r es, sel ect ed t o dem onst rat e 
t h e u se of encrypt ion  for  confiden t ial i ty, and t ru st ed syst em t ech n ology 
for  local ar ea n etworks. 

Essay 17, ÒIn t ern et  Pr ivacy Enhanced Mai l,Ó by Steph en  Ken t , presen t s 
Pr ivacy Enhanced Mail (PEM) as consist ing of ext ensions t o exist ing 
m essage processing softwar e plus a k ey managem ent  in frast ructu r e. 
Th ese combin e t o provide users wi t h  a faci li ty in  wh ich m essage con fi-
den t iali ty, au t h en t ici ty, and in t egr ity can  be effect ed. PEM is compat ibl e 
wit h RFC-822 (Requ est  for  Comm ents1) m essage processing conven t ion s 
and is t ranspar en t  t o SM TP (Simple Mai l Transfer  Protocol) mai l r elays. 
PEM uses symm etr ic cryptography Ñ  for  example, t h e Data Encrypt ion  
Standard (DES) Ñ  t o provide (opt ional) encrypt ion  of m essages. Al-
t h ough  t h e RFCs permit  t h e u se of ei t h er  symm etr ic or  asymm etr ic (pub-
lic key) cryptography (for  example, t h e RSA cryptosyst em ) t o dist r ibu t e 
symm etr ic k eys, t h e RFCs st rongly recomm end t h e u se of asymm etr ic 
cryptography for  t h is pu rpose and t o gen erat e an d val idat e digit al signa-
t u res for  m essages and cer t ificat es. Public key managem en t  in  PEM is 
based on t h e u se of cer t ificat es as defin ed by th e CCITT Dir ectory 
Au th en t icat ion  Fram ework [CCIT88c]. A public key cer t ificat ion  h ierarchy 
for  PEM is being establ ish ed by t h e In t ern et  Society. Th is cer t ificat ion  
h i erarchy supports u n iversal au th en t icat ion  of PEM users, u nder var i-
ou s pol icies, wit h ou t  t h e n eed for  pr ior , bilat eral  arrangem ents am ong 
users or  organizat ions wit h  wh ich t h e u sers may be affil iat ed. 

Essay 18, ÒElect ron ic Data Int erchange (EDI) Messaging Secur ity,Ó by 
Ted Humphr eys, observes t hat  modern  econ omy and t h e fu tu re wealt h  
and prosper ity of indust ry and comm erce r ely incr easingly on  t h e ex-
change of data and informat ion, in  el ect ron ic form, between  busin ess 
par t n ers. In response t o t h e n eed for  effect ive and efficien t  solu t ions t o 
handle t h is way of doing busin ess, Elect ron ic Data In t erchange (EDI) of-
                                                

1The mean ing of RFC has evolved. Today, most RFCs are effect ively stan-
dards. Draft  RFCs are u sed to sol i cit  comments. 
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fers substan t ial advan tages and opportu n it ies. Th is essay looks at  a par-
t icu lar ly importan t  aspect  of EDI: t h e secur ity of EDI m essages. In par-
t icu lar , it  focuses on  t h e secur e commu n icat ions of EDI m essages. To 
star t  wit h, som e in t roductory mat er ial is pr esen t ed t hat  views secur ity 
in t h e con t ext  of Open -EDI. 

Essay 19, ÒArchit ectu r es for  MLS Database Man agem ent  Syst ems,Ó by 
Lou An n a Notargiacomo, presen t s an  overview of t h e basic archit ectu r es 
t hat  have been  u sed in  t h e developm ent  of t rust ed r elat ion al database 
managem en t  syst ems (DBMSs). Wh i le var ious approach es have been  
t r ied for  special-pu rpose syst ems, t h e arch it ectu res pr esen t ed ar e t h ose 
t hat  have been  developed for  gen eral-pu rpose t rust ed DBMS products. 
Th e essay also r eviews approach es t hat  have been  proposed in  t h e r e-
search  for  n ew t rust ed DBMS arch it ectu r es, alt h ough  work ed examples 
of t h ese approach es may not  ex ist  in  al l cases. Each compon en t  of t h e 
archit ectu r e is defin ed and t h e r elat ionsh ips and flow of informat ion  
among compon en ts presen t ed. Th is presen tat ion  is fol lowed by a dis-
cussion  of h ow th e arch it ectu r e m eets mandatory and discret ionary se-
cu r ity requ ir em ents and preserves data in t egr ity. 

Essay 20, ÒToward a Mu lt ilevel Secur e Relat ional Data Model,Ó by 
Su sh i l  Jajodia and Ravi Sandhu , observes t hat  al t h ough  t h er e ar e sev-
eral effor ts u nder way t o bu ild mu lt i level secu re r elat ional database 
managem en t  syst ems, t h er e is n o clear  consensus regarding what  a 
mu lt i level secur e r elat ional data m odel exact ly is. In par t , t h is lack of 
consensu s on  fu ndam ental issu es r eflects t h e subt let ies involved in ex-
t ending t h e classical (single-l evel) r elat ional model t o a mu lt ilevel envi-
ronm ent . Th e au t h orsÕ aim in t h is essay is t o discuss t h e m ost  
fu ndam ental aspects of t h e mu lt i level secur e relat ional m odel. First , 
t h ey iden t ify fou r  cor e in t egr ity propert ies t hat  sh ou ld be r equ ir ed of al l  
mu lt i level relat ions. Next , t h ey give a formal operat ional sem ant ics for  
t h e u su al u pdat e operat ions (insert, update, and delete) on  mu lt i level r e-
lat ions. Finally, t h ey descr ibe a decomposit ion  algor it hm that  par t i t ions 
t h e mu lt ilevel r elat ions in t o collect ions of single-l evel r elat ions, and a 
recovery algor it hm that  const ructs t h e or iginal mu lt i level relat ions from 
th e decomposed single-l evel relat ions. 

Essay 21, ÒSolu t ions t o t h e Polyinstan t iat ion  Problem,Ó by Sush i l Ja-
jodia, Ravi Sandhu , and Barbara Blaust ein , addresses polyinstan t iat ion , 
wh ich  has gen erat ed a great  deal of con t roversy lat ely. Som e have ar-
gu ed t hat  polyinstan t iat ion  and in t egr ity are fu ndam entally incompat i-
ble, and have proposed al t ernat ives t o polyinstan t iat ion . Ot h ers have 
argu ed abou t  t h e correct  defin i t ion  of polyinstan t iat ion  and i ts opera-
t ional sem ant ics. Th e purpose of t h is essay is t o provide a t u tor ial  on  
t h e subject . Th e au th ors begin  by reviewing t h e concept  of polyinstan -
t iat ion ; t h en  t h ey su rvey t h e var ious proposals t o deal wit h  i t . 

Essay 22, ÒInt egr ity in  Mu lt i level Secur e Database Managem en t  Sys-
t ems,Ó by Cath er in e M eadows and Su sh i l Jajodia, discusses t h e effect s 
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t hat  sat isfying secur ity requ ir em ents in  a mu lt ilevel database manage-
m ent  syst em can  have on  t h e syst emÕs data in t egr ity. Th e au t h ors iden-
t ify t h e conflicts between  secur i ty and in t egr ity in  such  databases, and 
show h ow th e var ious compon en ts of in t egr ity can  be t raded off bot h  
against  each  ot h er  and against  secur ity. Th ey discuss r ecen t  work  in  
main tain ing in t egr ity in mu lt ilevel r elat ional database managem ent  sys-
t ems and iden t ify t h e em erging in t egr ity issu es in mu lt ilevel object -
or ien t ed syst ems. 

In Essay 23, ÒMult i level Secur e Database Man agem ent  Prototypes,Ó 
Th om as Hink e descr ibes, compares, and con t rasts t hr ee of t h e m ost  
promin en t  r esearch DBMS prototypes: SRI In t ernat ionalÕs SeaView, 
TRWÕs Advanced Secur e DBMS (ASD), and SCTCÕs Lock Data View 
(LDV). Wh i le each of t h ese syst ems targets t h e A1 level of evalu at ion , 
t h ey differ  in  t h e n atu r e of t h e secur i ty pol icy en forced or  in  t h e arch i-
t ectu ral  approach  used t o ach i eve t h eir  secur ity. Th ese syst ems repr e-
sen t  a range of arch it ectu ral  approach es, wit h  ASD tak ing a t rust ed 
process approach, and SeaView and LDV relying on t h e u nder lying 
t rust ed comput ing base (TCB) for  mandatory secur ity en forcem en t . 
Th ese lat t er  two syst ems t hu s provide an  in t erest ing con t rast . LDV is 
also in t er est ing becau se i t  en forces pol icies beyond t h ose en forced in  
t h e ot h er  two syst ems. 

In Essay 24, ÒInfer ence Problems in Mu lt ilevel Secur e Database Man-
agem ent  Syst ems,Ó Sush i l Jajodia and Cath er in e M eadows observe t hat  
infer ence is t h e process of der iving n ew informat ion  from known infor-
mat ion. In mu lt ilevel database syst ems, t h e in ference problem refers t o 
t h e fact  t hat  t h e der ived in format ion  can  have h igh er sensit ivi ty t han  
t h e informat ion  provided t o t h e u ser  by t h e system. Th is essay su rveys 
t h e stat e of t h e ar t  in  t h e study of in fer ence problems. It  defin es and 
charact er izes t h e infer ence problem as i t  r elat es t o mu lt i level database 
syst ems and descr ibes m et h ods t hat  have been  developed for  deal ing 
wit h it . 

Essay 25, ÒLogical Design of Au dit  Informat ion  in  Relat ion al Data-
bases,Ó by Sush i l Jajodia, Shash i Gadia, and Gau tam Bhargava, consid-
ers sit u at ions wh er e t h e data is su fficien t ly sensit ive t hat  an au dit  t rai l  
becom es a n ecessity. Un for tu nat ely, exist ing databases mak e a dist inc-
t ion  between  t h e cu rren t  and past  data. Wh i le t h ey provide var iou s 
types of support  for  deal ing wit h t h e cu rren t  data, t h e support  for  au dit  
data is ei t h er  n on exist en t  or  very rudim en tary. In t h is essay, t h e 
au th ors descr ibe t h e database act ivi ty model t hat  imposes a u n iform 
logical st ructu r e on  t h e past , presen t , and fu tu re data. Th er e is n ever  
any loss of h ist or ical or  cu rren t  in format ion  in  t h is model; t hu s t h e 
model provides a conven i en t  m echan ism for  complet e r econst ruct ion  of 
every act ion t ak en  on t h e database. 

Essay 26, ÒA Mu lt ilevel-Secur e Object -Or ien t ed Data Model,Ó by Sush i l 
Jajodia, Bor is Kogan , and Ravi Sandhu , pr esen t s a n ew secur i ty model  
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for  mandatory access con t rols in  object -or ien t ed database syst ems. Th is 
model is a departu r e from th e t radit ional secur it y models based on  t h e 
passive object , act ive subject  paradigm. Th e au th orsÕ model is a flow 
model wh ose main  el em en ts ar e object s and m essages. An  object  com-
bin es t h e proper t ies of a passive informat ion  r eposit ory wi t h t h ose of an  
act ive agen t . M essages and t h eir  r epl ies ar e t h e basic inst rum ents of 
informat ion  flow. Th e ch i ef advan tages of t h e proposed m odel ar e i ts 
compat ibil i ty wi t h  t h e object -or ien t ed data m odel and t h e simplicity 
wit h wh ich  mandatory secur ity pol icies can be stat ed and en forced. 

Th e goal of Essay 27, ÒIn t egr ity Mechan isms in Database Managem en t  
Syst ems,Ó by Ravi Sandhu  and Su sh i l Jajodia, is t o answer t h e fol lowing 
qu est ion : What  m echan isms are r equ ir ed in  a gen eral-pu rpose mu lt i -
user  database managem en t  syst em (DBMS) t o facili t at e t h e in t egr ity ob-
ject ives of informat ion  syst ems? Alt h ough  exist ing comm ercial products 
fall sh or t  of providing t h e r equ isit e m echan isms, in  pr inciple t h ey can be 
easi ly ext ended t o incorporat e t h ese m echan isms. 

In addit ion  t o t h e essays, we provide an  ext ensive glossary and an  in -
dex. Biograph ies of t h e edit ors and au th ors fol low. 


