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In t h e ÒTrust ed Compu t er  Syst em Evalu at ion  Cr it er iaÓ [DOD85], t h e 
accou n tabi li ty con t rol object ive is st at ed as fol lows: 

Syst ems t hat  ar e used t o process or  handle classified or  sensit ive 
informat ion  must  assur e individu al accou n tabil i ty wh en ever ei-
t h er  a mandatory or  discret ionary secur ity pol icy is invok ed. Fur-
t h erm or e, t o assur e accou n tabil ity t h e capabil it y must  exist  for  
an  au th or ized and compet en t  agen t  t o access and evalu at e ac-
cou n tabi li ty informat ion  by a secur e m eans, wi t h in a r eason abl e 
amou n t  of t im e and wit h ou t  u ndu e difficu l ty. 

Exist ing databases clear ly fail t o m eet  t h is object ive. Th ey t r eat  on ly t h e 
cu rren t  data in  a syst emat ic man n er; t h e old in format ion  is ei t h er  de-
let ed or  st or ed on  an  ad h oc basis. If we wish  t o m eet  t h e above r e-
qu irem en ts in a database, we n eed t o t r eat  t h e au dit  data in  a 
syst em at ic way as wel l, n ot  just  t h e cu rren t  data. Once t h is is don e, we 
can t h en  begin  t o addr ess oth er  issu es relat ed t o audit . 

A similar  situ at ion  exist ed in  t h e ear ly 1960s. An  appl icat ion  program 
used i ts own specially design ed fi les. As a consequ ence, it  was very diffi-
cu l t  for  a user  t o kn ow what  files alr eady exist ed in t h e syst em. Knowing 
abou t  t h e exist ence of a file was n ot  su fficien t ; t h e user  n eeded t o 
know th e actu al file st ructu re as wel l. If a file main tain ed by som e pro-
gram was reorgan ized, t h er e was n o assurance t hat  oth er  programs 
wish ing t o access t h e r eorgan ized fi le wou ld st il l work. Th u s, much in -
format ion  was stor ed redu ndan t ly; however, t h ere wer e problems wh en  
users star t ed t o look for  mutu al consist ency of replicat ed data. 

Th e database approach  in  t h e ear ly 1970s overcam e many of t h ese 
problems. An  importan t  t ool called a data model was developed, wh ich  
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imposed a logical st ructu re on  all t h e (cu rren t ) data in  t h e syst em. Th is 
al lowed users t o see data n ot  as an  arbit rary col lect ion  of files, bu t  in  
more u nderstandable t erms. Database r esearch ers developed an oth er  
k ey concept  called independence: Th e logical st ructu re of t h e data be-
cam e independen t  of t h e detai ls of physical st orage of data. Since n ow 
users cou ld reorgan ize t h e physical sch em e wit h ou t  changing t h e logic 
of exist ing programs, dupl icat ion of data cou ld be avoided. 

We asser t  t hat  we must  t ak e a similar  approach wh en  i t  com es t o 
audit  data. First  we must  carefu l ly list  t h e au dit  object ives, t h en  provide 
m echan isms t o ach i eve t h ese object ives. In addit ion t o t h e actu al re-
cording of all even t s t hat  t ak e place in t h e database, a logical st ructu r e 
n eeds t o be imposed on  au dit  data. An  au dit  t rail r equ ir es m echan isms 
for  a complet e r econst ruct ion  of every act ion t aken  against  t h e database 
[BJ OR75, BONY88, FERN81]. Final ly, an audit  t rail must  also provide t h e 
capabi li ty (a qu ery langu age) t o easi ly access an d t ools t o evalu at e t h e 
audit  in format ion . 

Th e organ izat ion  of t h is essay is as fol lows. First  we give t h e audit  re-
qu irem en ts and argu e t h e n eed for  two t im e dim ensions t o logically or-
ganize au dit  data. Th en  we presen t  som e n otat ion  and defin i t ions. We 
devot e a sect ion  t o t h e database act ivi ty model and an ot h er  t o sh owing 
h ow we can r est r ict  access t o t h e database. 

Au d i t  r equ i r eme n t s 

A detai led discussion  of audit  r equ ir em ents in  t rust ed syst ems has 
been  publ ish ed by t h e Nat ional Compu t er  Secur i ty Cen t er  [NCSC88] and 
ot h er  discussions ar e avai lable in  t h e l it eratu re [BJ OR75, BONY88, 
FERN81]. An audit  t rai l is a m echan ism for  a complet e r econst ruct ion  of 
every act ion  t ak en  against  t h e database: w ho has been  accessing w hat  
data, w hen, and in  what  order. Thu s, i t  has t hr ee basic objects of in t er-
est : 

¥ Th e u ser . Wh o in i t iat ed a t ransact ion , from what  t erminal, and 
wh en? 

¥ Th e t ransact ion. What  was t h e exact  t ransact ion  t hat  was in i t i -
at ed? 

¥ Th e data. What  was t h e r esu lt  of t h e t ransact ion? What  wer e t h e 
database stat es befor e and aft er  t h e t ransact ion in i t iat ion? 

In addit ion  t o t h e actu al recording of all even t s t hat  t ak e place in t h e 
database, an  audit  t rail must  also provide qu ery support  for  audit ing. 
Th e cen t ral poin t  of t h is essay is t o descr ibe t h e data model cal led t h e 
database act ivi ty  model [JAJ O90g], wh ich  m eets t h ese object ives by pro-
viding a conven i en t  m echan ism for  recording an d qu erying accesses t o 
t h e database. 
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Need f or  t wo t i m e d i me n si on s 

In an  audit able syst em, t h er e must  be a way t o examin e an  old valu e 
of an  at t r ibu t e and t o al low corr ect ion t o t h is old valu e. At  t h e sam e 
t im e, t h e database sh ou ld retain t h e old valu e for  fu t u re qu ery and r e-
examinat ion . Th is requ ir es at  least  two t im e dim ensions: on e t im e di-
m ension  t o order  every operat ion  against  an  object  and a second t im e 
dim ension  t o t im e stamp valu es of object s wi t h  t h eir  per iods of validity 
in t h e r eal wor ld [BJ OR75, JAJ O90g, LUM87, SNOD86, SNOD87]. Th is 
second t im e dim ension  is differ en t  from th e first  t im e dim ension  since 
an  ear lier  valu e of an object  may be correct ed later  in t im e. 

As an example, suppose we have a r elat ion  called EMPLOYEE having 
two at t r ibu t es NAME and SALARY. Su ppose we inser t ed t h e t u pl e 
(Smith , 25K) on  1/ 11/ 85. On  3/ 2/ 86, we discover ed an error  in Smit hÕs 
salary and made a r et roact ive change t o 30K. Now, in  an  audit able sys-
t em such  as we discuss h er e, it  is possible t o overwr it e errors, bu t  re-
cords wi ll  be k ept  of any errors t hat  ar e correct ed. Th u s, we n eed t o 
retain bot h  facts in t h e database: 

1. SmithÕs salary was kn own to be 25K from 1/ 11/ 85 t o 3/ 2/ 86. 
2. On  3/ 2/ 86, a change was made t o t h e salary from 25K to 30K, and 

t h is change was ret roact ive. 

If we simply change t h e salary from 25K to 30K, we lose t h e second 
fact  t hat  an  error  was discover ed in  Smit hÕs salary on  3/ 2/ 86, a change 
was made, and t h is change was r et roact ive. On  t h e oth er  hand, if we 
just  change t h e valu e of t h e first  t im e param et er  from 1/ 11/ 85 t o 
3/ 2/ 86, we lose t h e first  fact  t hat  t h e salary was consider ed t o be 25K 
from 1/ 11/ 85 to 3/ 2/ 86. 

Th er efor e, we n eed two differ en t  t im e param et ers t o descr ibe t h is 
sit u at ion . We call t h e first  t im e dim ension  t h e transact ion t ime, t h e t im e 
at  wh ich  t h e informat ion  is st or ed in  t h e database. Th e second t im e di-
m ension  is t h e valid t ime, t h e t im e wh en  t h e in format ion  in  t h e data-
base is valid in  t h e r eal wor ld. A relat ion  t hat  incorporat es bot h  
t ransact ion  and valid t im es is cal led a bi temporal relat ion. 

Pre l i m i n ar i es 

We work in  t h e con t ext  of t h e r elat ional model  of data. We pr esum e 
th e r eader is familiar  wi t h  r elat ional database t h eory. A relat ion scheme 
R is a collect ion  of at t r ibu t es. K is said t o be a key of R if t h e fu nct ional 
dependency K → R h olds and if K does n ot  con tain  a proper subset  K ′  
such  t hat  K ′ → R h olds. A relat ional scheme R is a col lect ion  {R1, ..., Rn } 
of r elat ion  sch em es, and a database r  over  R is a set  of relat ions {r 1, ..., 
rn } such t hat  each  ri is a relat ion  over  Ri .  
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We assum e that  users access t h e database by execu t ing procedur es, 
cal led transactions. A t ransact ion  is a sequ ence of operat ions viewed as 
an  atomic u n it  of in t egr ity, consist ency, and recovery. We al low t h e 
usu al operat ions in  any t ransact ion : 

¥ Inser t . Add a t uple in  a relat ion. 
¥ Del et e. Rem ove a col lect ion of t uples from a relat ion. 
¥ Modify. Change valu es of a t uple in a r elat ion . 
¥ Ret r ieve. Access al l t uples sat isfying a given condit ion. 

The  da t abase ac t i v i ty m odel  

In t h is sect ion , we descr ibe t h e database act ivit y model [JAJ O90g]. A 
formal t reatm ent  of t h e t emporal aspects of ou r  model is given  else-
wh er e [BHAR90, BHAR93]. 

Let  R be a r elat ional sch em e. Th e database activi ty  scheme over R is a 
t r iple <D , Updat e-St or e, Query-Store> wh er e 

¥ For  every relat ion sch em e R in R, t h er e is a two-dim ension al t em -
poral r elat ion  D (as i llust rat ed in  Figu re 1) in  D. It  encapsu lat es 
t h e complet e h ist ory of each  and every modificat ion  made t o a 
valu e of an  at t r ibu t e in  R. 

¥ For  every D in  D, t h er e is a r elat ion  Update-Store(D) in  Updat e-
St or e. Update-Store(D) r ecords t h e circumstances su rrou nding 
t h e updat es made t o D. 

¥ Query-Store is a single r elat ion. It  is essen t ially a log of all qu er ies. 

We descr ibe each  of t h ese in detai l n ext . 

T h e bi t em p or al  r el at i on s. We wi l l descr ibe a t emporal relat ion  t hat  
incorporat es t h e concept  of t im e at  t h e logical level of design and use i t  
t o r epr esen t  t h e two t im e dim ensions. Th e r esu lt ing r elat ion  is called a 
tw o-dimensional temporal relat ion. An  example of a bi t emporal relat ion  is 
shown in  Figu r e 1. Alt h ough  t im e typical ly consists of t im es or  dat es of 
even ts (as sh own in  Figu r e 3 lat er ), for  simplicity we wi l l use in t egers as 
t im e valu es. 

In a bit emporal relat ion , two differ en t  t im e param et ers ar e associat ed 
wit h each  valu e: 

¥ Transact ion t ime. Th e first  t im e valu e, cal led t h e t ransact ion  t im e, 
is used t o captu r e t h e complet e h ist ory of all operat ions on  an  ob-
ject . Th e domain  for  t h e t ransact ion  t im e is t h e t im e in t erval [0, 
now ),  wh er e now  is a special symbol t hat  den ot es t h e changing 
valu e of t h e pr esen t  t im e. 
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¥ Valid t ime. Th e second t im e valu e, cal led t h e val id t im e, is used t o 
t im e stamp a valu e wit h  i ts per iod of validi ty in t h e r eal wor ld, giv-
ing r ise t o a h ist or ical  relat ion . Th e domain  for  t h e valid t im e is 
t h e t im e in t erval [0, ∞). We augm ent  [0, ∞) wi t h  a n ew symbol uc, 
wh ich  stands for  Òu n t i l changedÓ [WIED91]. Wh en  we associat e 
t h e valid t im e [l, uc) wi t h  a valu e, t h e valu e is in t erpr et ed t o be 
val id u n t il i t  is changed. 

 
NAME SALARY DEPT 

[8, now) × [11 , uc) John [8, 53) × [11, uc) 15K 
[53, now) × [11 , 50) 15K 
[53, now) × [50 , uc) 20K 

[8, 40) × [11, uc) Toys 
[40, now) × [11 , 45) Toys 

[40, now) × [45 , uc) Shoes 

[48, now) × [48 , uc) Doug [48, now) × [48 , ∞) 20K [48, now) × [48 , uc) Au to 

 
Figure 1. A bitemporal relation. 

 
 
Th u s, ou r  changing kn owl edge of t h e r eal wor ld is model ed by associ-

at ing two-dim ensional t im e stamps wit h  each  valu e, and [0, now ) × [0, 
∞) serves as t h e u n iverse of t im e. It  shou ld be poin t ed ou t  t hat  wh i l e 
t h e t ransact ion  t im e is always mon ot on ically in creasing, t h e valid t im e 
is not , since our  knowl edge of a h ist ory may change wit h  t im e, requ ir ing 
updat es t o t h e h ist or ical database. 

Figu re 2 il lust rat es h ow th e two-dim ension al t im e stamps shou ld be 
in t erpr et ed. It  shows t h e valu es t ak en  by t h e at t r ibu t e SALARY for  t h e 
employee Joh n  in Figu re 1. 

 
 

[8, 53) × [11, uc) 15K 
[53, now) × [11 , 50) 15K 
[53, now) × [50 , uc) 20K 

 
Figure 2. JohnÕs salary in the 

bitemporal relation. 
 
 
Th e sem ant ics of t h e valu es is t hat  Òth er e was a t ransact ion  post ed at  

t im e 8 declar ing Joh nÕs salary t o be 15K from t im e 11 on ward, bu t  an -
ot h er  t ransact ion  t hat  was post ed at  t im e 53 u pdat ed Joh nÕs salary t o 
be 15K from t im e 11 t o 50 and 20K from t im e 50 onward.Ó Th u s, we can  
t h ink of salary as consist ing of many versions, and t h e t ransact ion  t im e 
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reflects t h e sequ ence of changes made t o t h e salary over  t im e. Th e val id 
t im e associat ed wit h  each version  provides t h e per iod of val idi ty of t hat  
version. 

Figu re 3 gives t h e bi t emporal r elat ion  for  ou r  ear l ier  example wit h  
Smith. It  is easy t o ver ify t hat  t h e t emporal r elat ion  given  in  Figu re 3 
clean ly and accurat ely models t h e si t u at ion  we descr ibed. It  shows t hat  
SmithÕs salary is 30K from 1/ 11/ 85 onward; however, SmithÕs salary was 
known t o be 25K dur ing t h e t im e per iod 1/ 11/ 85 t o 3/ 2/ 86, and a cor-
rect ion was made t o t h e salary on 3/ 2/ 86. 

 
 

NAME SALARY 

[1/1 1/8 5, now ) × [1/1 1/ 85, uc) Smith [1/1 1/8 5, 3/ 2/8 6) × [1/1 1/ 85, uc) 25K 
[3/2 / 86, now ) × [1/1 1/ 85, uc) 30K 

 
Figure 3. The bitemporal relation for the Smith example. 

 
 
Th u s, we see t hat  t h e r eexaminat ion  of h ist or ical data is possible in a 

bit emporal r elat ion , and t h is allows correct ions t o be made as n ecessary 
(bu t  st il l r et ains for  fu t u r e qu ery and examinat ion  t h e fact  of and data 
associat ed wit h  t h e or iginal Òest imat eÓ or  Òobservat ionÓ). Mor eover, t h e 
database may carry predict ions of fu t u re operat ions or  valu es. For  ex-
ample, t h e data may con tain  t h e r equ ir ed list  of act ions for  t h e fol lowing 
weeks, such  as t im es and places of any m eet ings, person n el act ions t o 
be t ak en , and so on  [WIED91]. 

Updat e-St or e and Quer y -St or e r el at i on s. For  each  bi t emporal rela-
t ion , t h e database act ivi ty model main tains a r elat ion  called an  Update-
Store relat ion, wh ich  r ecords informat ion  abou t  al l updat es t o t h e r ela-
t ion , and a relat ion  called a Query-Store relat ion , wh ich  is essen t ial ly a 
log of al l qu er ies concer n ing t h e r elat ion . 

Mor e formally, let  R be a relat ion  sch em e in  R, and let  K be t h e k ey for  
R. Th en  t h e at t r ibu t es of Update-Store(R) are t h e k ey K, t h e t ransact ion  
t im e (TT), t h e au t h or izer  of t h e t ransact ion  (AUTH ORIZER), t h e u ser  of 
t h e t ransact ion  (USER), and t h e r eason  for  execu t ing t h e t ransact ion  
(REASON). (See Figu re 4 below.) 

Th e Qu ery-Stor e r elat ion  con tains a log of all  t h e qu er ies. It  has t h e 
following at t r ibu t es: t h e qu ery (QUERY), t h e qu ery t im e (TT), and t h e 
user  posing t h e qu ery (USER). (See Figu re 5.) 

On e in t er est ing proper ty is t hat  once we supplem ent  t h e bit emporal 
relat ions wit h  t h e Updat e-St or e and Qu ery-St or e relat ions, t h e t ransac-
t ion  log can  be r estor ed from th ese t hr ee r elat ions. Th er e is n ever  any 
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loss of in format ion , and t h er efor e we have t h e complet e au dit  t rail con-
cept . We i llust rat e t h is n ext  by way of an example. 

Su ppose our  database consists of a single r elat ion  sch em e EMP wi t h  
at t r ibu t es NAME, SALARY, and DEPT such  t hat  t h e at t r ibu t e NAME is 
t h e k ey. Su ppose for  each  t ransact ion, we wish  t o k eep t rack of t h e fol-
lowing audit  in format ion : t ransact ion  t im e (TT), wh o au th or ized t h e u p-
dat e (AUTH ORIZER), t h e u ser  making t h e u pdat e (USER), and t h e 
reason  for  t h e u pdat e (REASON). For  each  qu ery, we stor e t h e qu ery 
(Qu ery-id), t im e of t h e qu ery (TT), and user  making t h e qu ery (USER). 
Consider  t h e fol lowing sequ ence of t ransact ions: 

T1. TT = 8; User = Mark. 
insert (NAME: [11, uc) JOHN; SALARY: [11, uc) 15K; DEPT: [11, uc) Toys) 
wit h (Au th or izer  = Don; Reason  = New Employee); 

T2. TT = 40; User = Ryn e. 
modify (NAME: [11, uc) JOHN) to (DEPT: [11, 45) Toys, [45, uc) shoes) 
wit h (Au th or izer  = Don; Reason  = Reassignm ent ); 

T3. TT = 42; User = Vance. 
Q1: What  is Joh nÕs salary? 

T4. TT = 48; User = Rick. 
insert (NAME: [48, uc) Doug; SALARY: [48, uc) 20K; DEPT: [48, uc) Auto) 
wit h (Au th or izer  = Joe; Reason  = New Employee); 

T5. TT = 53; User = Dam eon. 
modify (NAME: [11, uc) JOHN) to (SALARY: [11, 50) 15K, [50, uc) 20K) 
wit h (Au th or izer  = Don; Reason  = Promot ion ); 

T6. TT = 54; User = Andr e. 
Q1: What  is Joh nÕs salary? 

T7. TT = 55; User = Mitch. 
Q2: What  is Joh nÕs departm en t? 

T8. TT = 56; User = Don . 
Q3: Wh o made inqu ir ies abou t  Joh nÕs salary? 

T9. TT = 58; User = Pau l. 
Q2: What  is Joh nÕs departm en t? 

Figu re 1 gives t h e two-dim ensional t emporal r elat ion  corr esponding t o 
t h ese t ransact ions. Figu res 4 and 5 give t h e r esu lt ing Updat e-St or e and 
Qu ery-St or e relat ions, respect ively. 
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NAME TT AUTH ORIZER USER REASON 

Joh n  8 Don  Mark New Employee 

Joh n  40 Don  Ryn e Reassignm ent  

Doug 48 Joe Rick New Employee 

Joh n  53 Don  Dam eon Promot ion  

 
Figure 4. The Update-Store relation. 

 
 
 
 

QUERY TT USER 

Q1: Joh nÕs SALARY 42 Vance 

Q1: Joh nÕs SALARY 54 Andr e 

Q2: Joh nÕs DEPT 55 Mitch  

Q3: USER ID of Q1 56 Don  

Q2: Joh nÕs DEPT 58 Pau l 

 
Figure 5. The Query-Store relation. 

 
 
 
It  is easy t o ver ify t hat  all t h e t ransact ions can  be complet ely restor ed 

using t h e t hr ee r elat ions in  ou r  database act ivi t y model: Th e valu es of 
t h e k ey NAME in  t h e bi t emporal r elat ion  (Figu re 1) and in  t h e Updat e-
St or e r elat ion  (Figu re 4) set  u p a logical correspondence bet ween  t h e 
t uples in  t h e two r elat ions. By including t h e t ransact ion  t im e, t h e logi-
cal  correspondence can  be r efin ed t o a on e-t o-on e corr espondence be-
tween  al l t h e u pdat es t o t h e t emporal r elat ion  and t h e t u ples in  t h e 
Updat e-St or e r elat ion. As a r esu lt , t h e t ransact ions T1, T2, T4, and T5 
can  be complet ely r estor ed from th e r elat ions in  Figu r es 1 and 4. Th e 
t ransact ions T3 and T6 t hrough  T9 can  be complet ely restor ed from th e 
relat ions in  Figu res 1 and 5. Finally, using t h e t ransact ion  t im e TT, w e 
can  order  al l n in e t ransact ions t o obtain  t h e or iginal sequ ence of t rans-
act ions. 

Su p p or t  f or  audi t i n g. An ot h er  n ice featu r e of t h e database act ivi ty 
model is t hat  i t  has a simple yet  powerfu l r elat ional algebra t o expr ess 
audit  and ot h er  qu er ies abou t  r elat ions. We r efer  th e r eader elsewh er e 
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for  a br ief descr ipt ion  [JAJ O90g] of t h e r elat ional algebra and mor e com-
plet e descr ipt ions [BHAR90, BHAR93]. 

Rest r i c t i n g acc ess t o the da t abase 

Since our  database act ivity model con tains in format ion abou t  t h e 
complet e act ivity in t h e database syst em, we n ext  consider  h ow we can  
rest r ict  user  access t o t h e database. 

Assi gn i n g secu r i t y  l evel  t o t r an sact i on s. It  is possible t o assign a 
secur ity level t o each  t ransact ion, wh ich  al lows t h e incorporat ion  of st il l  
fu r t h er  concepts of t agging t h e data wi t h  i ts secur ity level at  t h e object  
level [JAJ O90g]. Th e data tak es on  t h e secur ity level of t h e t ransact ion  
because of t h e l evel of au th or i ty implied by t h e t ransact ion  cr eat ing or  
modifying t h e el em en ts of t h e object . Th u s, an object  is i tself n ot  classi-
fied, bu t  i ts par ts carry differ en t  (possibly t im e-var ian t ) secur i ty con-
st rain ts. As a consequ ence, t h e r esponse t o a qu ery or  updat e 
t ransact ion  depends on  t h e secur ity level of t h e syst em user or  t h e l evel 
at  wh ich  t h e u ser  is operat ing, in  con ju nct ion  wit h t h e secur i ty policy 
t hat  appl ies at  t h e t im e of t h e operat ion . 

T h e user  h i er ar ch y. A second way we l im it  access of a user  is by fil-
t er ing t h e database t hrough  a user  h i erarchy defin ed as follows. We u se 
t h e symbol now  to den ot e t h e changing valu e of t h e cu rren t  t im e. 

The master user. Th e m ast er  user  has access t o t h e wh ole database 
(for  example, Figu r e 1) and en joys t h e power t o qu ery errors and up-
dat es in t h e database. 

The history  user. Th is user  sees on ly in format ion  fi l t er ed t hrough  t h e 
t im e domain  now  × [0, uc), and t hu s has access t o on ly t h e m ost  up-t o-
dat e kn owledge of t h e h ist ory of objects (for  example, t h e r elat ion  in  
Figu re 6). Errors t hat  have been  corr ect ed ar e n ot  available t o t h e h is-
t ory user . Su ch  a user  can  ask  qu est ions of a h ist or ical natu r e such  as 
ÒWh en did TomÕs salary incr ease?Ó 

 
 

NAME SALARY DEPT 

[11, uc) John  [11 , 50) 15K 
 [50 , uc) 20K 

[11, 45) Toys 
[45, uc) Shoes 

[48, uc) Doug [48, uc) 20K  [48 , uc) Auto 

 
Figure 6. The bitemporal relation as seen by a history user. 
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The snapshot user. Th e fi l t er  in t h is case is t h e t im e dom ain  now  × 
now , and t h is user  sees precisely what  is avai lable t o a t radit ional user  
in databases (for  example, Figu re 7). In ou r  framework such a user  lies 
at  t h e lowest  level of t h e u ser  h ierarchy. 

 
 

NAME SALARY DEPT 

John  20K Shoes 

Doug 20K Au to 

 
Figure 7. The bitemporal relation as seen 

by a snapshot user. 
 
The audit user. Th is user  sees t h e data fi lt er ed t hrough  t h e t im e do-

main {(t, t ′):  t ′ ≤ t }, does n ot  have t h e concept  of fu t u re (since t ≤ now ), 
and sees on ly t h e act ions t ak en  by t h e organ izat ion . Since t h e r est  of 
t h e wor ld is affect ed on ly by t h e organ izat ionÕs act ions, t h is user  can  
deal wit h t h e pu bl ic relat ions and legal aspects of t h e en t erpr ise. 

The rollback snapshot user. Th is user  sees t h e data filt er ed t hrough  
t h e t im e domain  t × t ′ for  fixed valu es of t an d t ′. Lik e t h e snapsh ot  
user , t h is user  sees a snapsh ot  r elat ion , wit h  t h e differ ence t hat  t h is 
user  can  see a snapsh ot  at  any poin t  in  t h e past , presen t , or  fu t u r e. For  
example, a rol lback snapsh ot  user  wi ll be given  t h e snapsh ot  in  Figu re 8 
for  t h e t im e dom ain  8 × 11, and t h e sn apsh ot  in  Figu r e 9 for  t h e t im e 
dom ain  48 × 50. 

 
 

NAME SALARY DEPT 

John  15K Toys 

 
Figure 8. The bitemporal relation fi ltered 

through the time domain 8 × 11. 
 
 
 

NAME SALARY DEPT 

John  15K Shoes 

Doug 20K Au to 
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Figure 9. The bitemporal relation fi ltered 
through the time domain 48 ×  50. 

Con c l u si on  

In an  audit  t rai l, it  sh ou ld be possible t o audit  every even t  in  a data-
base; we call t h is zero-information loss. Wh at  even t s are actu al ly audit ed 
depends on  t h e sensit ivi ty of t h e even t s in  qu est ion and t h e r esu lts of a 
carefu l r isk  analysis. 

Our n ew model seem s to be a bu i lding block for  a gen eral-pu rpose da-
t abase syst em that  h olds t h e promise for  a per fect  logical organ izat ion  of 
past , pr esen t , and fu tu r e data. Th is aspect  of ou r  m odel can  be ex-
ploi t ed fu r t h er  t o al low au tom at ic regen erat ion  and review of even t s 
t hat  occur  in t h e database syst em to det ect  and discourage secur i ty vio-
lat ions. As an  example, M eadows and Jajodia [MEAD88b, Sect ion 3] de-
scr ibe a sit u at ion  wi t h  several instances wh er e secur ity requ ir em ents 
ar e in  conflict  wit h  t h e data avai labi li ty requ ir em ents, and t h ey r ecom-
m end audit ing as a m eans of con t rol ling in format ion  leaks. Our model 
can h elp iden t ify such at t empts t o bypass secur it y con t rols. 

 


