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Essay 13 

Supporting Policies and 
Functions 
Marshall D. Abrams and Harold J. Podell 

Th e major  pol icy object ive, t o prot ect  informat ion assets 
against  specific harm, usu ally requ ir es addit ional pol icies and 
fu nct ions for  suppor t  and implem entat ion . Th is essay discusses 
support ing pol icies and fu nct ions drawn from th e TCSEC, t h e 
support ing Òrainbow ser ies,Ó and t h e ITSEC. 

 
Th e m ajor  secur i ty policies and fu nct ions are discussed in  m ost  of t h e 

ot h er  essays in  t h is collect ion . Th is essay is concer n ed wit h  t h e suppor t  
n ecessary t o enable t h e major  secur ity object ives t o be ach ieved. Th e 
TCSEC and i ts Òrainbow ser iesÓ iden t ify t h e su pport ing fu nct ions an d 
oft en  establ ish r equ ir em en ts for  t h e pr esence of such  fu nct ions in  sys-
t ems designat ed t o prot ect  specified levels and ranges of classified in -
format ion. Th e ITSEC iden t ifies similar  fu nct ions bu t  avoids establ ish ing 
pol icy. 

In t h is essay we first  presen t  t h e TCSEC and ITSEC approach es, and 
t h en  provide detai l on  each individu al pol icy or  fu nct ion . Th ese support -
ing pol icies ar e som et im es consider ed par t  of t h e infrast ructu r e. St ern e 
[STER91b], in h is discussion  of n on t radit ional secur i ty pol icy, observes 
t hat  t h ese suppor t ing pol icies are l ik ely t o be applicable independen t  of 
pol icy object ives. 

The  TCSE C appr oach  

Th e TCSEC iden t ifies and set s requ ir em en ts for  six support ing poli -
cies: 

¥ iden t ificat ion and au th en t icat ion , 
¥ accou n tabi li ty, 
¥ assurance, 
¥ con t inu ous prot ect ion , 
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¥ object  r eu se, and 
¥ cover t  chan n els. 

The  ITSEC a ppr oach  

Th e ITSEC does n ot  set  pol icy; in fact , i t  very explici t ly avoids doing so. 
It  r elies on  ext ernal st at em en ts of pol icy, requ irem ents, or  secur ity ob-
ject ives. Th ese ext er nal st at em en ts specify t h e secur ity target . Once a 
secur ity target  is establ ish ed, t h e ITSEC com es in t o play as t h e govern -
ing ru les by wh ich  t o det ermin e wh et h er  t h e syst em or  product  m eets 
t h e secur i ty target . 

Th e ITSEC provides eigh t  gen er ic h eadings for  groupings of security-
enforcing fu nct ions. It  r ecomm ends use of t h ese gen er ic h eadings t o fa-
cili t at e compar ison  of secur i ty t arget s and t o simplify t h e work of t h e 
evalu ators. Th e r ecomm ended h eadings are: 

¥ iden t ificat ion and au th en t icat ion , 
¥ access con t rol, 
¥ accou n tabi li ty, 
¥ audit , 
¥ object  r eu se, 
¥ accuracy, 
¥ rel iabi li ty of service, and 
¥ data exchange. 

Th e ITSEC recomm ended h eadings ar e a superset  of t h e TCSEC sup-
port ing pol icies. Th e addit ions com e from considerat ion  of n etworks and 
database managem ent  syst ems, plus in t egr ity object ives. Wh i l e n ot  es-
t abl ish ing pol icy, th e ITSEC h eadings ar e a good list  of security-enforcing 
fu nct ions t hat  sh ou ld be consider ed for  inclu sion  in  any syst em or  
product . 

Spec i f i c f u n c t i on s an d po l i c i es 

Iden t i f i cat i on  and au t h en t i cat i on . In t h e ITSEC, identification and 
authentication det ermin e and con t rol t h e u sers wh o ar e permit t ed access 
t o con t rol led r esources. Th is involves ver ifying th e u serÕs claim ed iden -
t i ty. Th e u ser  provides som e informat ion  t hat  is known by t h e target of 
evaluation (TOE) t o be associat ed wit h  t h e user  in  qu est ion. Th is h ead-
ing also includes: 

1. any fu nct ions t o en able n ew user iden t i t ies an d t h e associat ed 
au th en t icat ion  informat ion  t o be added, and old user  iden t i t ies t o 
be r em oved or  inval idat ed; 
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2. fu nct ions t o gen erat e, change, or  al low au th or ized u sers t o in -
spect  t h e au th en t icat ion  informat ion; 

3. fu nct ions t o assure t h e in t egr ity of, or  preven t  t h e u n au t h or ized 
use of, au th en t icat ion  informat ion ; and 

4. fu nct ions t o l im it  t h e opportu n ity for  repeat ed at t empts t o estab-
lish a false iden t i ty. 

Th e TCSEC identification and authentication pol icy requ ir es t hat  individ-
u al users be iden t ified, and t h is claim ed iden t ificat ion  must  be au th en -
t icat ed. Users must  iden t ify t h emselves befor e begin n ing t o per form any 
ot h er  act ions m ediat ed by t h e TCB. For  many users t h is login  in t erac-
t ion  is t h e on ly t im e t h ey must  expl ici t ly deal wit h  t h e TCB, so t h ey mis-
t ak en ly t h ink  t hat  identification and authentication const i t u t es access 
con t rol. It  is som ewhat  iron ic t hat  t h e less obt rusive t h e TCB is, t h e 
h igh er t h e probabi li ty of t h is misu nderstanding. 

Th e TCB main tains au th en t icat ion  informat ion  for  ver ifying t h e 
claim ed iden t i ty. Au th en t icat ion  in format ion  is common ly divided in t o 
t hr ee grou ps: 

1. som et h ing t h e user  kn ows, 
2. som et h ing t h e user  has, and 
3. som et h ing t h e user  is. 

Mechan isms and procedur es ar e establ ish ed t o au th en t icat e claim ed 
iden t i ty by ch eck ing on e or  mor e of t h ese groups. Using more t han on e 
piece of informat ion , especially from differ en t  groups, increases t h e 
probabi li ty of val id au th en t icat ion. 

Th e m ost  common form of Òsom et h ing t h e u ser  knowsÓ is a password. 
Alt h ough  t h er e ar e password gu idel in es publish ed by both  t h e Defen se 
Departm en t  [CSCD85] and t h e Nat ional Inst i t u t e for  Standards and 
Tech n ology [GUID85a], password prot ect ion  is oft en  t h e Ach i llesÕ h eel of 
comput er  secur ity. 

For  example, t h e Departm en t  of Defense Password Managem ent  
Gu idel in e [CSCD85] provides a set  of good pract ices relat ed t o t h e use of 
password-based user  au th en t icat ion , including: 

1. secur ity managem en t  r esponsibil it ies for  in i t ial  password assign -
m ent , password change au th or izat ion , and user  ID revalidat ion ; 

2. user  responsibi li t ies for  secur ity awar en ess, and changing and 
rem ember ing passwords; and 

3. t ech n ical gu idance on  in t ernal st orage of passwords, t ransmis-
sion , login at t empt  rat e, audit ing, password dist r ibu t ion , password 
length , and t h e probabi li ty of gu essing a password. 
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Bu t  wel l-kn own weakn esses [KLEI90] in t h e implem en tat ion  and use 
of passwords have caused concer n ed secur ity admin ist rators t o add 
password filt ers t hat  r eject  weak passwords such  as: 

¥ passwords based on  t h e userÕs iden t i ty; 
¥ passwords t hat  exact ly match a word in  a dict ion ary (wi t h  som e or  

al l let t ers capit alized); 
¥ passwords t hat  match  a r eversed word in  a dict ionary (wi t h  som e 

or  all let t ers capit alized); 
¥ passwords t hat  ar e simple modificat ions of a dict ionary word (for  

example, words wit h  added plu ral endings or  added Ò-ingÓ or  
Ò-edÓ); 

¥ passwords based on  t h e userÕs in it ials or  given  n am e; 
¥ passwords t hat  match  a dict ionary word wit h  t h e num erals 0 

(zero) and 1 (on e) subst it u t ed for  t h e let t ers o (oh ) and l (el); 
¥ passwords t hat  ar e pat t erns from th e k eyboard (for  example, 

ÒaaaaaÓ or  ÒqwertyÓ); 
¥ passwords t hat  ar e sh ort er  t han  a specified len gth (for  example, 

six charact ers); 
¥ passwords t hat  do n ot  con tain  a mixtu r e of or  at  least  two of t h e 

following: uppercase charact ers, lowercase charact ers, num erals, 
and pu nctu at ion; and 

¥ passwords t hat  look l ik e a stat e-issu ed l icense plat e. 

An ot h er  form of in format ion  t h e u ser  kn ows is main tain ed in  a data-
base of personal in format ion , such  as m ot h erÕs maiden  nam e, favor i t e 
flavor  of ice cr eam, and so on . An  inqu iry abou t  on e or  mor e of t h ese 
it ems as par t  of t h e login  sequ ence serves t o au th en t icat e iden t i ty. 

ÒSom et h ing t h e u ser  hasÓ r el ies on  a physical possession. Un lik e 
Òsom et h ing t h e user  k n ows,Ó it  may be difficu lt  for  two peopl e t o possess 
t h e physical i t em simu lt an eou sly. In con t rast , Òsom eth ing t h e u ser  
knowsÓ can  be shar ed wit h  ot h er  users wit h ou t  t h e first  person  giving 
up t h e informat ion . A k ey t o a lock ed t erminal or  workstat ion  is a form 
of Òsom et h ing t h e u ser  has,Ó bu t  t ech n ology has provided an  el ect ron ic 
al t ernat ive. Th ese el ect ron ic possessions can  be incorporat ed in t o small  
calcu lators, or  can  be self-con tain ed smart  cards. Th eir  gen eral operat -
ing mode is t o provide a number  for  t h e u ser  t o type in to t h e comput er  
as an au th en t icator . Th is number may be gen erat ed complet ely in t er -
nal ly by t h e device, or  may be der ived from some inpu t  wh ich t h e u ser  
en t ers. On e form of t h e lat t er  is a chal lenge-r esponse syst em wh er ein  
t h e comput er  provides a mu lt idigit  number  as a chal lenge; t h e u ser  
t h en  en t ers t h is number  in t o t h e calcu lator  and receives a r esponse t o 
type in t o t h e compu t er . Th e var iable u ser  inpu t  is oft en  cou pled wit h a 
secret  number t h e u ser  kn ows t o bind t h e device t o t h e u ser . 
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ÒSom et h ing t h e u ser  isÓ r el ies on  a biom etr ic charact er ist ic, such as 
signatu r e, hand geom etry, fingerpr in t , or  ret ina pat t ern . Th er e has been  
considerable r esearch  in to biom etr ic inpu t  devices t hat  wou ld conver t  
t h ese physical charact er ist ics in t o u n iqu e au th en t icat ion  data, bu t  cost , 
speed, and rel iabil ity problems st il l r emain. 

Wh at ever t h e source of t h e au th en t icat ion data, it  is used by t h e TCB 
to au th en t icat e t h e u serÕs iden t i ty. Th e TCB must  prot ect  au t h en t ica-
t ion  data so t hat  i t  can n ot  be accessed by any u nau th or ized user . At  
on e t im e i t  was t h ough t  su fficien t  t o prot ect  au th en t icat ion  data by en -
crypt ion, bu t  t h is has proven  inadequ at e. 

Once iden t i ty has been  au t h en t icat ed, t h e u ser  iden t i ty itsel f is t h e 
basis for  iden t i ty-based access con t rols such  as discretionary access con-
trol (DAC). Ot h er  secur i ty at t r ibu t es can  be associat ed wit h  t h e u ser  t o 
be used by access con t rol pol icies. Secur i ty clearance is used by manda-
tory access control (MAC). Ot h er  at t r ibu t es may be used by oth er  pol icies. 
For  example, t h e employer  at t r ibu t e is used by proprietary and no contrac-
tor policies. 

Au th en t icat ion  is also applicable t o n etworks. Th e TNI specifies t hat  
t h e n etwork sh ou ld ensur e t hat  a data exchange is establ ish ed wit h  
t h e addressed peer en t i ty (and n ot  wit h  an  en t i ty at t empt ing a mas-
qu erade or  a r eplay of a pr eviou s establ ishm en t). Th e n et work sh ou ld 
assure t hat  t h e data source is t h e on e claim ed. Wh en  t h is service is 
provided in  support  of a con n ect ion -or ien t ed associat ion , it  is kn own as 
peer enti ty  authentication; wh en  i t  suppor ts a con n ect ion l ess associa-
t ion , it  is kn own as data origin authentication. 

At t empts t o cr eat e a session  u nder a false iden t i ty or  t o play back a 
previou s legit imat e session  in i t iat ion  sequ ence ar e typical t hr eats for  
wh ich peer  en t i ty au th en t icat ion  is an appropr iat e cou n t erm easur e. 

Au th en t icat ion  gen erally fol lows iden t ificat ion , establish ing t h e val id-
ity of t h e claim ed iden t i ty and providing prot ect ion  against  fraudu len t  
t ransact ions. Iden t ificat ion , au th en t icat ion , and au th or izat ion  informa-
t ion  (for  example, passwords) shou ld be prot ect ed by t h e n etwork. 

In addit ion  t o t h e au t h en t icat ion  m et h ods used by people, n et work 
en t i t ies may be au th en t icat ed by cryptographic m eans and use of t h e 
charact er ist ics and/ or  possessions of t h e en t i ty. Th ese m echan isms 
may be incorporat ed in to t h e (N)-layer  peer -t o-peer  protocol t o provide 
peer en t i ty au th en t icat ion. 

To t ie data t o a specific or igin, implicit  or  expl icit  iden t ificat ion  infor -
mat ion  must  be der ived and associat ed wi t h  data. Ad h oc m et h ods for  
au th en t icat ion  may include ver ificat ion  t hrough  an  al t ernat e commu n i-
cat ions chan n el or  a user -u n iqu e cryptographic au th en t icat ion . 

Encrypt ion  is discussed in  Essay 15. To u nderstand encrypt ion  u sed 
for  au th en t icat ion , i t  is su fficien t  t o kn ow that  encrypt ion  acts as a 
fu nct ion  on  a st r ing of readable t ext  t o produce a st r ing of u nr eadabl e 
symbols. Th ese st r ings can  be t r eat ed as num er ic valu es for  var ious 
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pu rposes, such  as au th en t icat ion. A cryptograph ic ch ecksum is similar  
t o oth er  ch ecksums used for  m essage au th en t icat ion , wi t h  t h e differ -
ence t hat  t h e algor it hm t hat  produces t h e ch ecksum tak es a secr et  
qu an t i ty, t h e cryptographic k ey, as an  inpu t . As long as t h e k ey is k ept  
secret , i t  is very difficu l t  t o cr eat e a valid ch ecksum for  an  alt er ed m es-
sage. 

Wh en  encrypt ion  is used for  au th en t icat ion  service, i t  can  be provided 
by enciph erm ent  or  signatu r e m echan isms. In conven t ional secr et -k ey 
(symm etr ic) cryptosyst ems, t h e cryptographic ch ecksum of a m essage 
t hat  is produced wit h  a secr et  k ey au tomat ical ly implies data or igin  
au th en t icity, because on ly t h e h older  of t hat  k ey can produce a crypto-
graphic ch ecksum form of a m essage. Th e k ind of au th en t icat ion  pro-
vided by t h e conven t ional secr et -k ey cryptosyst em can  prot ect  bot h  
sender and receiver  against  t h ird-par ty en em ies, bu t  i t  cannot prot ect  
on e against  fraud commit t ed by t h e ot h er . Th e reason  is t hat  t h e r e-
ceiver , knowing t h e encrypt ion k ey, cou ld gen erat e t h e cryptograph ic 
ch ecksum of a m essage and forge m essages appear ing t o com e from th e 
sender. In a case wh er e dispu t es may ar ise from th e dish on esty of ei t h er  
sender or  receiver , a digit al signatu r e sch em e is requ ir ed. 

In publ ic-k ey (asymm etr ic) cryptosyst ems, m essage secr ecy and m es-
sage/ sender au th en t ici ty are fu nct ional ly independen t . To ach ieve 
au th en t icity, t h e m essage digest  (fixed-length  repr esen tat ion  of t h e 
m essage) is Òdecrypt edÓ wit h  t h e public k ey of t h e sender  t o provide 
proof of its or igin, bu t  t hat  does n ot  conceal t h e m essage. If both  secr ecy 
and au t h en t ici ty ar e r equ ir ed, a publ ic-k ey digital  signatu r e sch em e 
must  be used. 

Access con t r o l . As used in  t h e ITSEC, access control ensur es t hat  us-
ers and processes act ing on t h eir  behalf are preven t ed from gain ing ac-
cess t o informat ion or  resources t hat  t h ey ar e n ot  au th or ized t o access 
or  have n o n eed t o access. Th er e ar e similar  rest r ict ions concern ing u n-
au th or ized creat ion , modificat ion , or  delet ion  of in format ion . Th is h ead-
ing includes fu nct ions in t ended t o con t rol t h e flow of informat ion  
between , and t h e use of r esources by, users, processes, and objects. 
Th is includes t h e admin ist rat ion  (t hat  is, t h e gran t ing and revocat ion ) of 
access r igh ts and t h eir  ver ificat ion . Th is h eading also includes: 

1. any fu nct ion  t o set  up and main tain any lists or ru les govern ing 
t h e r igh ts t o per form differ en t  types of access; 

2. fu nct ions concern ed wit h  t emporar ily rest r ict ing access t o object s 
t hat  are simu lt an eou sly accessible t o several u sers or  processes 
and ar e n eeded t o main tain  t h e consist ency and accuracy of such  
object s; 

3. fu nct ions t o ensur e t hat  upon  creat ion, defau lt  access l ists or  ac-
cess ru les apply t o objects; 



324  In forma tion Securi t y  

4. fu nct ions t o con t rol t h e propagat ion  of access r igh ts t o object s; 
and 

5. fu nct ions t o con t rol t h e in fer ence of informat ion  by t h e aggrega-
t ion  of data obtain ed from oth erwise legit imat e accesses. 

Accou n t abi l i t y . In t h e ITSEC, accountability ensur es t hat  r elevan t  in -
format ion  is r ecorded abou t  act ions per form ed by users or  processes act -
ing on  t h eir  beh alf so t hat  t h e consequ ences of t h ese act ions can  lat er  
be link ed t o t h e user  in  qu est ion, and t h e u ser  h eld accou n table for  h is 
act ions. Th is h eading also includes fu nct ions in t ended t o r ecord t h e 
exercising of r igh ts t hat  ar e r elevan t  t o secur ity, and fu nct ions r elat ed 
t o t h e col lect ion , prot ect ion , and analysis of su ch in format ion . Cer tain  
fu nct ions may sat isfy requ ir em en ts for  both  accou n tabi li ty and audit a-
bili ty; such fu nct ions may be included u nder ei t h er  h eading, bu t  sh ou ld 
be cross-r efer enced. 

Th e TCSEC accountability pol icy requ ir es t hat  act ions affect ing secur ity 
must  be t raced t o t h e r esponsible par ty. Th e TCB must  provide t h e ca-
pabi li ty of associat ing t h e userÕs iden t i ty wi t h  al l audit able act ions t ak en  
by t hat  individu al. Au dit  in format ion  must  be sel ect ively k ept  and pro-
t ect ed. A t rust ed syst em must  be able t o r ecord occurrences of secur i ty-
relevan t  even t s in an au dit  log. Au dit  data must  be prot ect ed from modi-
ficat ion  and u nau th or ized dest ruct ion  t o permit  det ect ion  and aft er-
t h e-fact  invest igat ions of secur i ty violat ions. Th e TCSEC requ ir es t hat  
audit  data be prot ect ed by t h e TCB so t hat  read access t o it  is l im it ed t o 
t h ose wh o ar e au th or ized for  audit  data. 

Audi t . In t h e ITSEC, audit ensur es t hat  su fficien t  informat ion  is r e-
corded abou t  bot h  rou t in e and except ion al even ts so t hat  lat er  invest i-
gat ions can det ermin e if secur ity violat ions have actu ally occurred, an d 
if so what  informat ion  or  ot h er  resources wer e compromised. Th is h ead-
ing covers any fu nct ions in t ended t o det ect  and invest igat e even ts t hat  
migh t  repr esen t  a t hr eat  t o secur i ty. Th is h eading also includes fu nc-
t ions r elat ed t o t h e col lect ion , prot ect ion , and analysis of such  in forma-
t ion . Su ch analysis may also include t r end analysis used t o at t empt  t o 
det ect  pot en t ial violat ions of t h e secur ity t arget  befor e a violat ion oc-
cu rs. 

A TCSEC audit syst em shou ld be able t o r ecord t h e fol lowing types of 
even ts: 

1. use of iden t ificat ion  and au t h en t icat ion  m echan isms, 
2. in t roduct ion  of objects in t o a userÕs addr ess space (for  example, 

file open , program in i t iat ion ), 
3. delet ion of objects, and 
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4. act ions t ak en  by comput er  operators and syst em admin ist rators 
and/ or  syst em secur i ty officers, and ot h er  secur ity-rel evan t  
even ts. 

Audit shou ld also inclu de any overr ide of human -readable ou tpu t  mark-
ings. Th e TCSEC requ ir es B2 and bet t er  systems t o audit iden t ified 
even ts t hat  may be used in  t h e exploi t at ion  of cover t  st orage chan n els. 

Audit r ecords typical ly include dat e and t im e of t h e even t , user  iden t ifi-
cat ion , type of even t , and success or  failu r e of t h e even t . For  identification 
and authentication even t s, t h e or igin  of t h e r equ est  (for  example, t erminal 
ID) is also included in  t h e audit r ecord. For  even t s t hat  in t roduce an  ob-
ject  in t o a userÕs addr ess space and for  object  delet ion  even ts, t h e audit 
record includes t h e nam e of t h e object  and t h e objectÕs secur ity level. 

Th e capabil ity t o sel ect  audit even ts t o be r ecorded is n ecessary t o 
min imize t h e over h ead of audit ing and t o allow efficien t  analysis. Col-
lect ing t oo much audit data can  cause t h e importan t  in format ion  t o be 
h idden  l ik e t h e n eedle in  t h e haystack. It  can  also cause t h e syst em to 
crash  if t h er e is n o su it able place t o st or e t h e au dit  data. Th er efor e, t h e 
secur ity admin ist rator  must  be able t o sel ect ively audit t h e act ions of any 
on e or  m ore users based on  individu al iden t i ty and/ or  object  secur i ty 
level. Flexibi li ty in sel ect ing audit ed even t s can  be very h elpfu l. 

Th e TCSEC assigns t h e audit syst em of a B3 or  bet t er  syst em th e r e-
sponsibil ity t o m on it or  t h e occurrence or  accumu lat ion  of secur ity 
audit able even t s t hat  may indicat e an immin en t  violat ion of secur ity 
pol icy and t o imm ediat ely n ot ify t h e secur i t y admin ist rator  wh en  
t hr esh olds are exceeded. If t h e occurrence or  accumu lat ion  of t h ese se-
cu r ity-relevan t  even t s con t inu es, t h e syst em is t o t ak e t h e least  disrup-
t ive act ion  t o t erminat e t h e even t . 

Th e TDI n ot es t hat  t h e emphasis of t h e audit cr iter ion  is t o provide in -
dividu al accou n tabi li ty for  act ions by users. Th is goal is n ot  t h e sam e as 
t hat  for  a backup and recovery log. Th er e is n o requ ir em ent  in t h e TDI 
t o in t egrat e t h e audit log wi t h  t h e backup and recovery log, al t h ough  
such  an  in t egrat ed log is n ot  proh ibi t ed. At  t h e design erÕs discret ion , 
t h er e m ay be a sel ectable capabi li ty t o reduce t h e number of audit  r e-
cords gen erat ed in  r esponse t o qu er ies t hat  involve many access con t rol  
decisions. 

Obj ec t  r euse. In t h e ITSEC, object reuse ensur es t hat  r esources such  
as main  m em ory and disk storage can  be r eu sed wh i le observing secu -
r ity. Th is h eading also covers any fu nct ions in t ended t o con t rol t h e r e-
use of data objects. Th is h eading also inclu des fu nct ions t o in i t ial ize or  
clear  u nal locat ed or  r eal locat ed data objects, t o in i t ialize or  clear  reu s-
able m edia such  as magn et ic disks and t apes, or  t o clear  ou tpu t  devices 
such as display screens wh en  n ot  in use. 
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According t o t h e TCSEC object reuse requ ir em ent , in t roduced at  C2 
and u nchanged t h er eaft er : 

au th or izat ions t o t h e informat ion con tain ed wit h in a storage ob-
ject  shal l be r evok ed pr ior  t o in i t ial assignm ent , al locat ion  or  re-
al locat ion  t o a subject  from th e TCBÕs pool of u nu sed storage 
object s. No in format ion , including encrypt ed r epresen tat ions of 
informat ion , produced by a pr ior  subjectÕs act ion s is t o be avai l -
able t o any subject  t hat  obtains access t o an object  t hat  has 
been  r el eased back t o t h e syst em. 

Th e r efer ence t o encrypt ed in format ion  was added wh en  t h e TCSEC 
was r eissu ed as a DoD standard in 1985; i t  was n ot  presen t  in  t h e 1983 
version. 

Accu r acy. In t h e ITSEC, accuracy ensur es t hat  specific r elat ionsh ips 
between  differ en t  pieces of data ar e main tain ed correct ly and t hat  data 
is passed bet ween  processes wit h ou t  al t erat ion . Th is h eading covers 
any fu nct ion  in t ended t o ensur e t hat  data has n ot  been  m odified in  an  
u nau t h or ized man n er. Th is h eading also inclu des fu nct ions t o det er-
min e, establ ish, and main tain t h e accuracy of t h e r elat ionsh ips be-
tween  r elat ed data; and fu nct ions t o ensur e t h at  wh en  data is passed 
between  processes, users, and object s, it  is possible t o det ect  or  pr even t  
loss, addit ion , or  al t erat ion , and t hat  i t  is n ot  possible t o change t h e 
claim ed or  actu al source and dest inat ion of t h e data t ransfer . 

Rel i abi l i t y  o f  ser v i ce. In t h e ITSEC, reliability of service ensur es t hat  
t im e-cr it ical t asks ar e per form ed wh en  t h ey ar e n ecessary, and n ot  ear -
lier  or  lat er ; t hat  n on-t im e-cr it ical t asks can n ot  be made t im e-cr it ical; 
t hat  access t o r esources is possible wh en  i t  is n eeded; and t hat  r e-
sources are n ot  requ est ed or  r etain ed u n n ecessar ily. Th is h eading cov-
ers any fu nct ion  in t ended t o ensur e t hat  r esou rces ar e accessible and 
usable on  dem and by an  au th or ized user  or  process and t o pr even t  or  
lim it  in t er fer ence wit h  t im e-cr it ical operat ions. Th is h eading also in -
cludes error  det ect ion  and error  recovery fu nct ions in t ended t o r est r ict  
t h e impact  of errors on  operat ion  and so min imize disrupt ion  or  loss of 
service, and any sch edu l ing fu nct ions t hat  ensu re r esponse t o ext ernal 
even ts and produce ou tpu ts wit h in  specified deadlin es. 

Dat a exch an ge. In t h e ITSEC, data exchange en sur es t h e secur i ty of 
data du r ing t ransmission  over  commu n icat ions chan n els. Th e ITSEC 
recomm ends t hat  t h e fol lowing subh eadings from th e OSI Secur ity Ar-
chit ectu r e [ISO89] (also used in  t h e TNI [NCSC87a]) be used t o group 
fu nct ions: 
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¥ au th en t icat ion , 
¥ access con t rol, 
¥ data con fiden t iali ty 
¥ data in t egr ity, and 
¥ n onr epu diat ion. 

St er n e et  al. [STER91b] not e t hat  source au t h en t icat ion  or  n onr epu -
diat ion  r equ ir em ents appear t o be widespr ead. Cer tain  fu nct ions may 
sat isfy requ ir em en ts for  both  comput er  and commun icat ions secur i ty 
and so be r el evan t  t o oth er  h eadings; such  fu n ct ions sh ou ld be cross-
refer enced. 

Assur an ce. In t h e TCSEC, assurance is concern ed wit h  gu aran t eeing 
or  providing con fidence t hat  t h e secur i ty policy has been  implem ent ed 
correct ly and t hat  t h e prot ect ion -r el evan t  el em en ts of t h e syst em do 
indeed accurat ely en force t h e in t en t  of t hat  pol icy. By ext ension , assur-
ance must  include a gu aran t ee t hat  t h e t rust ed por t ion of t h e syst em  
works on ly as in t ended. To accomplish  t h ese object ives, t h e TCSEC 
iden t ifies two types of assurance: life-cycle assurance and operat ional as-
surance. 

Life-cycle assurance r efers t o st eps t ak en  by an organizat ion  t o ensur e 
t hat  t h e syst em is design ed, developed, and main tain ed using appropr i-
at e con t rols and standards. Trust ed compu t er  systems depend on  t h e 
hardwar e, firmwar e, and softwar e t o prot ect  t h e informat ion  wit h  wh ich  
t h ey are en t rust ed. It  follows t hat  t h e hardwar e, firmware, and softwar e 
must  be prot ect ed against  u nau t h or ized changes t hat  cou ld cause pro-
t ect ion  m echan isms t o malfu nct ion  or  be bypassed complet ely. For  t h is 
reason , t rust ed compu t er  syst ems must  be car efu lly evalu at ed and 
t est ed dur ing t h e design and developm ent  phases and r eevalu at ed 
wh en ever changes ar e made t hat  cou ld affect  t h e in t egr ity of t h e prot ec-
t ion  m echan isms. On ly in  t h is way can con fiden ce be provided t hat  t h e 
hardwar e, firmware, and softwar e in t erpr etat ion  of t h e secur i ty policy is 
main tain ed accurat ely and wi t h ou t  dist or t ion . 

Wh i l e l ife-cycle assurance is concern ed wit h  procedur es for  managing 
syst em design, developm ent , and main t en ance, operat ional assurance 
focuses on  featu r es and syst em archit ectu r e u sed t o ensur e t hat  t h e 
secur ity pol icy is u ncircumven tably en forced dur ing syst em operat ion . 

Th e TCSEC assurance pol icy requ ir es t h e compu t er  syst em to con tain  
hardwar e, firmwar e, and softwar e m echan isms t hat  can  be independ-
en t ly evalu at ed t o provide su fficien t  assurance t hat  t h e syst em  en forces 
t h e major  pol icy object ives and t h e su pport ing pol icies. Assurance r efers 
t o t h e basis for  bel ieving t hat  t h e fu nct ional ity wil l be ach i eved, includ-
ing t amper r esist ance, ver ifiabi li ty, and resist an ce t o circumven t ion  or  
bypass. Assurance is gen erally based on  analysis involving t h eory, t est -
ing, softwar e engin eer ing, and val idat ion  and ver ificat ion . In  t h e TCSEC, 
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t h e assurance r equ ir em en ts parallel  t h e evalu at ion  classes, progressing 
from informal t o formal, wh er e formal implies math em at ical t ech n iqu es, 
such  as t h ose discussed in  Essay 8. Th e basis for  t rust ing syst em 
m echan isms in t h eir  operat ion al set t ing must  be clear ly docum ent ed 
such  t hat  it  is possible t o independen t ly examin e evidence t o evalu at e 
t h e m echan ismsÕ su fficiency. 

Th e TCSEC provides r equ ir em en ts for  operat ion al assurance, including 
syst em arch it ectu r e, syst em in t egr ity (correct  operat ion ), cover t  chan n el 
analysis (st ar t ing at  B2), t rust ed faci li ty managemen t , and t rust ed r ecov-
ery. Secur i ty t est ing and design  specificat ion  and ver ificat ion  ar e in -
cluded u nder life-cycle assurance. 

Th e ITSEC requ ir em ents for  assurance of effectiveness are based on  t h e 
proposed use of t h e TOE as descr ibed in  its secur ity target . Th e ITSEC 
requ ir em ents for  assurance of correctness ar e expressed in  seven  h ierar-
chical levels (see Essay 12). 

Con t i n u ous p r ot ec t i on . Th e TCSEC continuous protection pol icy re-
qu ires t hat  t h e t rust ed m echan isms t hat  en force t h ese basic r equ ir e-
m ents must  be con t inu ou sly prot ect ed against  t amper ing and/ or  
u nau t h or ized changes. No comput er  syst em can  be consider ed t ru ly se-
cu r e if basic hardware, firmwar e, and softwar e mechan isms t hat  en force 
secur ity policy are t h emselves subject  t o u nau th or ized modificat ion  or  
subversion. Th e continuous protection r equ ir em ent  has direct  implicat ions 
t hrough ou t  t h e comput er  syst emÕs life cycle. 

Th e TCSEC int roduces configuration management requ ir em ents at  B2 
and t rust ed dist r ibu t ion  at  A1. We suggest  t hat  bot h of t h ese r equ ir e-
m ents sh ou ld be effect ive at  al l levels, as t h ey are in  t h e ITSEC. 

Cover t  ch an n el s. Th e TCSEC defin es a covert channel as any commu-
n icat ion chan n el t hat  can  be exploi t ed by a process t o t ransfer  in forma-
t ion  in a man n er t hat  violat es t h e syst emÕs secur ity policy. Th e TCSEC 
also dist ingu ish es two types of covert channels: storage channels and timing 
channels. 

Curren t  t h ink ing refers t o a covert channel as t h e u se of som e ar t ifact  
n ot  design ed for  commu n icat ion  t o t ransfer  in format ion  in  a mann er  
t hat  violat es t h e syst emÕs secur ity policy. Th e misuse of a commu n ica-
t ions chan n el is simply a secur ity violat ion . 

Covert storage channels include all veh icles t hat  wou ld al low t h e direct  
or  indirect  wr it ing of a st orage locat ion  by on e process and t h e dir ect  or  
indir ect  r eading of i t  by an ot h er . Covert timing channels include al l veh i-
cles t hat  wou ld al low on e process t o signal in format ion t o an ot h er  proc-
ess by modu lat ing i ts own use of syst em resources in  such a way t hat  
t h e change in r esponse t im e observed by t h e second process wou ld pro-
vide in format ion . 
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Curren t  t h ink ing is t hat  every covert channel involves el em en ts of st or -
age and t im ing. Informat ion  or  st at e m ust  exist  long en ough  t o be 
sensed in  a storage channel. Timing involves t h e frequ ency of on e even t  
or  st at e r elat ive t o an ot h er  even t  or  st at e. It  is n ot  n ecessary for  on e of 
t h ese stat es t o be r elat ed t o t h e passage of t im e. 

Th e TCSEC asser ts t hat  covert channels wit h  low bandwidths r epresen t  
a lower t hr eat  t han  t h ose wit h  h igh bandwidths. However, for  many 
types of covert channels, t ech n iqu es used t o r educe t h e bandwidth  below 
a cer t ain  rat e (wh ich  depends on  t h e specific chan n el m echan ism and 
t h e syst em arch it ectu r e) also have t h e effect  of degrading t h e per form-
ance provided t o legit imat e syst em users. Hence, a t rade-off between  
syst em performance and covert channel bandwidth  must  be made. Be-
cause of t h e t hr eat  of compromise t hat  wou ld be pr esen t  in  any mu lt i-
leve compu t er  syst em con tain ing classified or  sensit ive informat ion, 
such syst ems shou ld n ot  con tain  covert channels wit h h igh bandwidths. 

Th e TCSEC covert channel gu idel in e is in t ended t o provide syst em de-
velopers wi t h  an  idea of just  h ow h igh a Òh ighÓ covert channel bandwidth 
is. It  considers a covert channel bandwidth t hat  exceeds a rat e of 100 bi ts 
per  second t o be Òh igh.Ó It  also considers maximum bandwidths of less 
t han  1 bi t  per  second acceptable in  most  applicat ion  environm ents. Fi-
nal ly, covert channels wi t h  bandwidths t hat  exceed a rat e of 1 bit  in  10 
seconds ar e t o be au dit ed. Th e rat ionale for  t h ese figu r es does n ot  
wit hstand close examinat ion. 

Th e TCSEC covert channel requ ir em ent  begins at  t h e B2 level, requ ir -
ing a t h orough  search  for  covert storage channels and a det erminat ion  
(ei t h er  by actu al m easur em ent  or  by engin eer ing est imat ion ) of t h e 
maximum bandwidth of each iden t ified chan n el . At  B3, timing channels 
ar e added, and at  A1 i t  is r equ ir ed t hat  formal m eth ods be u sed in  t h e 
analysis. 

 


